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1 Portfolio Use & Disclaimer 
This  report  is  provided  as  a  portfolio  sample to  demonstrate  penetration  testing  methodology,
technical writing, risk communication, and remediation planning.

The  assessment  described  herein  was  performed  against  a  deliberately  vulnerable  training
environment intended  for  educational  use.  The  target  system  represents  a  simulated  client
environment and does not reflect the security posture of any real organization.

This document does not constitute legal advice.

ARCHWARDEN

Joe Thompson Administrator 4



2 Engagement Contacts
Assessor Contact 

Assessor Name Title Assessor Contact Email

Joe Thompson Tester jthompson@archwarden.com
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3 Executive Summary
This  assessment  was  conducted  by  Joe  Thompson  as  a  network  penetration  test  of  a  simulated
Windows Active Directory environment hosted at  10.129.14.38  (DC.administrator.htb).  Testing was
performed  using  a  grey-box  approach  with  an  initial  low-privilege  domain  credential
( Olivia:ichliebedich ) provided at the start of the engagement.

3.1 Approach
Joe Thompson performed testing using a grey-box approach. Initial credentials for the low-privilege
domain account Olivia  were provided. Testing proceeded through Active Directory ACL enumeration
using BloodHound,  ACL-based lateral  movement,  FTP credential  archive recovery,  ofÒine password
cracking, targeted Kerberoasting, DCSync, and pass-the-hash to achieve full domain compromise.

3.2 Scope
The scope of this assessment included the domain controller at  10.129.14.38  (DC.administrator.htb,
administrator.htb). Testing covered all services accessible at the target IP.

In Scope Assets
Asset Type Description

Domain Controller 10.129.14.38  (DC.administrator.htb)

Domain administrator.htb — Windows Active Directory

Initial Credential Olivia:ichliebedich (low-privilege domain account)

FTP Service Port 21 — user-specific home directories

WinRM Port 5985 — used for foothold and domain compromise

3.3 Assessment Overview and Recommendations
During this assessment, Joe Thompson identified 3 security findings enabling full domain compromise
starting from a single low-privilege domain credential. The findings include 1 critical-risk finding and 2
high-risk findings.

BloodHound  enumeration  with  Olivia's  credentials  revealed  a  two-stage  ACL  chain:  Olivia  holds
GenericAll  over Michael, and Michael holds ForceChangePassword  over Benjamin. Shadow Credentials
(PKINIT) were attempted but failed — the environment lacks ADCS. Michael's password was set directly
via  GenericAll , and Benjamin's was reset via  ForceChangePassword . Benjamin's credentials unlocked
FTP access to the domain controller, where a Password Safe archive ( Backup.psafe3 ) was retrieved.
Hashcat  cracked  the  master  password  as  tekieromucho ,  revealing  credentials  for  three  accounts.
Emily's credentials authenticated via WinRM for the user flag.

BloodHound further revealed Emily holds GenericWrite  over Ethan, who holds DCSync rights. Shadow
Credentials and a direct password reset both failed for Ethan. GenericWrite  was instead exploited via
Targeted Kerberoasting — writing a temporary SPN to Ethan's account and requesting a TGS, which
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Hashcat cracked as limpbizkit . Ethan's credentials were used with secretsdump  to DCSync all domain
hashes. The Administrator NT hash was passed via evil-winrm for full domain access.

Immediate  remediation  priorities  include  removing  the  GenericAll  and  ForceChangePassword  ACL
edges, removing DCSync rights from Ethan, removing the GenericWrite  edge from Emily to Ethan, and
removing the FTP service from the domain controller.
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4 Network Penetration Test Assessment
Summary
Joe Thompson conducted testing from the perspective of a low-privilege domain user. Testing chained
BloodHound ACL enumeration, GenericAll  and ForceChangePassword abuse, FTP credential  archive
recovery, Password Safe cracking, Targeted Kerberoasting via GenericWrite, and DCSync to achieve full
domain compromise from a single initial credential.

4.1 Summary of Findings
During testing, Joe Thompson identified 3 findings that present varying levels of risk to the assessed
environment.  In  addition,  0  informational  observations  were  noted  which,  while  not  representing
direct  vulnerabilities,  highlight  opportunities  to  further  improve  overall  security  posture  and
monitoring capabilities. The chart below summarizes the distribution of identified findings by severity
level.

In the course of this penetration test 1 Critical and 2 High vulnerabilities were identified: 

Figure 1 - Distribution of identified vulnerabilities

Below is a high-level overview of each finding identified during testing. These findings are covered in
depth in the Technical Findings Details section of this report. 
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# Severity Level Finding Name Page

1 9.9 (Critical) DCSync Rights Assigned to Non-Administrative Account Enable
Full Domain Credential Extraction 25

2 8.1 (High) Chained ACL Misconfigurations Enable Lateral Movement
Across Multiple Domain Accounts 27

3 8.1 (High) GenericWrite Permission on Ethan Enables Targeted
Kerberoasting of a DCSync-Capable Account 32
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5 Internal Network Compromise Walkthrough
During the assessment,  Joe Thompson chained Active Directory ACL abuse,  FTP credential  archive
recovery,  Password  Safe  cracking,  targeted  Kerberoasting,  and  DCSync  to  achieve  full  domain
compromise starting from a single low-privilege credential.  The walkthrough below documents the
successful attack path and does not represent all vulnerabilities identified during testing.

Any  issues  not  required  to  achieve  compromise  are  documented  as  standalone  findings  in  the
Technical Findings Details section and ranked by severity.

5.1 Detailed Walkthrough
Joe Thompson performed the following to fully compromise the administrator.htb domain.

Performed network enumeration — FTP (21), DC (88/389/3268, administrator.htb), WinRM (5985)
identified; ~7-hour clock skew detected — ntpdate run before any Kerberos operations; initial
credential (Olivia:ichliebedich) tested against SMB and LDAP — no exploitable shares, no
Kerberoastable accounts
Collected BloodHound data as Olivia; marked Olivia as owned; ran shortest paths from owned
principals — ACL chain identified: Olivia → GenericAll → Michael → ForceChangePassword →
Benjamin
Attempted Shadow Credentials on Michael via GenericAll — failed
(KDC_ERR_PADATA_TYPE_NOSUPP, no ADCS/PKINIT support); set Michael's password directly via
GenericAll; used Michael's ForceChangePassword right to reset Benjamin's password
Authenticated to FTP as Benjamin — downloaded Backup.psafe3; cracked master password with
Hashcat (mode 5200) as tekieromucho; opened Password Safe — recovered credentials for
alexander, emily, and emma; emily:UXLCI5iETUsIBoFVTj8yQFKoHjXmb confirmed via NXC;
BloodHound confirmed Emily in Remote Management Users; evil-winrm session as Emily; user flag
retrieved
BloodHound confirmed Emily has GenericWrite over Ethan; Shadow Credentials and direct
password reset both failed for Ethan; used Targeted Kerberoasting tool to write temporary SPN to
Ethan, request TGS, and clean up automatically; Hashcat cracked TGS hash as limpbizkit
Used Ethan's credentials with secretsdump to DCSync all domain hashes; recovered Administrator
NT hash; evil-winrm pass-the-hash as Administrator; root flag retrieved

1. Network Enumeration and Initial Assessment

A full TCP port scan was performed, followed by a detailed service scan:

sudo nmap -p- --min-rate 1000 -T4 10.129.14.38 -oA TCP_allports
ports=$(grep open TCP_allports.nmap | awk -F/ '{print $1}' | tr '\n' ',' | sed 's/,$//')
sudo nmap -p $ports -sC -sV -vv -oA TCP_detailed 10.129.14.38

Key results: FTP (21, Microsoft ftpd — unusual on a DC), Kerberos (88) and LDAP (389/3268) confirming
the  domain  controller  and  domain  administrator.htb ,  WinRM  (5985).  A  ~7-hour  clock  skew  was
reported — ntpdate  was run and /etc/hosts  updated before any Kerberos operations. The provided
credential  Olivia:ichliebedich  was tested against SMB shares and LDAP Kerberoasting — no quick
wins were available from the initial position.

1. 

2. 

3. 

4. 

5. 

6. 
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2. BloodHound Enumeration and ACL Chain Discovery

With valid credentials, RustHound was used to collect the full Active Directory graph:

rusthound-ce -d administrator.htb -u 'Olivia' -p 'ichliebedich' -o ./bh -z

Olivia was marked as owned in BloodHound and shortest paths to Tier Zero were explored:

The graph immediately surfaced a two-hop ACL chain:
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Olivia has GenericAll  over Michael
Michael has ForceChangePassword  over Benjamin

Benjamin's access was unknown at this point, but with FTP open on the DC and no other ACL paths,
the chain was worth following to completion.

3. ACL Abuse — GenericAll to Michael, ForceChangePassword to Benjamin

• 
• 
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GenericAll  over  Michael  allows  full  control  of  the  object.  The  preferred  technique  is  Shadow
Credentials — writing to  msDS-KeyCredentialLink  to enable certificate-based authentication without
changing the password:

bloodyAD --host dc.administrator.htb -d administrator.htb \
  -u 'Olivia' -p 'ichliebedich' add shadowCredentials michael

The  KDC_ERR_PADATA_TYPE_NOSUPP  error  indicates  the KDC does not  support  PKINIT with certificate
credentials — this environment has no ADCS. A direct password set was used instead:

bloodyAD --host dc.administrator.htb -d administrator.htb \
  -u 'Olivia' -p 'ichliebedich' set password michael Password1!

With Michael's credentials, ForceChangePassword over Benjamin was exercised:

bloodyAD --host dc.administrator.htb -d administrator.htb \
  -u 'michael' -p 'Password1!' set password benjamin Password1!

4. FTP Archive Recovery, Password Safe Cracking, and WinRM as Emily

Benjamin's reset credentials were tested against the FTP service on the DC:
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ftp benjamin@10.129.14.38

A Password Safe v3 archive was present in Benjamin's FTP home directory:

get Backup.psafe3

Password Safe v3 files are supported by Hashcat as mode 5200. The archive was cracked against the
rockyou wordlist:

hashcat -m 5200 Backup.psafe3 /usr/share/wordlists/rockyou.txt
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Master password: tekieromucho

Opening the archive revealed three credential entries:

All three were tested. Emily's credentials authenticated over SMB:

nxc smb 10.129.14.38 -u 'Emily' -p 'UXLCI5iETUsIBoFVTj8yQFKoHjXmb'

BloodHound confirmed Emily is a member of Remote Management Users:

evil-winrm -i 10.129.14.38 -u emily -p 'UXLCI5iETUsIBoFVTj8yQFKoHjXmb'
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5. Privilege Escalation — Targeted Kerberoasting via GenericWrite on Ethan

BloodHound confirmed Emily holds GenericWrite  over Ethan, and Ethan holds DCSync rights over the
domain:

Shadow Credentials and a direct password reset were both attempted on Ethan and both failed:
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KDC_ERR_PADATA_TYPE_NOSUPP  again  for  Shadow  Credentials.  The  password  change  returned
LDAPModifyException: Password can't be changed  — this account has a policy preventing password
resets without supplying the current credential.

GenericWrite  allows writing  msDS-ServicePrincipalName  to any account. An account with an SPN is
eligible for Kerberoasting. The Targeted Kerberoast tool automates this: it writes a temporary SPN,
requests a TGS, then removes the SPN:

git clone https://github.com/ShutdownRepo/targetedKerberoast
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python3 targetedKerberoast.py -v -d 'administrator.htb' \
  -u 'emily' -p 'UXLCI5iETUsIBoFVTj8yQFKoHjXmb'

The TGS hash was cracked ofÒine with Hashcat:

hashcat -m 13100 ethan.hash /usr/share/wordlists/rockyou.txt
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Credentials recovered: ethan:limpbizkit

6. DCSync and Domain Compromise

Ethan holds DCSync rights — the  DS-Replication-Get-Changes  and  DS-Replication-Get-Changes-All
extended rights — which allow replicating all domain credentials from any DC. secretsdump  performed
the DCSync:

secretsdump.py 'administrator.htb'/'ethan':'limpbizkit'@'dc.administrator.htb'
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Administrator NT hash recovered: 3dc553ce4b9fd20bd016e098d2d2fd2e

evil-winrm -i 10.129.14.38 -u administrator -H '3dc553ce4b9fd20bd016e098d2d2fd2e'
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6 Remediation Summary
The findings from this assessment form a linear exploitation chain driven entirely by Active Directory
ACL misconfigurations and credential storage practices. Each finding is independently exploitable but
the combination allowed full domain compromise from a single low-privilege user credential.

6.1 Short Term
SHORT TERM REMEDIATION:

Remove DCSync rights ( DS-Replication-Get-Changes  and DS-Replication-Get-Changes-All ) from
Ethan's account immediately. These rights are reserved for domain controllers and should never
appear on regular user accounts. Verify the current assignment with: (Get-Acl 'AD:
\DC=administrator,DC=htb').Access | Where-Object { $_.ActiveDirectoryRights -match
'Replication' }  and remove any unexpected entries. Rotate the Administrator password, as the
NT hash is compromised.
Remove the GenericAll  ACL from Olivia over Michael. GenericAll  is equivalent to full ownership of
the object and should not appear on any standard user account in a production domain. Conduct
an immediate review of all GenericAll  and GenericWrite  edges in BloodHound and remove any
that are not explicitly and intentionally configured.
Remove the FTP service from the domain controller. FTP has no legitimate operational role on a DC
and represents an unnecessary attack surface. The Backup.psafe3  archive stored in Benjamin's FTP
home directory must be relocated to a secure password management system; rotate all credentials
it contained.

6.2 Medium Term
MEDIUM TERM REMEDIATION:

Remove the ForceChangePassword  ACL from the Michael group/account over Benjamin, and remove
the GenericWrite  edge from Emily over Ethan. Both rights were exploited in this assessment chain.
As a general principle, no standard or helpdesk account should hold ForceChangePassword  over
accounts that themselves have privileged AD rights. Use BloodHound's ACL audit capabilities or 
Get-ObjectAcl  queries to enumerate and remediate all dangerous ACL delegations across the
domain.
Replace the Password Safe archive with a managed privileged access management (PAM) solution.
Credential archives stored as files — even password-protected ones — are a weak link. If a user's
account with FTP access is compromised, the archive is recovered and ofÒine cracking begins. A
PAM solution with audit logging, just-in-time access, and no bulk export capability eliminates this
risk.
Disable SPN writes for non-administrative accounts. Targeted Kerberoasting depended on the
ability to write msDS-ServicePrincipalName  to Ethan's account via GenericWrite . Beyond removing
the GenericWrite  edge, consider a domain-wide policy that prevents non-admins from modifying
SPN attributes — either through fine-grained permission review or by restricting object write
delegation to dedicated service account management groups only.

• 

• 

• 

• 

• 

• 
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6.3 Long Term
LONG TERM REMEDIATION:

Establish a quarterly BloodHound ACL audit process. The attack path in this assessment was
entirely visible in BloodHound within minutes of running collection. A recurring audit cadence —
marking tier zero assets, running shortest-path queries from all owned principals, and reviewing
dangerous edges (GenericAll, GenericWrite, ForceChangePassword, WriteOwner, DCSync rights) —
would detect and remediate these misconfigurations before an attacker reaches them.
Implement an Active Directory tiering model. The core vulnerability enabling this attack chain is
that standard user accounts hold rights over other user accounts that cascade to DCSync. A tiering
model separates administrative control into distinct layers — Tier 0 (domain controllers and
domain admins), Tier 1 (servers), Tier 2 (workstations and users) — with strict controls preventing
lower-tier accounts from holding any rights over higher-tier objects. DCSync rights belong
exclusively in Tier 0, with no path from lower-tier accounts.
Enforce Kerberos RC4 deprecation or require AES-256 encryption for service tickets. Kerberoasting
is only effective when the TGS is encrypted with RC4, which is the default when SPN accounts do
not have a supported AES key. Setting msDS-SupportedEncryptionTypes  to require AES-256 on all
service accounts makes Kerberoast hashes impractical to crack ofÒine. This is a defence-in-depth
measure that does not eliminate the GenericWrite  risk but significantly raises the cost of the
attack.

• 

• 

• 
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7 Technical Findings Details

1. DCSync Rights Assigned to Non-Administrative Account
Enable Full Domain Credential Extraction - Critical

CWE CWE-269 - Improper Privilege Management

CVSS 3.1 9.9 / CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H

Root Cause

The  domain  account  ethan  holds  the  DS-Replication-Get-Changes  and  DS-
Replication-Get-Changes-All  extended rights on the domain object. These rights
are intended solely for domain controllers and enable the DCSync technique —
using  the  DRSUAPI  protocol  to  request  replication  of  any  object's  attributes,
including  password  hashes,  from a  DC.  With  Ethan's  credentials  (recovered  via
Targeted Kerberoasting in Finding 2),  secretsdump  replicated all domain account
hashes including the Administrator NT hash, which was used in a pass-the-hash
WinRM session for full domain access.

Impact Full  domain  compromise.  All  domain  account  NT hashes  extracted via  DCSync.
Administrator access obtained via pass-the-hash. Root flag retrieved.

Affected
Component

ethan — DS-Replication-Get-Changes and DS-Replication-Get-Changes-All on
domain object

Remediation

Remove  DS-Replication-Get-Changes  and  DS-Replication-Get-Changes-All  from
Ethan's account. These rights must only be held by domain controllers and MSOL/
Azure AD Connect accounts where directory synchronisation is in use. Audit the
domain object ACL with:

(Get-Acl 'AD:\DC=administrator,DC=htb').Access | Where-Object {
$_.ActiveDirectoryRights -match 'Replication'

} | Select-Object IdentityReference, ActiveDirectoryRights

Remove any unexpected entries. Rotate the Administrator password immediately,
as  the  NT  hash  is  compromised.  Enable  Protected  Users  security  group
membership  for  tier-zero  accounts  to  prevent  pass-the-hash  attacks  going
forward.

References
https://attack.mitre.org/techniques/T1003/006/
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/
understanding-active-directory-replication

Finding Evidence
Ethan's credentials were used with secretsdump to DCSync all domain hashes:

• 
• 
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The Administrator NT hash was used in a pass-the-hash WinRM session:
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2. Chained ACL Misconfigurations Enable Lateral Movement
Across Multiple Domain Accounts - High

CWE CWE-732 - Incorrect Permission Assignment for Critical Resource

CVSS 3.1 8.1 / CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N

Root Cause

Multiple  Active  Directory  access  control  misconfiguraitons  form  a  lateral
movement chain accessible from the initial low-privilege credential. Olivia holds Ge
nericAll  over Michael, granting full control of his AD object including the ability to
set his password. Michael holds  ForceChangePassword  over Benjamin, allowing a
password reset without knowing Benjamin's current password. These two edges
allowed  pivoting  from  Olivia  to  Michael  to  Benjamin  with  no  vulnerability
exploitation — only misconfigured AD permissions.  Benjamin's reset credentials
authenticated to the FTP service and recovered the  Backup.psafe3  archive that
yielded Emily's credentials for the WinRM foothold.

Impact
Lateral movement from Olivia → Michael → Benjamin → FTP credential archive →
Emily, resulting in WinRM access as Emily and the user flag. Emily's account held
additional ACL rights enabling the privilege escalation chain in Findings 2 and 3.

Affected
Component

Active Directory — Olivia: GenericAll over Michael
Active Directory — Michael: ForceChangePassword over Benjamin
FTP service (port 21) — Benjamin: Backup.psafe3 in home directory

Remediation

Remove  GenericAll  from  Olivia  over  Michael  and  ForceChangePassword  from
Michael  over  Benjamin.  These  rights  should  not  exist  between  standard  user
accounts. Conduct a full BloodHound ACL audit and remove all GenericAll , Generi
cWrite ,  ForceChangePassword ,  and  WriteOwner  edges between accounts that do
not have an explicit administrative delegation requirement. Remove FTP from the
domain controller and relocate credential archives to a managed PAM solution.

References https://bloodhound.readthedocs.io/en/latest/
https://attack.mitre.org/techniques/T1484/

Finding Evidence
BloodHound surfaced the full ACL chain from the initial credential:

• 
• 
• 

• 
• 
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Shadow Credentials failed (no ADCS), so Michael's password was set directly via GenericAll:
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Benjamin's password was reset via ForceChangePassword:

FTP  as  Benjamin  retrieved  the  Password  Safe  archive,  cracked  as  tekieromucho,  yielding  Emily's
credentials and a WinRM session:
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3. GenericWrite Permission on Ethan Enables Targeted
Kerberoasting of a DCSync-Capable Account - High

CWE CWE-732 - Incorrect Permission Assignment for Critical Resource

CVSS 3.1 8.1 / CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N

Root Cause

Emily  holds  GenericWrite  over  Ethan,  allowing  modification  of  arbitrary  AD
attributes including  msDS-ServicePrincipalName .  Writing an SPN to Ethan makes
him eligible for Kerberoasting — the KDC will issue a TGS encrypted with Ethan's
password hash,  which can be cracked ofÒine.  Shadow Credentials  and a  direct
password reset were attempted and both failed (no ADCS; account has a password
change policy).  The Targeted Kerberoast tool  exploited  GenericWrite  to write a
temporary SPN, request the TGS, and clean up automatically. The recovered TGS
was cracked ofÒine as limpbizkit .

Impact
Plaintext credentials for Ethan ( ethan:limpbizkit ) recovered ofÒine. Ethan holds
DCSync rights over the domain, making these credentials the key to full domain
compromise in Finding 3.

Affected
Component

Active Directory — Emily: GenericWrite over Ethan
Ethan — DCSync rights: DS-Replication-Get-Changes, DS-Replication-Get-
Changes-All

Remediation

Remove  the  GenericWrite  ACL  from  Emily  over  Ethan.  As  a  defence-in-depth
measure,  configure  Ethan's  account  to  require  AES-256  encryption  for  service
tickets  by setting  msDS-SupportedEncryptionTypes  to  exclude RC4 — this  makes
any future SPN-based attack impractical to crack ofÒine. Also see Finding 3 for the
DCSync rights remediation.

References https://github.com/ShutdownRepo/targetedKerberoast
https://attack.mitre.org/techniques/T1558/003/

Finding Evidence
BloodHound confirmed Emily's GenericWrite over Ethan and Ethan's DCSync rights:

Shadow Credentials and a password reset both failed:

• 
• 

• 
• 
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Targeted Kerberoast exploited GenericWrite to return a crackable TGS:

Hashcat cracked the TGS hash as limpbizkit:
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A Appendix

A.1 Finding Severities
Each finding has been assigned a severity rating of critical, high, medium, low or info. The rating is
based off of an assessment of the priority with which each finding should be viewed and the potential
impact each has on the confidentiality, integrity, and availability of HTB's data.

Rating CVSS Score Range

Critical 9.0 – 10.0

High 7.0 – 8.9

Medium 4.0 – 6.9

Low 0.1 – 3.9

Info 0.0
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A.2 Host & Service Discovery
IP Address Port Service Notes

10.129.14.38 21 FTP Microsoft ftpd

10.129.14.38 53 DNS Simple DNS Plus

10.129.14.38 88 Kerberos Microsoft Windows Kerberos

10.129.14.38 135 RPC Microsoft Windows RPC

10.129.14.38 139 NetBIOS Microsoft Windows netbios-ssn

10.129.14.38 389 LDAP Microsoft Windows AD LDAP (Domain: administrator.htb)

10.129.14.38 445 SMB Microsoft SMB

10.129.14.38 464 kpasswd Kerberos password change

10.129.14.38 593 RPC/HTTP Microsoft Windows RPC over HTTP 1.0

10.129.14.38 636 LDAPS LDAP over SSL

10.129.14.38 3268 LDAP GC Microsoft Windows AD LDAP — Global Catalog

10.129.14.38 5985 WinRM Microsoft HTTPAPI httpd 2.0

10.129.14.38 9389 mc-nmf .NET Message Framing
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A.3 Subdomain Discovery
URL Description Discovery Method

administrator.htb Primary domain — DC LDAP domain discovery

dc.administrator.htb Domain controller LDAP hostname enumeration
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A.4 Exploited Hosts
Host Scope Method Notes

DC.administrator.ht
b (10.129.14.38)

Intern
al

GenericAll → Michael password set →
ForceChangePassword → Benjamin password
set

Credential pivoting
via ACL chain

DC.administrator.ht
b (10.129.14.38)

Intern
al

FTP as Benjamin → Backup.psafe3 cracked →
Emily credentials

WinRM as Emily;
user flag

DC.administrator.ht
b (10.129.14.38)

Intern
al

GenericWrite → Targeted Kerberoast → Ethan
TGS cracked → DCSync

Administrator NT
hash; root flag
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A.5 Compromised Users
Username Type Method Notes

Olivia Domain user Provided (grey-box initial credential) BloodHound collection;
GenericAll over Michael

Michael Domain user GenericAll from Olivia — password
set

ForceChangePassword over
Benjamin

Benjamin Domain user ForceChangePassword from Michael
— password set

FTP access; Backup.psafe3
retrieved

Emily Domain user Password Safe archive
(tekieromucho master)

WinRM; user flag;
GenericWrite over Ethan

Ethan Domain user Targeted Kerberoast via
GenericWrite from Emily (limpbizkit) DCSync rights

Administrat
or

Domain
administrator

DCSync via Ethan — NT hash (pass-
the-hash)

Full domain compromise;
root flag
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A.6 Changes/Host Cleanup
Host Scope Change / Cleanup Needed

administrator.ht
b AD Michael password was set to Password1! — rotate

administrator.ht
b AD Benjamin password was set to Password1! — rotate

administrator.ht
b AD Ethan SPN may have been left — verify msDS-ServicePrincipalName is

clean
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A.7 Flags Discovered
Flag
# Host Flag Value Flag Location Method Used

1 DC.admini
strator.htb

b41bd2f7a3fdf130
16b018a2e91c187
b

C:
\Users\emily\Deskto
p\user.txt

ACL chain → FTP → Backup.psafe3
cracked → evil-winrm as Emily

2 DC.admini
strator.htb

0d2619bd1dd83c8
c5339a4906d9894
89

C:
\Users\Administrator
\Desktop\root.txt

Targeted Kerberoast → DCSync →
evil-winrm as Administrator (pass-
the-hash)
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End of Report 
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